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1 Introduction 
3GPP SA2 is working on Architecture Enhancements for Services Capability Exposure in TR 23.708. 

The Service Capability Exposure Function (SCEF) provides a means to securely expose the services and capabilities provided by 3GPP network interfaces to external application providers. The SCEF provides access to network capabilities through homogenous network application programming interfaces (e.g. Network API) defined by OMA, GSMA, and possibly other standardisation bodies. The SCEF abstracts the services from the underlying 3GPP network interfaces and protocols. 

Individual instances of SCEF may vary depending on what service capabilities are exposed and what API features are supported

This document proposes security solutions based on the security threats and security requirements presented in S3-142495 from Ericsson.
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Figure 1: Service Capability Exposure Architecture 
2 Analysis

2.1 Solution 1 for securing A1 interface
2.1.1 General
There are three different scenarios:

· SCEF is controlled by a business partner i.e. another operator than the 3GPP operator.
· SCEF is controlled by a business partner i.e. a 3rd party.
· SCEF and 3GPP Network Entity are controlled by the same 3GPP operator.
As mentioned in SA2 TR 23.708 the SCEF abstracts the exposed services from the underlying 3GPP network interfaces and protocols. The specific exposed services will be implemented by individual instances of SCEF, e.g. for the SMS service.

Each of the above scenarios can divided into two sub-cases depending if the individual instance of SCEF is regarded as being part of 3GPP core network, i.e. 3GPP network function, or not. This distinction is important as NDS/IP, as defined in TS 33.210 [], can be applied for the former case. For the latter case NDS/IP cannot be applied due to the scope defined for TS 33.210[]. However, 3GPP has defined security mechanisms for interfaces where one peer of the interface resides in the 3GPP domain and the other peer resides outside of 3GPP domain. Examples of this case are the Tsp interface between the MTC-IWF and SCS, and the MB2 interface between the BM-SC and GCS AS. If the interface between the Network Entity and an individual instance of SCEF can be trusted, e.g. physically protected, there is no need to use protection via cryptographic means mentioned above.  
2.1.2 SCEF is controlled by a business partner i.e. another operator than the 3GPP operator (A1 interface)
In this case the individual instance of SCEF is controlled by a business partner,  i.e. another operator than the 3GPP operator controlling the 3GPP Network Entity. 
It’s a case by case decision what mechanisms to specify in normative phase for specific exposed services and individual instances of SCEF. The following options are identified.
If the SCEF and the 3GPP Network Entity are both considered as 3GPP network functions then this interface should   be protected using NDS/IP [TS 33.210].  If the peers reside in different security domains, Functional entity Security GW shall  be used to authenticate and authorize the individual instance of SCEF and to secure the interface between the 3GPP Network Entity and the individual instance of SCEF as shown in the Figure 2.1.1-1.
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Figure 2.1.1-1 SCEF controlled by a business partner i.e. another operator than the 3GPP operator
If the individual instance of SCEF is not considered as 3GPP network function then this interface should be protected using mechanisms similar to Tsp in TS 33.187 [2] and MB2 in TS 33.246., i.e. TLS/TCP, DTLS/SCTP or IKE/IPsec. 
If the interface between the Network Entity and an individual instance of SCEF can be trusted, e.g. physically protected, there is no need to use protection via cryptographic means mentioned above.
2.1.3 SCEF is controlled by a business partner i.e. a 3rd party (A1 interface)

In this case the individual instance of SCEF is controlled by a business partner i.e. a 3rd party.

It’s a case by case decision what mechanisms to specify in normative phase for specific exposed services and individual instances of SCEF. The following options are identified.

If the SCEF and the 3GPP Network Entity are both considered as 3GPP network functions then this interface should   be protected using NDS/IP [TS 33.210]. However, this possibility is not considered to be very likely if the business partner is not a 3GPP operator.

If the individual instance of SCEF is not considered as 3GPP network function then this interface should be protected using mechanisms similar to Tsp in TS 33.187 [2] and MB2 in TS 33.246., i.e. TLS/TCP, DTLS/SCTP or IKE/IPsec. 
If the interface between the Network Entity and an individual instance of SCEF can be trusted, e.g. physically protected, there is no need to use protection via cryptographic means mentioned above.
2.1.4 SCEF and 3GPP Network Entity are controlled by the same 3GPP operator (A1 interface)
In this case the individual instance of SCEF and 3GPP Network Entity are controlled by the same 3GPP operator. 
The same consideration apply as for the case " SCEF is controlled by a business partner i.e. another operator than the 3GPP operator (A1 interface)" above.

2.2 Solution 2 for securing A4 interface
2.2.1 General
There are three different scenarios to consider when the Application access the 3GPP Network Entity directly:

· Application is controlled by a business partner i.e. another operator than the 3GPP operator.
· Application is controlled by a business partner i.e. a 3rd party.
· Application and 3GPP Network Entity are controlled by the same 3GPP operator.
3GPP specifies network functions, and not applications, which is why NDS/IP cannot be applied due to the scope defined for TS 33.210[]. However, 3GPP has defined security mechanisms for interfaces where one peer of the interface resides in the 3GPP domain and the other peer resides outside of 3GPP domain. Examples of this case are the Tsp interface between the MTC-IWF and SCS, and the MB2 interface between the BM-SC and GCS AS. If the interface between the Network Entity and an application can be trusted, e.g. physically protected, there is no need to use protection via cryptographic means mentioned above.
2.2.2 Application accessing 3GPP Network Entity directly and Application is controlled by a business partner i.e. another operator (A4 interface)

In this case the Application is controlled by a business partner i.e. another operator than the 3GPP operator controlling the 3GPP Network Entity.

It’s a case by case decision what mechanisms to specify in normative phase for specific applications accessing 3GPP Network Entities. The following options are identified.

This interface should be protected using mechanisms similar to Tsp in TS 33.187 [2] and MB2 in TS 33.246., i.e. TLS/TCP, DTLS/SCTP or IKE/IPsec. 
If the interface between the Network Entity and an individual instance of SCEF can be trusted, e.g. physically protected, there is no need to use protection via cryptographic means mentioned above. 
2.2.3 Application accessing 3GPP Network Entity directly and Application is controlled by a business partner i.e. a 3rd party (A4 interface)

In this case the Application is controlled by a business partner,  i.e. a 3rd party.

The same consideration apply as for the case "Application accessing 3GPP Network Entity directly and Application is controlled by a business partner i.e. another operator (A4 interface)" above.
2.2.4 Application accessing 3GPP Network Entity directly and Application and 3GPP Network Entity are controlled by the same 3GPP operator (A4 interface)

In this case the Application and the 3GPP Network Entity are controlled by the same 3GPP operator.

The same consideration apply as for the case "Application accessing 3GPP Network Entity directly and Application is controlled by a business partner i.e. another operator (A4 interface)" above. 
3 Proposal
It is proposed to add the following pCR to TR 33.889.
4 pCR
***
BEGIN CHANGES
***
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6 Architecture Enhancements for Service capability Exposure (AESE)

6.1 Exposure interface Security
Note to the editor: See contribution S3-142495 which introduces this key issue.
6.1.1 Issue details:
6.1.2 Threats

6.1.3 Security requirements

6.1.4 Solutions
5.1.4.1 Solution 1 for securing A1 interface
6.1.4.1.1 General

There are three different scenarios:

· SCEF is controlled by a business partner i.e. another operator than the 3GPP operator.
· SCEF is controlled by a business partner i.e. a 3rd party.
· SCEF and 3GPP Network Entity are controlled by the same 3GPP operator.
As mentioned in SA2 TR 23.708 the SCEF abstracts the exposed services from the underlying 3GPP network interfaces and protocols. The specific exposed services will be implemented by individual instances of SCEF, e.g. for the SMS service.

Each of the above scenarios can divided into two sub-cases depending if the individual instance of SCEF is regarded as being part of 3GPP core network, i.e. 3GPP network function, or not. This distinction is important as NDS/IP, as defined in TS 33.210 [], can be applied for the former case. For the latter case NDS/IP cannot be applied due to the scope defined for TS 33.210[]. However, 3GPP has defined security mechanisms for interfaces where one peer of the interface resides in the 3GPP domain and the other peer resides outside of 3GPP domain. Examples of this case are the Tsp interface between the MTC-IWF and SCS, and the MB2 interface between the BM-SC and GCS AS. If the interface between the Network Entity and an individual instance of SCEF can be trusted, e.g. physically protected, there is no need to use protection via cryptographic means mentioned above.  
6.1.4.1.2 SCEF is controlled by a business partner i.e. another operator than the 3GPP operator (A1 interface)

In this case the individual instance of SCEF is controlled by a business partner,  i.e. another operator than the 3GPP operator controlling the 3GPP Network Entity. 
It’s a case by case decision what mechanisms to specify in normative phase for specific exposed services and individual instances of SCEF. The following options are identified.
If the SCEF and the 3GPP Network Entity are both considered as 3GPP network functions then this interface should   be protected using NDS/IP [TS 33.210].  If the peers reside in different security domains, Functional entity Security GW shall be used to authenticate and authorize the individual instance of SCEF and to secure the interface between the 3GPP Network Entity and the individual instance of SCEF as shown in the Figure 2.1.1-1.
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Figure  X SCEF controlled by a business partner i.e. another operator than the 3GPP operator

If the individual instance of SCEF is not considered as 3GPP network function then this interface should be protected using mechanisms similar to Tsp in TS 33.187 [2] and MB2 in TS 33.246 [x1], i.e. TLS/TCP, DTLS/SCTP or IKE/IPsec. 
If the interface between the Network Entity and an individual instance of SCEF can be trusted, e.g. physically protected, there is no need to use protection via cryptographic means mentioned above.
6.1.4.1.3 SCEF is controlled by a business partner i.e. a 3rd party (A1 interface)

In this case the individual instance of SCEF is controlled by a business partner i.e. a 3rd party.

It’s a case by case decision what mechanisms to specify in normative phase for specific exposed services and individual instances of SCEF. The following options are identified.

If the SCEF and the 3GPP Network Entity are both considered as 3GPP network functions then this interface should   be protected using NDS/IP [TS 33.210]. However, this possibility is not considered to be very likely if the business partner is not a 3GPP operator.

If the individual instance of SCEF is not considered as 3GPP network function then this interface should be protected using mechanisms similar to Tsp in TS 33.187 [2] and MB2 in TS 33.246 [x1], i.e. TLS/TCP, DTLS/SCTP or IKE/IPsec. 
If the interface between the Network Entity and an individual instance of SCEF can be trusted, e.g. physically protected, there is no need to use protection via cryptographic means mentioned above.
6.1.4.1.4 SCEF and 3GPP Network Entity are controlled by the same 3GPP operator (A1 interface)

In this case the individual instance of SCEF and 3GPP Network Entity are controlled by the same 3GPP operator. 

The same consideration apply as for the case " SCEF is controlled by a business partner i.e. another operator than the 3GPP operator (A1 interface)" above.

6.1.4.2 Solution 2 for securing A4 interface

6.1.4.2.1 General
There are three different scenarios to consider when the Application access the 3GPP Network Entity directly:

· Application is controlled by a business partner i.e. another operator than the 3GPP operator.
· Application is controlled by a business partner i.e. a 3rd party.
· Application and 3GPP Network Entity are controlled by the same 3GPP operator.
3GPP specifies network functions, and not applications, which is why NDS/IP cannot be applied due to the scope defined for TS 33.210[]. However, 3GPP has defined security mechanisms for interfaces where one peer of the interface resides in the 3GPP domain and the other peer resides outside of 3GPP domain. Examples of this case are the Tsp interface between the MTC-IWF and SCS, and the MB2 interface between the BM-SC and GCS AS. If the interface between the Network Entity and an application can be trusted, e.g. physically protected, there is no need to use protection via cryptographic means mentioned above. Application accessing 3GPP Network Entity directly and Application is controlled by a business partner i.e. another operator (A4 interface)
In this case the Application is controlled by a business partner i.e. another operator than the 3GPP operator controlling the 3GPP Network Entity.

It’s a case by case decision what mechanisms to specify in normative phase for specific applications accessing 3GPP Network Entities. The following options are identified.

This interface should be protected using mechanisms similar to Tsp in TS 33.187 [2] and MB2 in TS 33.246 [x1], i.e. TLS/TCP, DTLS/SCTP or IKE/IPsec. 
If the interface between the Network Entity and an individual instance of SCEF can be trusted, e.g. physically protected, there is no need to use protection via cryptographic means mentioned above. 
6.1.4.2.2 Application accessing 3GPP Network Entity directly and Application is controlled by a business partner i.e. a 3rd party (A4 interface)

In this case the Application is controlled by a business partner,  i.e. a 3rd party.

The same consideration apply as for the case "Application accessing 3GPP Network Entity directly and Application is controlled by a business partner i.e. another operator (A4 interface)" above.
6.1.4.2.3 Application accessing 3GPP Network Entity directly and Application and 3GPP Network Entity are controlled by the same 3GPP operator (A4 interface)

In this case the Application and the 3GPP Network Entity are controlled by the same 3GPP operator.

The same consideration apply as for the case "Application accessing 3GPP Network Entity directly and Application is controlled by a business partner i.e. another operator (A4 interface)" above. 
***
END OF CHANGES
***
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