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Abstract of the contribu-tion:

The present contribution proposes the general approach to follow when moving the existing threats (in  restructured form, when needed) to the new Annex A and proposes a concrete example for the Repudiation threat category with a pCR to TR 33.806, under the assumption that TDs S3-142448 and S3-142449 are agreed during SA3#77.

1 Discussion: Guidelines for threats cleanup work

In order to clean the section 5.4.2 of the TR33.806 v0.5.0, according to the proposal described in contributions S3-142448 and S3-142449, it is proposed to adopt the approach described hereafter while moving the existing threats (in  restructured form, when needed) to Annex A. 

· It has been noted that some overlapping exists within the current threats listed in section 5.4.2. For example the threat T1 Threat from the Internal attacks overlaps T5 Security threats on MME management and maintenance interfaces and, in addition, T1 can fit more than one of the categories proposed in S3-142448 (e.g. Spoofing of Identity, Information Disclousure, Tampering of data). Based on this, during the cleanup work, prior moving the threats in the Annex A,  it is proposed to review each existing threat, including check and resolution of possible overlapping.

In particular,when an existing threat would fit to one or more of the new threats categories listed in S3-142448, then it is proposed to split it in atomic threats each of them fitting one of the new categories.

· Among the existing threats there are cases (e.g. 5.4.2.25
 Threat from misuse of too liberal file permissions) where the previous bullet cannot be applied since the threats are already atomic even they match more than one of the new proposed categories (e.g. Tampering of data, Elevation of Privileges, DoS for . 5.4.2.25
 Threat from misuse of too liberal file permissions). In these cases, in order to identify the category it is proposed to consider only the first action that  is supposed to be used by an attacker to exploit the threat in subject. 

· For the T11 Malware and 5.4.2.40
 Threat of man-in-the-middle attack on MME management and maintenance interface  none of the previous bullets can be applied because they cannot be splitted in  atomic threats and several different first action can occur to exploit each of them. Consequenlty it is proposed to assign these specific threats to more than one category (e.g. Tampering of Data, Spoofing Identity),  but with a description that clearly justify this assignment.
It is also proposed to adopt the approach above to possible new threats agreed from SA3#77 onwards.

Note: The concrete proposal hereafter assumes that S3-142448 and S3-142449 are agreed during SA3#77.

2 Concrete Proposal: pCR to TR33.806 (Main body and Annex A, clause A.5)
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+++ next change +++
A.5 Repudiation
Editor’s note: The following threats from clause 5.4 are related to this category: 





A.5.1 Lack of User Activity Trace

Editor’s Note 5.4.2.38

Threat from repudiation due to system group account usage 
-
Threat Name: Lack of User Activity Trace
-
Threat Reference: to be done later
-
Threat Category: Repudiation
-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-
Threat Description: A system user, including a possible attacker, can maliciously or erroneously access and modify data in the MME system, without no or lesser possibility of the actions later being traceable to his/her user identity.
-
Attacker: Internal User | External User

· Threat Relevance: Mitigate
A.5.2 Man-In-The-Middle
Editor’s Note 5.4.2.40  Threat of man-in-the-middle attack on MME management and maintenance interface
-
Threat Name: Man-In-The-Middle
-
Threat Reference: to be done later
-
Threat Category: Repudiation
-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-
Threat Description: The attacker conducts a man in the middle (MITM) attack on the management /maintenance interfaces. This may be possible if the MME utilises weak cryptographic protocols or non-industry standard cryptographic algorithms or if the communication protocol does not support integrity check. A consequence of this threat is that an attacker can alter commands, transactions or data without the possibility to reconduct this action to him/herself. These actions will be incorrectly assigned to the unaware user which is unable to repude them.
-
Attacker: External User

· Threat Relevance: Mitigate
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