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1 Introduction
In LS GP-140717, it mentioned that GERAN WG2 will aim to select an already available architecture for Cellular IoT. The architecture will be based on the Gb interface or S1 interface, but not on Iu. This document analyzes security mechanism based on the Gb interface and S1 interface.
 2 Security mechanisms on Gb and S1 interface 
2.1 Security mechanism s on Gb interface 

For current security mechanism on Gb interface in TS 43.020, it provides network to UE authentication and encryption protection.  64-GEA1, 64-GEA2, 64-GEA3, 128-GEA4 are used as the encryption algorithms. In algorithm negotiation procedure, the selected encryption algorithm is sent to UE without integrity protection.
In order to enhance the security mechanism on Gb interface, integrity protection should be provided. Encryption algorithm 64-GEA1 and 64-GEA2 should not be selected.
2.2 Security mechanism s on S1 interface 

For current security mechanism on S1 interface in TS 33.401, it provides mutual authentication including network to UE authentication and UE to network authentication. Both encryption protection and integrity protection are provided. Encryption algorithms including 128-EEA1, 128-EEA2, 128-EEA3, and integrity algorithms including 128-EIA1, 128-EIA2, 128-EIA3 are used. In algorithm negotiation procedure, the selected encryption algorithm and integrity algorithm are sent to UE with integrity protection. When the MME receives UE EPS security capability from UE (e.g. in the Attach Request message), it will in turn echoes UE EPS security capability back to the UE in an integrity protected message (i.e. in NAS security mode command) to prevent from tampering on UE EPS security capability. 
3 Proposal
It is proposed to agree the following proposals.

Proposal 1: We kindly ask SA3 to accept the following PCR to GERAN2 TR 45.8xx.
Proposal 2: It is proposed to send LS to GERAN2 to inform the current security mechanisms on Gb and S1 interface.
******************************************Begin of the First change*************************************************

6.2

Option A: Gb based architecture

e.g. evaluation of signalling overhead, security implications, user plane handling etc. 
6.2.X
Security mechanism on Gb interface:
For current security mechanism on Gb interface in TS 43.020, it provides network to UE authentication and encryption protection.  64-GEA1, 64-GEA2, 64-GEA3, 128-GEA4 are used as the encryption algorithms. In algorithm negotiation procedure, the selected encryption algorithm is sent to UE without integrity protection.
In order to enhance the security mechanism on Gb interface, integrity protection should be provided. Encryption algorithm 64-GEA1 and 64-GEA2 should not be selected.
*******************************************End of the First change*************************************************

******************************************Begin of the Second change*************************************************

6.3
Option B: S1 based architecture

e.g. evaluation of signalling overhead, security implications, user plane handling etc. 
6.3.X
Security mechanism on S1 interface:
For current security mechanism on S1 interface in TS 33.401, it provides mutual authentication including network to UE authentication and UE to network authentication. Both encryption protection and integrity protection are provided. Encryption algorithms including 128-EEA1, 128-EEA2, 128-EEA3, and integrity algorithms including 128-EIA1, 128-EIA2, 128-EIA3 are used. In algorithm negotiation procedure, the selected encryption algorithm and integrity algorithm are sent to UE with integrity protection. When the MME receives UE EPS security capability from UE (e.g. in the Attach Request message), it will in turn echoes UE EPS security capability back to the UE in an integrity protected message (i.e. in NAS security mode command) to prevent from tampering on UE EPS security capability. 
******************************************End of the Second change*************************************************

