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**** NEXT CHANGE ****
5.3.3
Security procedures


5.3.3.1
Security procedures for data transfer to the UICC
After deployment of the ProSe-enabled UE the configuration parameters stored in the UICC may need to be updated to reflect the changes in the configuration applied. 

In case that configuration data of ProSe-enabled UE are stored in the UICC, the UICC OTA mechanism (as specified in ETSI TS 102 225 [6] / TS 102 226 [7] and 3GPP TS 31.115 [8] / TS 31.116 [9]) shall be used to secure the transfer of the configuration data to be updated in the UICC.
5.3.3.Z
Security procedures for data transfer to the ME

This subclause describes procedures for protecting data transfer between ME and ProSe Function when GBA is used.

Between the ME and ProSe Function, 

for UE initiated messages, PSK TLS with GBA based shared key-based mutual authentication shall be used as specified by clause 5.4 of TS33.222 [22]. 

The ProSe Function (NAF) shall request USSs from the BSF when requesting the Ks_(ext/int)_NAF key and the ProSe Function shall check in the USS if the USIM is authorized to be used for ProSe services. If the authorization in the ProSe Function fails then the ProSe Function shall release the PSK-TLS connection with the UE.

for network initiated messages one of the following mechanisms shall be used:

- If a PSK TLS connection has been established as a part of a pull message and is still available, the available PSK TLS session shall be used.

- Otherwise, PSK TLS with GBA push based shared key-based mutual authentication between the UE and the ProSe Function shall be used. GBA push is specified in TS 33.223 [cc]. The ProSe Function (pushNAF) shall request USSs from the BSF when requesting a GPI, and the ProSe Function shall check in the USS if the USIM is authorized to be used for ProSe services. If the authorization in the ProSe Function fails then the ProSe Function shall refrain from establish PSK TLS with GBA push.

NOTE: If a TLS connection is released, it can only be re-established by the client, i.e. UE, even though the TLS session including security association would be alive on both sides. TLS connection, in turn, is dependent on the underlying TCP connection.

**** NEXT CHANGE ****

6.1.3
Security procedures

6.1.3.1
Interface between the UE and ProSe Function

For ProSe Direct Discovery, the UE shall support the procedures described in subclause in 5.3.3.Z. For the ProSe Direct Discovery, the ProSe Function shall support the procedures described in clause 5.3.3.Z. 


**** NEXT CHANGE ****
6.2.3.4
Protection of traffic between UE and ProSe Function

For one-to-many communications, the UE shall support the procedures described in subclause in 5.3.3.Z. For one-to-many communications, the ProSe Function shall support the procedures described in clause 5.3.3.Z. 
In addition, the UE and ProSe Function may support mutual certificate based TLS (see RFC 4346 [bb] and RFC 5267 [aa]) to protect the interface. The provisioning of the needed keys and certificates to enable this and the exact TLS profile used are out of the scope of the current specification. The ProSe Function indicates to the UE whether to use certificate based TLS or not by its choice of ciphersuite. 

**** NEXT CHANGE ****

6.2.3.5
Protection of traffic between UE and ProSe Key Management Function

The UE shall support the procedures described in subclause in 5.3.3.Z for UE initiated message with the ProSe Key Management Function playing the role of the ProSe Function. The ProSe Key Management Function shall support the procedures described in clause 5.3.3.Z for UE initiated messages with the ProSe Key Management Function playing the role of the ProSe Function.
In addition, the UE and ProSe Key Management Function may support mutual certificate based TLS (see RFC 4346 [bb] and RFC 5267 [aa]) to protect the interface. The provisioning of the needed keys and certificates to enable this and the exact TLS profile used are out of the scope of the current specification. The ProSe Key Management Function indicates to the UE whether to use certificate based TLS or not by its choice of ciphersuite. 

.
***** NEXT CHANGE *****
6.3.W           Protection of traffic between UE and ProSe Function

For EPC-level discovery, the ProSe UE shall support the procedures described in subclause in 5.3.3.Z. For EPC-level discovery, the ProSe Function shall support the procedures described in clause 5.3.3.Z.
**** END OF CHANGES ****
