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Mechanism to secure the PC3 interface using ProSe Function to bootstrap the shared secret key on the UE and then use the key to triggerTLS-PSK between the UE and the ProSe Function.

1 Introduction

This paper proposes a mechanism to secure the PC3 interface between the UE and the ProSe Function with TLS-PSK protocol, based on the pre-shared key (PSK) derived by executing HTTPDigestAKAv2 between the UE and the ProSe Function.
It uses existing functional entities in the ProSe architecture and does not require special infrastructure to setup security on the PC3 interface.
2 PC3 security using TLS-PSK
Figure below shows the high-level view of the ProSe architecture with the functional entities involved and the various reference points between them. 
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Following two reference points are used in the proposed mechanism to secure the PC3 interface:

a. The PC3 interface between the UE and the ProSe Function

b. The PC4a interface between the ProSe Function and the HSS

The PC3 interface is used for the following:

· Execute HTTPDigestAKAv2, defined in RFC 4169,  to setup a shared symmetric key on the UE and the ProSe Function
· Execute TLS-PSK, defined in RFC 4279, to use the shared symmetric key and setup a TLS session between the UE and the ProSe Function

The PC4a interface is used by the ProSe Function to retrieve the Authentication Vector from the HSS. 
2.1 Summary of the steps involved

The high-level sequence of steps involved in setting up the TLS-PSK session is as follows:
1. Execute HTTPDigestAKAv2 on PC3 to setup shared secret keys

a. UE will initiate the HTTPDigestAKAv2 procedure by sending an HTTP request containing its private user indentity or ProSe Id to the ProSe Function.

b. ProSe Function will retrieve the Authentication Vector from HSS (over PC4a) containing RAND, AUTN, session keys CK/IK and XRES. It will compute new session keys CK’ and IK’ from the retrieved session keys.
c. ProSe Function will challenge the UE to authenticate itself. It will send AUTN, RAND in the challenge.

d. UE will authenticate the ProSe Function; and generate the response, HTTP Digest password and session keys CK’ and IK’.

e. UE will respond to the ProSe Function with HTTP Digest password. ProSe Functon will verify that password matches the XRES retrieved earlier.
At this point, mutual authentication between the UE and the ProSe Function is complete and shared secret keys (CK’/IK’) are present on both of them.

2. Setup TLS on PC3 using pre-shared secret keys (TLS-PSK)

a. UE initiates establishement of a TLS session by sending TLS message “ClientHello”. This will contain one or more RFC 4279 based PSK cipher suites supported by the UE.
b. ProSe Function will select one of the cipher suites received from the UE and responds with a  “ServerHello”.
c. Both the UE and the ProSe Function compute pre-master key (PMK), master secret key (MSK) and session keys from the shared secret keys.

d. The UE and the ProSe Function complete the TLS handshake by sending encrypted “Finished” message.

At this point TLS setup is complete on PC3 and all the subsequent messages are protected.
In the next two sections, detailed call flow for HTTPDigestAKAv2 and TLS-PSK is provided.

2.2 Setting up a shared secret key with HTTPDigestAKAv2

This section describes the steps involved in HTTPDigestAKAv2 resulting in mutual authentication and derivation of session keys CK and IK.
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Figure 1: HTTPDigestAKAv2 execution to setup a shared secret
1. Initial GET request from the UE to the ProSe Function

The UE initiates HTTPDigestAKAv2 procedure by sending HTTP GET to the ProSe Function. The ProSe UE identity (EPUID, for eg.) is reported if available. If not, IMSI is sent the first time. Subsequent TLS setups may send ProSe UE Identity that has been assigned by ProSe Function. 
2. Retrieve Authentication Vector from the HSS
The ProSe Function invokes Multimedia-Auth-Request command to retrieve authentication vectors (AVs) from the HSS.
3. ProSe Function receives the Authentication Vector from the HSS

The HSS returns the AV in the Multimedia-Auth-Answer message. The AV contains a random challenge RAND, network authentication token AUTN, expected authentication result XRES, a session key for integrity check IK , and a session key for encryption CK.

4. ProSe function stores session keys and the expected response

The ProSe function computes CK’ and IK’ from CK, IK and stores them along with XRES of the Authentication Vector.
5. ProSe Function challenges the UE

The ProSe Function forwards the RAND and AUTN of the received AV to the UE in the HTTP response message “401 Unauthorized” to demand the UE to authenticate itself
6. UE authenticates the ProSe Function
The UE authenticates the ProSe Function by verifying AUTN, generates HTTP Digest password, and computes the session keys CK’ and IK’.

7. UE responds to the ProSe Function

The UE re-sends the HTTP GET request to the ProSe Function with the Authorization header field carrying the HTTP Digest password in the “response” attribute. 

This concludes HTTP Digest AKAv2.
8. ProSe Function authenticates the UE

The ProSe Function checks that the received response matches the expected response XRES. If the check is successful then the user has been authenticated.
9. Successful authentication
The ProSe Function sends the 200 OK responses to the UE to indicate the success of the authentication. 

The derived session keys are used to generate the premaster secret required for TLS handshake (section 2.3 below). 
2.3 Setting up a TLS connection on PC3

This section describes the typical call flow for setting a TLS session with pre-shared keys.
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Figure 2: TLS Session setup using pre-shared keys

1. The UE sends ClientHello message to the ProSe Function with the supported PSK-based cipher suites.
2. ProSe Function selects one of the acceptable PSK-based cipher suite and sends it in the ServerHello message.
3. Optional ServerKeyExchange message is sent if ProSe Function wants to provide UE with the hint of which PSK Identity to use.
4. ProSe Function sends ServerHelloDone to indicate it is done and awaiting a response from the UE.
5. UE computes Master Secret Key and session keys from HTTPDigestAKAv2 derived CK’/IK’.

6. UE sends ClientKeyExchange to indicate which key to use.
7. ProSe Function computes MSK and session keys from the CK’/IK’ keys derived from the HTTPDigestAKAv2 procedure.
8. UE sends ChangeCipherSpec message to notify the ProSe Function that all future messages including the Client Finished message are encrypted using the keys and algorithms just computed.
9. UE sends the Finished message – which is the first message that is encrypted and hashed with the computed session keys.
10. ProSe Function sends ChangeCipherSpec to indicate to the client that it will begin encrypting the messages.
11. ProSe Function sends the Finished message.
This completes TLS Handshake protocol. All subsequent messages are protected by the session keys setup during the handshake.
3 Conclusion
To secure PC3 interface, HTTPDigestAKAv2 based mutual authentication followed by TLS setup between an authenticated UE and the ProSe Function is a viable and simple alternative. We kindly ask SA3 to accept and agree to this alternative solution.

Companion CR to 3GPP TS 33.303 is proposed in contributions S3-142419.
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