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ITU-T Study Group 17, Security, is considering to initiate a new work item on mobile network intrusion detection systems, in particular for developing a new draft Recommendation ITU-T X.msec-10, Security capability requirements for mobile network intrusion detection systems.
We appreciate review of this draft and identification of duplicate work with IETF Security Area, ETSI TC CYBER and 3GPP SA3, if any, and any suggestions for improvements that appear appropriate.
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· [bookmark: OLE_LINK11][bookmark: OLE_LINK12]Draft Recommendation X.msec-10: Security capability requirements for mobile network intrusion detection systems (TD 1387).


Annex 1 - Draft Recommendation ITU-T X.msec-10
Security capability requirement for mobile network intrusion detection systems
Summary
Compared to wired networks, mobile networks are characterized by limited wireless bandwidth, high signalling overhead, and heavy control processing, and which collectively makes mobile networks more vulnerable to attacks. Recently, attack techniques investigated in the early research are reported in wild. In addition, new tools to launch attacks against mobile networks have been available in public. As an effort to protect mobile network, a few security measures such as authentication and encryption have been standardised for network entities (eNB, MME, etc), and network intrusion detection systems (NIDS) have started to be deployed at the border of mobile core networks. However, such devices can only offer limited security capabilities due to the lack of understanding in wireless network environments.
This Recommendation mainly investigates vulnerabilities and security threats in mobile networks, and provides the security capability requirements for mobile NIDS. 
Keywords
<Optional>
Introduction
<Optional - This clause should appear only if it contains information different from Scope and Summary>
1	Scope
This Recommendation is to provide security capability requirements for Mobile Network Intrusion Detection Systems. It is achieved by investigating vulnerabilities and potential security threats in mobile networks and describing/enumerating the required security functionalities of Mobile Network Intrusion Detection Systems to detect and countering them. Therefore, detailed technical solutions such as mobile intrusion detection algorithms or defence measures for specific attacks are beyond the scope of this document.
2	References
The following ITU-T Recommendations and other references contain provisions, which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published.
The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.
[ITU-T X.yyy]	ITU-T Recommendation X.yyy (date), Title
3	Definitions
<Check in the ITU-T Terms and definitions database on the public website whether the term is already defined in another Recommendation. It may be more consistent to refer to such a definition rather than redefine it>
3.1	Terms defined elsewhere
<Normally terms defined elsewhere will simply refer to the defining document. In certain cases, it may be desirable to quote the definition to allow for a stand-alone document>
This Recommendation uses the following terms defined elsewhere:
3.1.1	<Term 1> [Reference]: <optional quoted definition>
3.1.2	<Term 2> [Reference]: <optional quoted definition>
3.2	Terms defined in this Recommendation
This Recommendation defines the following terms:
3.2.1	<Term 3>: <definition>
4	Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:
<abbr>	<definition>
<Include all abbreviations and acronyms used in this Recommendation>
5	Conventions
<Describe any particular notation, style, presentation, etc. used within the Recommendation, if any>
6	Overview
<Describe the networks architecture of mobile networks. May be adapted from the “Backgrounds” section of this contribution.>
7	Vulnerability in Mobile Networks and Attack Analysis
Editor’s NOTE – In describing the vulnerability and threats in mobile network, X.1544 and CAPEC will be considered. 
7.1	Attacks on Radio Access Network (RAN) 
<TBD.>
7.1.1	Paging Attack 
<TBD.>
7.1.2	Random Access CHannel (RACH) Attack (using SMS)
<TBD.>
7.2	Attacks on Core Network
<TBD.>
7.2.1	Signaling Attack 
<TBD.>
7.2.2	GTP Tunneling Attack 
<TBD.>
7.3	Multi-Stage Attack
<TBD.>
7.3.1	Chain reaction DoS Attack
<TBD.>
7.3.2	IP Spoofing Attack in Mobile Networks
<TBD.>
7.3.3	Attacks using compromised H(e)NB
<TBD.>
8	Security Capability Requirement for Mobile Intrusion Detection Systems
<Enumerate Security Capability Required in MNIDS >
8.1	Processing Capability
<TBD.>
8.2	Monitoring Coverage and Data Collection
<TBD.>
8.3	Protocol Awareness
<TBD.>
8.4	Attack Analysis
<TBD.>
8.5	Warning and Countermeasure
<TBD.>
8.6	Displaying
<TBD.>
8.7	Attack Profiling
<TBD.>
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