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1 Introduction
This contribution provides several privacy guidelines according to the security requirements of key issues in TR33.849. 
2 Analysis
There are some security requirements in TR33.849. For these requirements, there exist some guidelines specifically for vendors to follow. The following provides the detailed guidelines. 
· Handling of personal information shall follow widely accepted concepts in order to comply with national and regional requirements covering these aspect of PII handlings:

· notice

· consent 

· collection 

· process and use

· disclosure

· transfer

· retention

· access

· accuracy

· protection

· openness

· anonymity

· sensitivity

· accountability

To fulfil this requirement, it should be allowed that operators make its own privacy policies according to national and regional requirements and vendors should provide the privacy policy declare to operators and users. 
- Req1: The UE’s permanent identities (IMSI, IMEI, MSISDN, IP, MAC) shall be protected against unintended exposure. 

-  Req2: If UE’s permanent identities need to be used or accessed, they shall be protected using Privacy Enhancing Technology such as anonymization techniques.

To fulfil the above two requirements, vendors should get operator and user’s consent and authorization to collect user’s data and vendors should have ability to anonymize UE’s permanent identities when it gets consent to use it.
- Systems, security architectures and protocols design and deploy should take privacy protection as system functionality if privacy information is involved in the system.
To fulfil this requirement, vendors should provide security mechanism when privacy information is stored in the system. 
- The strength of privacy protection should not make the system functionality unnecessarily restricted.

- System and security architecture design as well as protocol design should identify possible privacy related information in the initial stage.
The above two is FFS. 

- For certain system/protocol, that need to collect privacy information, it should be clarified: 
(1) who (related to privacy role) is collecting and using personal information;

 (2) why is personal information used and collected;
 (3) which personal information is being shared, with whom and for what purposes. 
To fulfil this requirement, vendors should inform the user and collect the privacy information fairly and legally. 
· The roles involved and their obligations with respect to privacy need to be clarified.
The above is FFS. 

· The personal information need to be stored securely to protect against unauthorized access and modification.
To fulfil this requirement, vendors should provide security mechanism when privacy information is stored in the system. 

· The privacy information need to be deleted when no longer be needed for providing communication service. 
To fulfil this requirement, vendors should provide mechanism which can delete the expired privacy information in time and the time of keeping privacy information can be configured. 
3 Proposal
It is kindly proposed to add the following PCR into the TR33.806.
***********************************Start the First Change****************************************

8 Privacy Guidelines
Editor's note: This section contains privacy guidelines to assist fulfilling the privacy requirements above.
Operator’s privacy guidelines:
· It should be allowed that operators make its own privacy policies according to national and regional requirements
· Operator should inform the user and collect the personal information fairly and legally. 
Vendor’s privacy guidelines:

· Vendors should provide the privacy policy declaration to operators following operator and/or regional rules.      
· 
· If operators hand over data to third parties (e.g. subcontractor), then data protection and user consent rules have to be observed.
· 
· Vendors should provide security mechanism when personal information is stored in vendor’s  system. 

· Vendors should provide mechanism to the operator which can delete the expired personal information in time and the time of keeping personal information can be configured. 
*********************************End of the First change****************************************

