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[bookmark: _Toc359251519]***	BEGIN CHANGES	***
2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
· For a specific reference, subsequent revisions do not apply.
· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	IETF RFC 4877: "Mobile IPv6 Operation with IKEv2 and the Revised IPsec Architecture".
[3]	Void.
[4]	IETF RFC 5778: "Diameter Mobile IPv6: Support for Home Agent to Diameter Server Interaction". 
[5]	3GPP TS 23.402: "Architecture enhancements for non-3GPP accesses".
[6]	3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[7]	IETF RFC 4187 (January 2006): "Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA)". 
[8]	3GPP TS 23.003: "Numbering, addressing and identification".
[9]	3GPP TS 33.234: "3G: security; Wireless Local Area Network (WLAN) interworking security".
[10]	IETF RFC 4072 (August 2005): "Diameter Extensible Authentication Protocol (EAP) Application".
[11] 	3GPP TS 33.102: "3G security; Security architecture".
[12]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[13]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[14]	3GPP TS 23.203: "Policy and charging control architecture".
[15]	3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access (E-UTRAN); Overall description; Stage 2".
[16]	3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security Architecture".
[17]	IETF RFC 3344: "IP Mobility Support for IPv4".
[18]	IETF RFC 4555: "IKEv2 Mobility and Multihoming Protocol (MOBIKE)".
[19]	IETF RFC 5295: "Specification for the Derivation of Root Keys from an Extended Master Session Key (EMSK)".
[20]	3GPPP TS 24.303: "Mobility Management based on Dual-Stack Mobile IPv6; Stage 3".
[21]	IETF RFC 4433: "Mobile IPv4 Dynamic Home Agent (HA) Assignment".
[22]	3GPP TS 24.302: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks; Stage 3  ".
[23]	IETF RFC 5448: "Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA') ".
[24]	3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".
[25]	3GPP TS 29.109: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on the Diameter protocol; Stage 3".
[26] - [28]	Void.
[29]	3GPP TS 33.223: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) Push function".
[30]	IETF RFC 5996: "Internet Key Exchange Protocol Version 2 (IKEv2)".
[31]	3GPP TS 29.274: "3GPP Evolved Packet System (EPS); Evolved General Packet Radio Service (GPRS) Tunnelling Protocol for Control plane (GTPv2-C); Stage 3". 
[32]	3GPP TS 29.275: "Proxy Mobile IPv6 (PMIPv6) based Mobility and Tunnelling protocols; Stage 3".
[33]	IETF RFC 4739: "Multiple Authentication Exchanges in the Internet Key Exchange (IKEv2) Protocol".
[34]	3GPP TS 33.203: "Access security for IP-based services".
[35]	IETF RFC 3948: "UDP Encapsulation of IPsec ESP Packets".
[36]	IETF RFC 2616: "Hypertext Transfer Protocol -- HTTP/1.1".
[x1]	IETF RFC 6347: "Datagram Transport Layer Security Version 1.2".
[x2]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".


***	NEXT CHANGE	***
7.2.3	Trusted WLAN Access (TWAN) 
7.2.3.1	General
A Trusted WLAN Access Network (TWAN) is interfaced with the EPC as a trusted non-3GPP access via the STa interface to the 3GPP AAA Server/Proxy and the S2a interface to the PDN GW as described in clause 16 of TS 23.402 [5].
Authentication and key agreement shall be performed as described in clause 6 and clause 7.2.3.2 of the present document for trusted non-3GPP access. The authenticator shall reside in the TWAN. 
According to subclause 6.2 of the present document, theThe 3GPP AAA Server sends  the key MSK and key derived from EMSK to the authenticator in the TWAN. The security contexts in the TWAN are based on MSK and key derived from EMSK.
The interfaces inside the TWAN shall be integrity- and confidentiality-protected.
NOTE: Integrity- and confidentiality-protection may be provided by cryptographical or physical means. 
7.2.3.2	Security for WLAN Control Protocol (WLCP)
Editor's Note: It is ffs how to solve the threat that a malicious application in the ME can release or modify the PDN connections used by the genuine WLCP application, e.g. by sending fake WLCP messages, and if this threat is mitigated by the security solution described in the current clause or if further security measures need to be taken to mitigate the threat.
Editor's Note: It is ffs if the identities used between the UE and TWAG and between TWAG and P-GW can be used for identity spoofing (possibly resulting e.g. in tearing down PDN connections) even when the security solution described in the current clause is used. If this is the case then a cross-check between the authenticated identity, i.e. the IMSI, and other identities used in the procedures may need to be performed. 

7.2.3.2.1	Authentication and key agreement 
When multi-connection mode is negotiated as defined in clause 16 of TS 23.402 [ref], WLAN Control Protocol (WLCP) is used between the UE and TWAG to control (e.g. setup and teardown) PDN connections over a TWAN access. In this case authentication and key agreement as defined in clause 6.2 of the present document shall be used with the following exceptions and additions:
In step 23, the 3GPP AAA Server derives the WLCP key from the EMSK as defined in Annex A.3, and sends it to the  Trusted WLAN AAA Proxy (TWAP) in the TWAN in addition to the MSK, in the underlying AAA protocol message (i.e. not at the EAP level). Upon receiving the EAP Success message, the MSK, and the WLCP key, the TWAP provides the WLCP key, together with the IMSI, to the TWAG to be used for protecting the WLCP between the UE and TWAG.
Upon receiving the EAP Success message in step 25, the UE derives the WLCP key from the EMSK in the same way as the 3GPP AAA Server does as defined in clause 7.2.3.2.3. 
7.2.3.2.2	Fast re-authentication 
In case of fast re-authentication the procedures as defined in clause 6.3 shall be used with the exception that the WLCP key is derived and handled in the same way as in the clause 7.2.3.2.1.
7.2.3.2.3	Protection of WLCP signalling
DTLS with pre-shared key as defined in RFC 6347 [x1] shall be used to protect WLCP signalling between the UE and TWAG. The key for DTLS is the WLCP key derived as defined in Annex A.3. 
The UE shall establish a DTLS connection with the TWAG after successful authentication in case of multi-connection mode. 
[bookmark: _GoBack]7.2.3.2.4	DTLS profile
The UE and the TWAG shall support the DTLS profile as defined in TS 33.310 [x2], Annex E.
 
***	NEXT CHANGE	***

[bookmark: _Toc359251614]Annex A (normative):
Key derivation functions
[bookmark: _Toc359251615]A.1	KDF interface and input parameter construction
All key derivations (including input parameter encoding) shall be performed using the key derivation function (KDF) specified in TS 33.220 [8]. This clause specifies how to construct the input string, S, to the KDF (which is input together with the relevant key). For each of the distinct usages of the KDF, the input parameters S are specified below.
The FC number space used is controlled by TS 33.220 [8], FC values allocated for this specification are in range of 0x20 – 0x2F.
[bookmark: _Toc359251616]A.2	Function  for the derivation of CK’, IK’ from CK, IK
When deriving CK’, IK’ from CK, IK and the access network identity as defined in clause 6 of this specification , the following parameters shall be used to form the input S to the KDF.
-	FC = 0x20,
-	P0 = value of access network identity, as defined in 3GPP TS 24.302 [22],
-	L0 = length of value of access network identity (variable, depending on access network type),
-    P1 = SQN  AK
 -   L1 = length of SQN  AK (i.e. 0x00 0x06) 
If AK is not used, AK shall be treated in accordance with TS 33.102, i.e. as 000…0.
The access network identity is defined separately for each access network type. For each access network type, the access network identity is documented in TS 24.302 [22] to ensure that UE and HSS use the same access network identities as input for key derivation.
The input key shall be the concatenation CK || IK of CK and IK.
The KDF returns a 256-bit output, where the 128 most significant bits are identified with CK' and the 128 least significant bits are identified with IK'.
A.3	Function for the derivation of WLCP key from EMSK
When deriving WLCP key from the EMSK as defined in clause 7.2.3 of this specification, the following parameters shall be used to form the input S to the KDF.
-	FC = 0x21,
-	P0 = "wlcp-key" (i.e. 0x77 0x6C 0x63 0x70 0x2D 0x6B 0x65 0x79),
-	L0 = length of P0 is 8 octets (i.e., (i.e. 0x00 0x08).
The input key shall be the EMSK.

***	END OF CHANGES	***

