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Abstract of the contribution: This contribution gives a security solution for WLAN direct discovery and communication, which is mainly based on the WLAN solution in TS23.303.
1 Introduction
The solution of “WLAN direct discovery and communication” has been specified already in TS23.303, and SA3 also has a corresponding key issue of “WLAN direct discovery and communication” but lack of security solutions. To keep consistent with SA2, this paper analyzes the WLAN security and gives a solution, which is mainly based on the WLAN solution in TS23.303.
2 Analysis
The EPC network may decide to enable two or more ProSe-enabled WLAN-capable UEs to directly communicate using WLAN technology.  Network plays an important role in this procedure, include following issues:  
· Trigger the establishment of WLAN direct group under the control of network; 
· Authentication and Authorization ; 
· Generate network assistance information(including security parameters) and provide them to UEs;
Based on section 6.6.2 of TS23.303, the figure below shows the security operations in the establishment of a WLAN direct group between one or more UEs.
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1. The EPC network supports EPC-level ProSe discovery, so it can be aware of two or more UEs that are in proximity. Once these UEs want to communicate with each other, network can decide to use WLAN technology for direct communication. Before network decides to provide UEs with assistance information for establishment of the WLAN direct group, it should authenticate and authorize that whether the UEs have proximity subscription and/or whether the UEs can become members of this group. If the authentication and authorization succeed, ProSe Function generates security parameters for WLAN. The parameters of the WLAN direct group may include the SSID, security keys, security algorithms, group owner indication, valid time, etc.
2. After that, the network will provide UE-A with assistance information in the ProSe Direct Group Setup Request message, which enables the EPC network to control and to expedite the establishment of the WLAN direct group. If UE-A accept the request and the offered Assistance Information, it responds with a WLAN Direct Group Setup Response.
3. The ProSe Function sends also a WLAN Direct Group Setup Request (Assistance Information) to UE-B.
4. The two UEs establish security associations for WLAN direct group and then protect the WLAN direct mode communication.
WiFi Peer-to-Peer specification is assumed as the protocol for WLAN direct discovery and communication, but WLAN direct discovery and communication without Assistance Information from EPC is outside the scope of 3GPP, and here the EPC network needs to supply assistance information to ProSe-enabled UEs.
3 Proposal
It is kindly proposed to add the following PCR into the TR33.833.
***********************************Start the First Change****************************************

6.x
Security solution for EPC support WLAN direct discovery and communication
6.x.1
General
This solution addresses key issue #4.5 in the current specification.
6.x.2
Solution

The EPC network may decide to enable two or more ProSe-enabled WLAN-capable UEs to directly communicate using WLAN technology.  Network can play a role for the following  procedures :  

· Trigger the establishment of WLAN direct group under the control of EPC network; 

· Authentication and Authorization; 

· Generate network assistance information(including security parameters) and provide them to UEs;
Based on section 6.6.2 of TS23.303, the figure below shows the security operations in the establishment of a WLAN direct group between one or more UEs.
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Figure 6.x.2-1: Security operations for EPC support for WLAN direct communication
1. The EPC network supports EPC-level ProSe discovery, so it can be aware of two or more UEs that are in proximity. Once these UEs want to communicate with each other, network can decide to use WLAN technology for direct communication. Before network decides to provide UEs with assistance information for establishment of the WLAN direct group, it should authenticate and authorize that whether the UEs have proximity subscription and/or whether the UEs can become members of this group. If the authentication and authorization succeed, ProSe Function generates security parameters for WLAN. The parameters of the WLAN direct group may include the SSID, security keys, security algorithms, valid time, etc.
2. After that, the network will provide UE-A with assistance information in the ProSe Direct Group Setup Request message, which enables the EPC network to control and to expedite the establishment of the WLAN direct group. If UE-A accept the request and the offered Assistance Information, it responds with a WLAN Direct Group Setup Response.
3. The ProSe Function sends also a WLAN Direct Group Setup Request (Assistance Information) to UE-B
4. The two UEs establish security associations for WLAN direct group and then protect the WLAN direct mode communication.
*********************************End of the First change****************************************
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