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Abstract of the contribution:  Comments on Contribution S3-142064
1 Introduction  
 This is a commenting contribution on S3-142064 Centralized Security Manangement. While acknowledging the need in mobile mentorks for centralized security management functions we don’t believe that it is should be mandated to be implemented on the MME alone. The threats described below, while valid , can be mitigated by countermeasures that are not part of a centralized security management solution. So we believe the requirements are too restrictive on MME implementation options.
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***
BEGIN CHANGES
***
5.4.2.xx

TX Access-control threat due to complex administration and human error  
-
Threat Name:  Access-control threat due to complex administration and human error
-
Threat Reference: to be done later
-
Threat Category: Unauthorized access
-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-
Threat Description: The risk of user accounts being forgotten during change or deletion, or other slips in their handlings caused by maintenance workload. This could more easily give a user wrong system rights, or unintentionally continued access to a system. In addition, credentials and accounts are sensitive data, which become more vulnerable as a whole if stored in many places. 

-
Threat relevance: Mitigate
NOTE: This is a high-level threat. It has a relation to other threats: ‘T1 Threat from the internal attacks’, ‘T5 Security threats on MME management and maintenance interfaces’, ‘T6 Security threats on MME user account and password management’, ‘T10 Elevation of privilege’. It can be mapped to the security objectives: SECURE STORAGE, SECURE MME ADMINISTRATION.
***
END OF CHANGES
***
***
BEGIN CHANGES
***
6.x 
Requirements on centralized security management
-
Requirement name: Centralized security management 
-
Requirement reference: to de done later
-
Requirement Description: 
RX-1:  For access control, the system must use only one central database containing account data and credentials.
RX-2: No local independent databases, beside the centralized database, shall exist that stores account data and credentials, used for access control to the system.

-
Threat references: ‘TX Access-control threat due to complex administration and human error’, ‘T1 Threat from the internal attacks’, ‘T5 Security threats on MME management and maintenance interfaces’, ‘T6 Security threats on MME user account and password management’, ‘T10 Elevation of privilege’.
-
Test case: To be determined / Not applicable.
-
Requirement evidences: Declaration from product manufacturer stating that the RX-1 and RX-2 are fulfilled. 
NOTE:  This is a high-level requirement. 
***
END OF CHANGES
***
�Many of these threats are relevant to a centralised system as well. All of the threats can be mitigated by non-centralised management functions such as secure communications, encryption of data etc. A centralised security management system is one solution but hosting it on the MME is not always the only method to implement it.For example a RADIUS or LDAP client interface functionality to EMS based centralised management system may also be  a solution.Propose that text in threat description be moved to existing threats as additional info.


�These requirements are imposing specific implementation mechanisms on the MME that may not be the universal choice of vendors. Requirements already exist  to deal with the threat of unauthorised access to the MME and on sensitive data are: Strong authentication, encyprtion of sensitive data, secure communication of sensitive data, access control on the relvant files/DB’s etc and logging of operations. All of these reqs have been covered or should be covered elsewhere. Propose deleting requirement RX-1 and RX-2.





