Page 1



3GPP TSG-SA3 Meeting #76
S3-142221
Sophia Antipolis,France 25-29 August 2014









revision of S5-140abc
	CR-Form-v11

	CHANGE REQUEST

	

	
	33.303
	CR
	CRNum
	rev
	-
	Current version:
	12.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:

	[ProSe]: CR: MIKEY message formats for media security

	
	

	Source to WG:
	CESG (UK Gov)

	Source to TSG:
	S3

	
	

	Work item code:
	REL12/PROSE
	
	Date:
	2014-08-18

	
	
	
	
	

	Category:
	C
	
	Release:
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)

	
	

	Reason for change:
	The specification defines MIKEY message flows to key media security for ProSe, but does not define the format of these messages. This change defines the format of these messages as part of ProSe Stage 3.

	
	

	Summary of change:
	The change provides an Annex to the specification which details the MIKEY message formats used in the already-defined message flows.

	
	

	Consequences if not approved:
	The MIKEY formats used by the UEs may not be compatible. In this case it would not be possible to provide media security between UEs. 

	
	

	Clauses affected:
	

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


*******************FIRST CHANGE******************************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.303: "Proximity-based services (ProSe); Stage 2".

[3]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[4]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[5]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".

[6]
ETSI TS 102 225: "Smart Cards; Secured packet structure for UICC based applications".

[7]
ETSI TS 102 226: "Smart cards; Remote APDU structure for UICC based applications".

[8]
3GPP TS 31.115: "Secured packet structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications".

[9]
3GPP TS 31.116: "Remote APDU Structure for (U)SIM Toolkit applications ".

[10]
IETF RFC 3550: "RTP: A Transport Protocol for Real-Time Applications".

[11]
IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)".

[12]
IETF RFC 6509: "MIKEY-SAKKE: Sakai-Kasahara Key Encryption in Multimedia Internet KEYing (MIKEY)".

[13]
IETF RFC 3830: "MIKEY: Multimedia Internet KEYing".

[14]
IETF RFC 6507: "Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI)".

[15]
NIST FIPS 186-4: "Digital Signature Standard (DSS)".

[16]
BSI TR-03111: "Technical Guideline TR-03111; Elliptic Curve Cryptography".

[17]
IETF RFC 5639: "Elliptic Curve Cryptography (ECC) Brainpool Standard; Curves and Curve Generation".

[18]
IETF RFC 3339: "Date and Time on the Internet: Timestamps".

[19]
IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile".

[20]
NIST FIPS 180-4: "Secure Hash Standard (SHS)".

[21]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".
[aa]
IETF RFC 6043: "MIKEY-TICKET: Ticket-Based Modes of Key Distribution in Multimedia Internet KEYing (MIKEY)". 
[kk]
IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax".
[mm]
IETF RFC 4563: "The Key ID Information Type for the General Extension Payload in Multimedia Internet KEYing (MIKEY)".
*******************END OF FIRST CHANGE******************************
*******************SECOND CHANGE******************************
6.2.4.4
Provisioning of the group master key

6.2.4.4.1
General

To create the group's security association, a Group Master Key (GMK) is distributed to Public Safety UEs in a group notification message. The Group Manager generates and distributes the group notification message via a Local Group Server and a Serving Signalling Server. 

The role of the Group Manager is to manage the security context for a (set of) specific group(s). The Local Group Server manages group communications with local group Public Safety UEs. The Serving Signalling server manages the routing of messages to Public Safety UEs. For one-to-many group communications, the Serving Signalling Server, Local Group Server and Group Manager should be viewed as functions provided by the ProSe Function. 

Security associations are setup using group notification messages generated by the Group Manager. Group notification messages notify Public Safety UEs of the existence of the group and also provide the GMK encrypted for the Public Safety UE.
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Figure 6.2.4.4.1-1: Overview of Group security configuration

The security processes are summarized in Figure 6.2.4.4.1-1. The GMK is encrypted to the user identity associated to the Public Safety UE and signed using the (key associated with the) identity of the group, an identity which the group manager is authorized to use by the KMS. Key distribution is confidentiality protected, authenticated and integrity protected via this mechanism.

6.2.4.4.2
Security procedures for GMK provisioning

This procedure distributes a Group Master Key (GMK) from the group manager to the Public Safety UEs within the group. 

Figure 6.2.4.4.2-1 shows the security procedures for creating a security association for a group.
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Figure 6.2.4.4.2-1: Security configuration for Groups

A description of the procedures depicted in Figure 6.2.4.4.2-1 follows:

1. Prior to beginning this procedure the Public Safety UEs shall be provisioned by a KMS as described in clause 6.2.4.3. The Group manager shall also be securely provisioned by the KMS to use the identities of the group(s) that it manages.

2. The Public Safety UE shall register with a serving signalling server to use communication services. As part of this mechanism the Public Safety UE shall register with a group server and group manager. 

NOTE 1:
As a consequence of registration, the group server obtains address information for Public Safety UEs. 

3. The group manager shall send a notification message to Public Safety UEs within the group. 
The message shall be routed to the local group manager. The notification message shall contain a MIKEY-SAKKE I_MESSAGE as specified in RFC 6509 [12] and shall encapsulate a GMK for the group. 
The I_MESSAGE shall be encrypted to the user identity associated to the Public Safety UE and shall be signed using the (key associated with the) group identity. The message should also provide the GMK key id and period of use for the GMK.

NOTE 2:
Only a Group Manager authorised by a trusted KMS knows the private key associated with the group identity and is able to sign a message. All group members are able to verify the signature and hence can confirm the group manager is authorised to manage this group.

NOTE 3:
If there is a requirement to multicast the group notification message, the group manager should send the group notification message to a URI-List, and should include a different I_MESSAGE for each UE. 

4. The local group server shall forward the group notification message to the user's serving signalling server.

5. The serving signalling server shall forward the message to the Public Safety UE. 
The UE shall verify the group identity and signature of the I_MESSAGE are acceptable. If so, the UE shall extract the GMK from the I_MESSAGE. The UE shall use the last received GMK as the current group key based on the timestamp in the I_MESSAGE.

6. Upon successful receipt and processing, the Public Safety UE shall confirm receipt of the group notification message to its serving signalling server. The confirmation contains no security information.

7. The serving signalling server shall forward the confirmation to the local group server.

8. The local group server shall forward the confirmation to the Group manager.

If rekeying or revocation of the GMK is required, the Group manager may repeat the above procedure. 
Details of the format of the MIKEY message is defined in Annex BB.
*******************END OF SECOND CHANGE******************************

*******************THIRD CHANGE******************************

6.2.4.5
GSK distribution for group media security

6.2.4.5.1
General

Group communications within a session are protected using a Group Session Key (GSK). Hence, prior to beginning a communication, a session key is generated by the initiating UE and shared with the group members. For groups, the Group Master Key (GMK) is used to protect the distribution of the GSK. The GSK may also be signed using the identity associated with initiator's UE.

This process is summarized in Figure 6.2.4.5.1-1.
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Figure 6.2.4.5.1-1: Overview of Session Key Distribution for Groups
The MIKEY GSK delivery message may include a MKI associated with the GSK to allow identification of GSK-encrypted traffic. 
6.2.4.5.2
Security procedures for GSK distribution (network independent)

The SDP Offer is broadcast by the initiating UE and no response is expected. The SDP Offer contains the Group Session Key (GSK) protected by the Group Master Key (GMK). Following the broadcast of the SDP Offer, the media is broadcast over the one-to-many direct link, protected under the GSK.

Figure 6.2.4.5.2-1 describes the procedure. As there are no responses or acknowledgements, this procedure shall proceed on a ‘best-endeavour' basis. 

[image: image4.emf]Public Safety 

UE

Terminating 

UEs

1. Setup of Pre-

Configured Group

2. Session Creation (SDP Offer)

Direct Communication

3. Further Session Setup Signalling

Media (encrypted UE to UE)

Generate GSK

Extract GSK

1. Setup of Pre-

Configured Group


Figure 6.2.4.5.2-1: Security procedures for Session Key Distribution 
for Groups (network independent)

The procedure in Figure 6.2.4.5.2-1 is described step-by-step below: 

1. Prior to beginning this procedure the security association for the group shall be created, as described in clause 6.2.4.4.

2. The initiating Public Safety UE shall generate a GSK and shall broadcast a 'media session creation message' containing an SDP Offer. Within the SDP Offer, the initiating UE shall include a MIKEY Pre-Shared-Key message, as specified in RFC 3830 [13]. The MIKEY PSK message shall encapsulate the session key with the Group Master Key (GMK) and shall be denoted by a key identifier. 
The MIKEY message may be signed using the (key associated with the) identity of the initiating UE by attaching a ECCSI SIGN payload, as defined in RFC 6509 [12] and RFC 6507 [14].

NOTE:
This message may be pre-generated to increase the efficiency of the communication.

3. The receiving UE(s) may check the signature on the MIKEY PSK message if it exists. If checked, the message shall be rejected if the signature is incorrect or the signing identity unacceptable. The receiving UE shall use the key identifier to find the GMK used by the initiating UE and use this to extract the Group Session Key. Further messages may be sent by the initiating UE to setup the one-to-many broadcast media session, but these contain no security information.

As a result of this procedure, the initiating UE has shared a Group Session Key (GSK) for protecting the media stream. The message format of the MIKEY PSK message is defined in Annex BB.
6.2.4.5.3
Security procedures for GSK distribution (network connected)

NOTE 1:
Clause 6.2.4.5.3 is intended to show an example of how the SDP offer could be sent via network while the encrypted data is sent directly between UEs. The clause is not proposing an architecture for standardization.

From a security perspective, this procedure follows exactly the same security mechanism as for network connected group communications described in clause 6.2.4.5.2, though the routing differs. In this case, these procedures assume the existence of a Group Controller and signalling is routed via the network. The Group Controller is aware of which UEs are members of the group and is also responsible for routing signalling and media traffic to the members of the group. The Group Controller need not be a member of the group or have access to the media that it routes. If this entity requires access to the group communication to fulfil its function, it should be treated as a member of the group and be provisioned with the Group Master Key by the Group manager. 
For one-to-many group communications, the Group Controller, Serving Signalling Server and Local Group Server should be viewed as a functions provided by the ProSe Function.
Figure 6.2.4.5.3-1 demonstrates the signalling flow for session key distribution.
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Figure 6.2.4.5.3-1: Security procedures for GSK distribution for Groups (network connected)

The procedure in Figure 6.2.4.5.3-1 is described step-by-step below:

1. Prior to beginning this procedure a security association for a group shall be created, as described in clause 6.2.4.4.

2. The initiating UE shall generate a GSK and send a session creation notification (e.g. SIP INVITE) to the group controller, via the serving signalling server and local group server. Within the SDP Offer of this message, the initiating UE shall include a MIKEY Pre-Shared-Key message, as specified in RFC 3830 [13]. The MIKEY-PSK message shall encapsulate the session key with the Group Master Key (GMK) which shall be denoted by a key identifier. The MIKEY message may be signed using the (key associated with the) identity of the initiating UE by attaching a ECCSI SIGN payload, as defined in RFC 6509 [12] and RFC 6507 [14].

NOTE 2: 
This message may be pre-generated to increase the efficiency of the communication.

3. The group controller shall notify the initiating UE that it received the message (e.g. SIP TRY). This message does not contain any security information.

4. The group controller shall send a session creation notification (e.g. SIP INVITE) to each Public Safety UE within the group, via each UE's local group server and signalling server. The SDP Offer of the message provided by the initiating UE shall be duplicated within each message, including the MIKEY-PSK content. The message shall be routed via each Public Safety UE's local group server and serving signalling server.

5. The receiving UE(s) may check the signature on the MIKEY PSK message if it exists. If checked, the message shall be rejected if the signature is incorrect or the signing identity unacceptable. The receiving UE shall use the key identifier to find the GMK used by the initiating UE and use this to extract the Group Session Key. The receiving UE(s) shall notify the group controller that the session creation message was received. This message does not contain any security information.

6. Further messages may be sent to setup the group session. These messages contain no security information.

As a result of this procedure, the initiating UE has shared a Group Session Key (GSK) for protecting the media stream.
The message format of the MIKEY PSK message is defined in Annex BB.
*******************END OF THIRD CHANGE******************************

*******************FOURTH CHANGE******************************

Annex BB (Normative):
MIKEY Message Formats for Media Security

BB.1
General aspects

MIKEY is used to transport GMKs from Group Owners to UEs and GSKs from the initiating UE to the receiving UE. 

GMK transmission shall use MIKEY-SAKKE messages as defined in RFC 6509 [12]. GSK transmission shall use pre-shared keys as defined in RFC 3830 [13]. GSKs may be identified using key identifiers (MKI) which are included in the KEMAC payload.

The GMK is encrypted to the UserIDs associated to the receiving UE and signed using the UserID associated to the Group. Details of this process are defined in RFC 6508 [aa] and RFC 6507 [14]. The structure of the UserIDs used is defined by the KMS of the UE. 

GSKs are transmitted by MIKEY in a key transport mode as defined in RFC 3830 [13]. The pre-shared key used for transmission is the GMK. The encryption and authentication keys used to transport the GSK are derived from the GMK.

The GMK and GSK shall be 16 octets in length. The size of the authentication key to be used to verify the MAC field of a MIKEY message shall be 20 octets in length.

BB.1.1
MIKEY common fields

If the transmitter requires an ACK for a transmission this is indicated by setting the V-bit in the MIKEY common header. For distribution of GSKs for one-to-many communications, the V-bit shall not be set.

Each MIKEY message contains the timestamp field (TS). The timestamp field shall be TS type NTP-UTC (TS type 0), and hence is a 64-bit UTC time.

URIs within the payloads shall conform to the normalisation procedures defined in Section 6 of RFC 3986 [kk].
BB.2
MIKEY message structure for GMK Distribution

The MIKEY-SAKKE message shall include the Common Header payload, timestamp payload, IDRi payload, IDRr payload, SAKKE payload and ECCSI payload.

The message may also include a RAND payload and Security Properties payload. The structure of the MIKEY message carrying a GMK key shall be according to Figure BB.2-1.  

In the Common Header payload, the CSB ID field of MIKEY common header is not used for identification purposes and shall be set to zero. The CS# shall also be zero. The CS ID map type subfield shall be set to “Empty map” as defined in RFC 4563 [mm]. 

The MIKEY-RAND payload is not used to derive key material and need not be included. The Security Properties payload is also not required but may also be included.

The IDRi payload shall contain the Group URI corresponding to the GMK. The IDRr payload shall contain the user URI associated to the UE. These shall be IDR payloads as defined in Section 6.6 of RFC 6043 [aa]. IDRi contains the URI of the Group (i.e. the identifier for the group managed by the group owner). As it is distributing keys, it has role ‘KMS’, Value 3. IDRr contains the URI of UE and has role ‘Initiator’, Value 1. The ID Type field of IDRi and IDRr payloads shall be set to value 1 (=URI).

The SAKKE payload shall encapsulate the GMK to the user URI. Only one GMK key shall be transported in the SAKKE payload. The same GMK shall be encapsulated to each member of the group. 

The entire MIKEY message shall be signed by including an SIGN payload providing authentication of the group owner. The signature shall be of type 2 (ECCSI). The signature shall use the (key associated with) the group URI included in IDRi.
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Figure BB.2-1: The MIKEY GMK distribution message

BB.3
MIKEY message structure for GSK distribution

GSKs are distributed using the MIKEY pre-shared key mechanism described in RFC 3830 [13]. The pre-shared key shall be the GMK.

The MIKEY message shall contain a Common Header, Timestamp payload, RAND payload, IDRi payload, IDRr payload and KEMAC payload. The Security Properties payload, a Key ID extension payload and a SIGN (ECCSI) payload may also be included. The structure of the MIKEY message carrying a GSK key shall be according to Figure BB.3-1. 

The Common Header payload shall include a CSB ID field, CS# and CS map type of ‘SRTP-ID’ as defined in RFC 3830 [13].

The RAND payload shall be included as it is used to derive MIKEY internal key-encryption keys and the SRTP/SRTCP master keys/salts.

The IDRi payload shall contain the URI associated with the initiating UE. The IDRr payload shall contain the group URI. These shall be IDR payloads as defined in Section 6.6 of RFC 6043 [aa]. IDRi payload has role ‘Initiator’, Value 1. IDRr contains the URI associated with the group and has role ‘Receiver’, Value 2. The ID Type field of IDRi and IDRr payloads shall be set to value 1 (=URI).

Security Policy (SP) payload may be included to provide information for the security protocol such as algorithms to use, key lengths, initial values for algorithms etc. See Section 6.2.4 for details on SRTP security.

The KEMAC payload shall contain the encrypted GSK. Only one GSK key can be transported in the KEMAC payload. The KEMAC payload shall use encryption algorithm AES-CM-128 as specified in RFC 3830 [13], and MAC algorithm HMAC-SHA-256-256 as specified in RFC 6043 [aa]. The encryption and MAC keys shall be derived from the GMK using the key derivation function defined in section 4.1.4 of RFC 3830 [13] and using the PRF-HMAC-SHA-256 Pseudo-Random Function as described in RFC 6043 [aa], Section 6.1.

Within the encrypted key-data sub-payload of the KEMAC payload, the Type subfield shall be set to TGK (value 0). The key validity data may be included. This may include an MKI or validity period.

The entire MIKEY message may be signed by including an SIGN payload providing authentication of the caller. The signature shall be of type 2 (ECCSI). The signature shall use the (key associated with) the initiating UE URI included in IDRi.
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Figure BB.3-1: The logical structure of the MIKEY message used to deliver GSK

BB.4 Exporting the GSK to SRTP 

To key SRTP, the GSK is used as the shared TEK Generation Key (TGK) described in [13]. The MIKEY Pseudo-Random Function (MIKEY-PRF) is used to derive a SRTP Master Key and Master Salt pair for each SRTP Crypto Session (CS) from the GSK (equivalently TGK). The PRF-HMAC-SHA-256 Pseudo-Random Function as described in [aa], section 6.1, shall be used to perform the derivation. 
The same process shall apply to key SRTCP.
*******************END OF FOURTH CHANGE******************************
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