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1 Introduction
In RAN2#86 meeting, RAN2 made the following agreement (R2-143001):

	Agreements
1
LCID included within the MAC subheader uniquely identifies a logical channel within the scope of one L2 source/target ID combination (not across different source/target ID combinations)

3
A UE may establish multiple logical channels in a UE per source/destination combination. However, in Rel-12 all these logical channels are mapped to one specified logical channel group (e.g. LCHGID 3). It is up to the UE implementation in which order to serve the logical channels.
Logical channel prioritization related parameters (BSD, PBR, Logical Channel priority, bucket size) don’t need to be configured. 




Considering RAN2 agreements to support multiple logical channels, this contribution details the impacts to the security mechanism and proposes mechanism to support multiple logical channels.
2 Discussion
RAN2 agreements imply multiple logical channel (flows) are possible between the same source and destination pairs. In LTE, each logical channel has one PDCP entity and one radio bearer ID. Taking LTE approach, each service flow will create a PDCP entity. However current specified key hierarchy in TS 33.303, one PTK/PEK and one counter is used by transmitter for one destination. This works when there is only one PDCP/RLC entity in the transmitter corresponding to the destination wherein counter is same as PDCP SN and one PTK corresponding to destination. If there are multiple PDCP/RLC entities per destination, then the existing security mechanism needs to be enhanced to handle multiple PDCP entities (for example, to prevent reuse of same PEK and count as input for encryption). 
In line with the LTE, it is proposed to maintain independent counter at each PDCP Entity and a PTK/PEK key is used for each destination. The counter is monotonically incremented for every packet received from upper layer by the PDCP entity. Whenever the counter rolls over PTK/PEK corresponding to destination associated with the PDCP entity is freshly generated and used for further communication (Counter is restarted).  


Proposal 1: To use independent counter at each PDCP entities and a PTK/PEK key for each destination.

In order to prevent key stream reuse, a unique parameter (similar to Bearer-ID) needs to be used along with PTK/PEK and Count as input to the encryption algorithm (so that same PTK/PEK and Count is not reused across PDCP entities). An alternative is to use LCID as an additional input in encryption algorithm. Based on the agreement, MAC layer maintains logical channel (identified by LCID) corresponding to each PDCP/RLC entity. The PDCP entity obtains the LCID corresponding to logical channel associated with it from MAC layer. 
Alternatively, instead of  LCID, PDCP layer assigns a new Flow/Service ID to a PDCP entity (for a particular flow or data traffic). The Flow/Service ID is unique across the PDCP entities of same destination. The Flow/Service ID is used as an additional input in encryption algorithm to provide freshness/uniqueness, as reuse of <PTK/PEK, Count> across PDCP entities of the same destination is possible and results in key stream reuse in the encryption procedure. This alternative is preferred compare to using LCID as to avoid cross layer communication. The Flow/Service ID used as an input for the encryption is sent along (in header) with the data packet.  The header of the PDCP packet for user plane data shall contain Flow or Service ID along with other parameters to transfer the security information for the receiver to decrypt the user plane data. 

Proposal 2: PDCP layer assigns a unique Flow ID for each PDCP entity corresponding to same destination.

Proposal 3: Flow ID is used as an additional input in encryption algorithm to avoid key stream repetition.
4. Conclusion  
SA3 is kindly request to agree on the above proposals and accompanying CR (S3-142212).
