3GPP TSG SA WG3 (Security) Meeting #76
S3-142180
25-29 August 2014 Sophia Antipolis (France)


Source:
Vodafone
Title:
[SCAS] adding new SFR on Reverse source IP routing-based attacks
Document for:
Approval
Agenda Item:
SCAS
Work Item / Release:


Abstract of the contribution: This proposal adds a new threat and associated requirements which address IP spoofing attacks
************************ NEW THREAT **********************************
5.4.2.Y
TX Reverse source IP routing-based attacks
-
Threat Name: Reverse source IP routing-based attacks
-
Threat Reference: to be done later 

-
Threat Category: TCPIP-LEVEL ATTACKS
-
Threat Description: TCP should not reverse the IP source routing option for incoming connections
-
Threatened Asset: MME.

-
Threat Relevance: Mitigate
************************ END THREAT ***********************************

************************ NEW REQUIREMENT **************************

7.X
Requirement topic 
-
Requirement Name: Disabling the reverse source routing option
-
Requirement Reference: TBD 

-
Requirement Description: 
Rx-1: TCP should not reverse the IP source routing option for incoming connections
Rx-2: if LINUX is the running O.S. then disable the reverse source routing function by setting the tcp_rev_src_routes attribute in /dev/tcp to 0.
-
Threat References: TX Reverse source IP routing-based attacks
-
Test Case: 
Test case for Rx-2: 

Test overview:

This test sets the reverse source routing option to disabled
Precondition(s):
· User has sufficient administrative rights to disable the reverse source routing function
Postcondition(s):

· The reverse source routing option is disabled
Procedure and expected result
	Step
	Direction
	Action
	Expected result
	Action

	1
	User → MME
	open command line terminal (clt)
	clt open
	

	2
	User → clt
	set /dev/tcp tcp_rev_src_routes to 0
	0
	


-
Requirement Evidences: cf. test case above
************************ END REQUIREMENT **************************

