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Abstract of the contribution:  A ‘Threats Categoritation’ is proposed, to be used to reference each threat.
1 Introduction  

A threat classification has not been yet faced by TR 33.806. Its introduction may be useful to:

· clarify and organize the threats to the security of the mobile network products;

· develop and a common and agreed terminology for describing these issues; 

· develop a structure to organize the threats and reuse it for the other SCAS TRs/TSs. 

In the domain of information system security various types of security threats classifications have been already proposed. Some taxonomies are based, for example, just on the goals and purposes of the attacks (e.g. STRIDE [2], [4]), others are based on the vulnerabilities (for example [4] also proposes a way to analyze application-level threats by organizing them by application vulnerability category), others, instead, use a hybrid approach based on more dimensions (e.g. NIST Threats classification [1]).  

This contribution proposes a hybrid threats categorization based on two dimensions: the types of exploits used by an attacker (e.g. weak configurations or the usage of vulnerable algorithms and so on as reported in [4] for application-level threats) and the goals and purposes of the attacks derive  (e.g. information disclosure, data leakage, DoS and so on derived from STRIDE approach). 
In particular, starting from the STRIDE approach [2], [4], the proposed categorization has been adapted to the SCAS context and extended with other categories. 

2 Analysis

STRIDE [2], [4] is a classification scheme for characterizing known threats according to the effects of a threat exploitation  e.g. the proposed categorized is based on the goals and purposes of the attacks. It counts the following six categories [4] :

· Spoofing. Spoofing is attempting to gain access to a system by using a false identity. This can be accomplished using stolen user credentials or a false IP address. After the attacker successfully gains access as a legitimate user or host, elevation of privileges or abuse using authorization can begin.
· Tampering. Tampering is the unauthorized modification of data, for example as it flows over a network between two computers.

· Repudiation. Repudiation is the ability of users (legitimate or otherwise) to deny that they performed specific actions or transactions. Without adequate auditing, repudiation attacks are difficult to prove.

· Information disclosure. Information disclosure is the unwanted exposure of private data. For example, a user views the contents of a table or file he or she is not authorized to open, or monitors data passed in plaintext over a network. Some examples of information disclosure vulnerabilities include the use of hidden form fields, comments embedded in Web pages that contain database connection strings and connection details, and weak exception handling that can lead to internal system level details being revealed to the client. Any of this information can be very useful to the attacker.

· Denial of service. Denial of service is the process of making a system or application unavailable. For example, a denial of service attack might be accomplished by bombarding a server with requests to consume all available system resources or by passing it malformed input data that can crash an application process.

· Elevation of privilege. Elevation of privilege occurs when a user with limited privileges assumes the identity of a privileged user to gain privileged access to an application. For example, an attacker with limited privileges might elevate his or her privilege level to compromise and take control of a highly privileged and trusted process or account. 

STRIDE proposes an high level categorization that can be used as a starting point from which derive a classification a little bit more detailed and tuned to the SCAS context. Even if the detailed categories can be mapped in some way to the more general STRIDE categories, the advantage of following this approach can be that more detailed categories can improve the threat identification phase and consequently can help to identify the countermeasures and the security requirements more adequate for a network product.

In particular, respect to the original STRIDE model, the model the following changes are suggested:

· The addition of the three categories:

· Untraceability: this category has been added in order to extract from the Repudiation the case of inability to trace malicious actions with the consequence that malicious actions could be undetectable. Consequenlty, the Repudiation description is updated to face just the case of after-the-fact denial of malicious actions.
· Weak Cryptographic Algorithms and Weak Configurations: this categories have been added in order to take into account and to higlight threats which are mainly related to how a mobile network product works. The first one is related to the adoption or implementation for example of weak cryptography algorithms (e.g. the adoption of a weak crypto algorithm for radio communication ciphering). The second category is instead related to the use of weak configuration (e.g. the configuration of the NULL integrity).
· The replacement of the Spoofing category with the more specific Unauthorized Access category. The “Spoofing” category in STRIDE model refers to attempting to gain access to a system by using a false identity (i.e. an false user identity) or an IP address (i.e. a false host/machine identity). In particular, this last type of attemping is out of scope in SCAS and consequently all the countermeasures linked to this threat. In the context of SCAS instead the attempting is more related to access to the network product by exploiting the absence or the poor implementation of an access control mechanism. In this way an unauthorized user is able to access restricted information or perform restricted operation. 
The Unauthorized Access could sound similar to the “Elevation of privileges” category. But in our meaning they differ by the way to obtain the final effect: the “Elevation of privileges” covers the case of attacks which take advantage, for example, of  bogus, programming errors or design flaws to grant an elevated access to the network device and its associated data and applications, while the Unauthorized Access covers the case of attacks which take advantage of the absence or the poor implementation of access control mechanisms to grant access to network device. 
3  Proposal

According to the discussion available in clause 2, it is proposed to :

1) Add references to clause 2 of the TR 33.806 V0.4.0 (2014-06).

2) Add  in clause 5.4
Threats of the TR 33.806 the following threats categories: Tampering, Untraceability, Repudiation, Information disclosure, Denial of service, Elevation of privilege, Weak Cryptographic Algorithms, Weak Configurations, Malwares, Unauthorized Access. Using this classification, clauses 5.4.1 and 5.4.2 in the new version of the TR 33.806 shall contain just detailed threats which reference to the belonging category(ies). Changes to Clauses 5.4.1 and 5.4.2 are proposed in the companion pCR TD S3-142182. 

3) Finally some minor editorial changes are proposed to fixi some typos errors.
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5.4
Threats

Editor's note: TR 33.805 [8], clause 5.2.2.4.2.2 also requires considerations on the attacker model. They are to be included in this subclause as it may make sense to consider the attacker model together with the threat. How to further structure this subclause will be decided when more information on modelling attackers and threats is available
.


To arrive at a detailed threat description is an important step in the SCAS metohodology, in order to motivate an adeguate set of security requirements and countermeasures that the mobile network product shall implement to reduce the security risk which they can be exposed to.

In order to clarify and organize the threats to the security of the mobile network equipments, a common and agreed terminology for describing them is needed, as well as a structure to organize the threats and to reuse it for the other SCAS TRs/TSs. The SCAS methodology shall classify the threats listed in clauses 5.4.1 and 5.4.2 according to the threat categories described below. 

In the fields of information- and system-security, various types of security-threat classification schemes have been proposed elsewhere. Some schemes are based, for example, on only the goals and purposes of the attacks (e.g. STRIDE [10]), others are based on the vulnerabilities [11], while others, instead, use a hybrid approach based on more dimensions (e.g. NIST Threats classification [9]).  

In the SCAS context, a hybrid approach is used. The SCAS categorization foresees two dimensions: 
· the the types of exploit that are used by an attacker (e.g weak configurations or the usage of vulnerable algorithms and so on) 
· the the goals and purposes of the attacks (e.g. information disclosure, data leakage, DoS and so on). 

In particular, starting from the STRIDE approach  ([10]), the proposed categorization has been improved with other categories and adapted to the SCAS context.
Consequently, the derived categories are:


· Tampering: the threats belonging to this category occur when there is the unauthorized modification of the network product data/softwares/hardwares.

· Untraceability: the threats belonging to this category occur when malicious/suspicious actions or transactions cannot be traced with the consequence that they might be undetectable.

· Repuditiation: the threats belonging to this category occur when malicious/suspicious actions or transactions cannot be assigned to a user (e.g. a user denies that he or she performed an action or initiated a transaction and the contrary cannot be proved).

· Information Disclosure : the threats belonging to this category occur when there is the unwanted exposure of sensitive data (e..g customer data, valuable information about the system and so on). This threat category can also refer to privacy violation and data leakage issues. 

· Denial of Service (DoS): the threats belonging to this category occur when the entire system or an application or a service running on it become unavailable.

· Elevation of Privilege: the threats belonging to this category occur when a user with limited privileges assumes the identity of a privileged user to gain privileged access to an application. For example, an attacker with limited privileges might elevate his or her privilege level to compromise and take control of a highly privileged and trusted process or account. 

· Weak Cryptographic Algorithms: the threats belonging to this category occur when, for example, a crypto algorithm is cracked or is vulnerable to brute force cracking. An attacker can decrypt encrypted data if he has access to the encryption key or can derive the encryption key. An attacker can discover a key if keys are managed poorly or if they were generated in a non-random fashion. Also a weak encryption scheme can be subjected to brute force attacks that have a reasonable chance of succeeding using current attack methods and resources. Custom algorithms are particularly vulnerable if they have not been tested. 

· Weak Configurations: the threats belonging to this category occur when a default weak configuration is implemented (for example unsecured default settings, misconfigured services)

· Unauthorized Access: the threats belonging to this category occur when inadequate access controls are implemented. In this way an unauthorized user to access restricted information or perform restricted operations.
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�Is this Editor’s note still valid? 





