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1, Introduction

This document solves one editor’s note in solution #6.2 in the ProSe security TR.

It is proposed to delete the following editor’s note in section 6.1.2.2 of the ProSe security TR，

Editor's note: Relationship between AKA and IPsec needs to explained. 

2, Discussion

For simplicity, we denote the AKA-based solution for PC3 interface by prose AKA-based solution.
For the prose AKA-based solution, both UE and ProSe Function could securely authenticate with each other, and obtain a private shared key between them for the PC3 interface.
According to UE-ProSe Function control plan described in Section 5.1.1.2 of TS 23.303, 
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PC3 Control layer is on top of the IP layer, and both IPSec and TLS can be used here to protect the PC3 interface.
Note that the shared key obtained from the prose AKA-based solution can be used as the pre-shared key in the IPSec or TLS protocol, i.e. PSK-IPSec or PSK-TLS.
Next, we give out a more flexible prose AKA-based solution including the security algorithm selection in the following figure:
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1. The ProSe UE sends its IMSI and its Security algorithm lists to the ProSe Function in the registration request message. The Security algorithm lists may contain IPSec, or TLS.
2. The ProSe Function includes UE's IMSI and the ProSe Function's ID in the ProSe authentication data request message to the HSS to retrieve the ProSe authentication vector.

3. The HSS derives AV including {RAND, XRES, IK, CK, AUTN}, then derives the ProSe AV including {RAND, XRES, IK’, CK’, AUTN}, where CK'||IK' =KDF (CK||IK, Prose Function ID, SQN( AK).

4. The HSS sends the ProSe AV including CK', IK' to the ProSe Function.

5. The ProSe function sends ProSe authentication request to the ProSe UE.
6. According to the ProSe authentication request message, the ProSe UE authenticates the network, derives CK, IK, and then the UE derives CK'||IK'=KDF(CK||IK, Prose Function ID, SQN( AK).
7. The ProSe UE sends ProSe authentication response to the ProSe function.
8, The ProSe Function authenticates the UE with ProSe Authentication response, and selects the security algorithm (e.g. IPSec).

9. The ProSe Function sends the selected security algorithm to UE in the registration response message.
3, PCR

It is suggested that the following changes are agreed by SA3:
*****************Change 1 Begins********************

6.1.2.2
Overview of solution

The UE is authenticated by using Authentication and Key Agreement (AKA). The UE and ProSe Function are mutually authenticated using AKA procedures. After UE is authenticated, the reference point between UE and Prose Function is protected by IPSec. For simplicity, we denote the AKA-based solution for PC3 interface by prose AKA-based solution.
For Public-safety UEs that support certificates, mutual certificate based authentication in TLS should be used. 
It is assumed that in this case the UE would be pre-provisioned with the relevant certificates to use with the local PDF.
According to the UE-ProSe Function control plan described in Section 5.1.1.2 of TS 23.303, PC3 Control layer is on top of the IP layer, and both IPSec and TLS can be used here to protect the PC3 interface.  

Note that the shared key obtained from the prose AKA-based solution can be used as the pre-shared key in the IPSec or TLS protocol, i.e. PSK-IPSec or PSK-TLS.

The applicability to visited networks can be referred to the TS 23.303 Figure 4.2-3 roaming reference architecture, and ProSe function in the visited network can retrieve the AV needed for AKA from the ProSe function in the home network.
*****************Change 1 Ends********************

*****************Change 2 Begins********************

6.1.2.3
Solution description: keys establishment procedure for PC3 
The ProSe function can interact with the HSS to retrieve the authentication data in order to authenticate the UE for ProSe service. The ProSe function retrieves the ProSe AV from the HSS and performs AKA with ProSe UE to share IK', CK' with the Prose UE, and uses the IK'||CK' as the integrity protection and encryption keys needed for PC3 security protection. The content of the ProSe AV includes {RAND, XRES, IK', CK', AUTN}.
The prose AKA-based solution including the security algorithm selection is described in the following figure:
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Figure 6.1.2.3-1: PC3 security protection keys establishment procedure

1. The ProSe UE sends its IMSI and its Security algorithm lists to the ProSe Function in the registration request message. The Security algorithm lists may contain IPSec, or TLS.
2. The ProSe Function includes UE's IMSI and the ProSe Function's ID in the ProSe authentication data request message to the HSS to retrieve the ProSe authentication vector.

3. The HSS derives AV including {RAND, XRES, IK, CK, AUTN}, then derives the ProSe AV including {RAND, XRES, IK’, CK’, AUTN}, where CK'||IK' =KDF (CK||IK, Prose Function ID, SQN( AK).

4. The HSS sends the ProSe AV including CK', IK' to the ProSe Function.

5. The ProSe function sends ProSe authentication request to the ProSe UE.
6. According to the ProSe authentication request message, the ProSe UE authenticates the network, derives CK, IK, and then the UE derives CK'||IK'=KDF(CK||IK, Prose Function ID, SQN( AK).
7. The ProSe UE sends ProSe authentication response to the ProSe function.
8, The ProSe Function authenticates the UE with ProSe Authentication response, and selects the security algorithm (e.g. IPSec).

9. The ProSe Function sends the selected security algorithm to UE in the registration response message.
*****************Change 2 Begins********************












































































































































































































































































































































































9. Registration response (Selected security algorithm)





8. Security algorithm selection
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4. ProSe Authentication data response (ProSe AV, including IK’, CK’)
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9. Registration response (Selected security algorithm)




































































































































































































































































































































































7.ProSe Authentication response
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4. ProSe Authentication data response (ProSe AV, including IK’, CK’)
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8. Security algorithm selection
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