3GPP TSG SA WG3 Security — SA3#76
S3-142160
25 – 29 August 2014, Sophia Antipolis, France


Source:
BlackBerry UK Ltd.
Title:
pCR: Assumptions on out of network discovery
Document for:
Discussion and decision

Agenda Item:
7.11
Work Item / Release:
ProSe/Rel-13
1.

Introduction

Discovery is a major component of ProSe with open in network aspects being addressed in Rel’12. However both restricted discovery and out of coverage discovery for public safety users remain to be addressed.
This contribution discusses the out of coverage case and proposes an assumption on the parameters used.
2.
Out of coverage discovery
Out of coverage discovery is reserved for public safety users only, unlike open discovery in Rel’12 which is targeted for both commercial and public safety users who are in network coverage. 
As shown in Figure 1, the network is central both in provisioning parameters and validating the MIC received by the monitoring UE throughout the discovery process for in network open discovery.
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Figure 1 - Open discovery in network coverage

However once a UE is out of coverage the network is not available to assist with additional parameters, validate the discovery message or provide any additional information for the discovery process. 
Section B.2.1 of [2] provides details of a group owner mode for one-to-many communication. Potentially a designated UE such as a group owner could replace network functionality in assisting direct discovery. However a disadvantage of such an approach is both the announcing and monitoring UEs should be in range of the designated UE. This can place undue limitations on the public safety personel for example by preventing two public safety users who turn their UEs on after separating from their group to discover each other.
Therefore it is desirable public safety UEs are prepovisioned with all security related parameters by the ProSe Function originally while in network coverage and can perform out of coverage discovery without assistance of additional entities. 
4.
Conclusion
This contribution discusses assumptions for out of network discovery.

It is kindly proposed that SA3 include the following additional requirements relevant to out of coverage discovery in the ProSe study.
%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%

### Start of change ###
5.1.1.3
Security requirements

The only entities entitled to provide configuration data impacting the network operations (e.g. radio resource allocation) to the ProSe-enabled UE shall be operators. 3rd parties shall not be allowed to provide such parameters.

NOTE: 
The requirement above does not apply to all types of configuration data. For example, a parameter for how often an NSPS device shall poll a Certificate Revocation List server is something that indirectly impacts network operations: If there are many NSPS UEs in a certain area, the network may have to adapt to a higher traffic load at the times they request CRLs. The parameter setting this frequency may be an application layer parameter (ProSe APP parameter) and hence not directly related to the network operations, but it still may have impact on the network operation.

Editor's Note: The scenario when the configuration data for the ProSe APP layer is provided by a provisioning server controlled by a different entity than the 3GPP operator, needs to be considered as well.

The ProSe-enabled UE and the entity providing the configuration data shall mutually authenticate each other.

The transmission of configuration data between the authorized ProSe configuration server in the network and the ProSe-enabled UE shall be integrity protected. 

The transmission of configuration data between the authorized ProSe configuration server in the network and the ProSe-enabled UE shall be confidentiality protected 

The transmission of configuration data between the authorized ProSe configuration server in the network and the ProSe-enabled UE shall be protected from replays 

The configuration data shall be stored in the UE in a protected way to prevent modification.

Some configuration data may be required to be stored in the UE in a protected way to prevent eavesdropping.

Configuration data for out of coverage discovery shall be provisioned by the ProSe configuration server while the ProSe-enabled UE is in network coverage.
Once configured, out of coverage discovery shall be performed by the announcing UE and monitoring UE only without the assistance of additional entities.
### End of change ###
%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%
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