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7.2.3
Trusted WLAN Access (TWAN) 

7.2.3.1
General
A Trusted WLAN Access Network (TWAN) is interfaced with the EPC as a trusted non-3GPP access via the STa interface to the 3GPP AAA Server/Proxy and the S2a interface to the PDN GW as described in clause 16 of TS 23.402 [5].

Authentication and key agreement shall be performed as described in clause 6 and clause 7.2.3.2 of the present document for trusted non-3GPP access. The authenticator shall reside in the TWAN. 

The 3GPP AAA Server sends the key MSK and keys derived from EMSK to the TWAN. The security contexts in the TWAN are based on MSK and keys derived from EMSK.
7.2.3.2
Security for WLAN Control Protocol (WLCP)

7.2.3.2.1
Authentication and key agreement 
As defined in clause 16 of TS 23.402 [ref] there exists three connection modes for TWAN (single-connection mode, multi-connection mode and transparent single-connection mode), and the negotiation of the connection mode takes place during the EAP-AKA' access authentication. 

In case single-connection mode or transparent single-connection mode was negotiated, authentication and key agreement as defined in clause 6.2 of the present document shall be used. 

In case multi-connection mode was negotiated, WLAN Control Protocol (WLCP) is used between the UE and TWAG to control (e.g. setup and teardown) PDN connections over a TWAN access. In this case authentication and key agreement as defined in clause 6.2 of the present document shall be used with the following exceptions and additions:

1-22A.
The steps are the same as in clause 6.2. 

23.
The 3GPP AAA Server derives WLCP key from the EMSK as defined in clause 7.2.3.2.3. 

24.
The 3GPP AAA Server sends the EAP Success message to the Trusted WLAN AAA Proxy (TWAP) in the TWAN (perhaps preceded by an EAP Notification, as explained in step 19). The 3GPP AAA Server also includes the MSK and WLCP key in the underlying AAA protocol message (i.e. not at the EAP level). 

25. Upon receiving the EAP Success message, the MSK and the WLCP key, the TWAP provides the WLCP key to the TWAG to be used for protecting the WLCP between the UE and TWAG.  This step may also happen after or in parallel with steps 26 - 28.

26. The TWAP forwards the EAP Success message to the authenticator in the in the WLAN Access Network (perhaps preceded by an EAP Notification, as explained in step 19). The TWAP also includes the key MSK in the underlying AAA protocol message (i.e. not at the EAP level). The authenticator in the WLAN Access Network stores the keying material to be used in communication with the authenticated UE as required by the WLAN Access Network.  

27.
The authenticator in the WLAN Access Network informs the UE about the successful authentication with the EAP Success message. 

28.
The UE derives WLCP key from the EMSK similarly as the 3GPP AAA Server does as defined in clause 7.2.3.2.3. Now the EAP AKA' exchange has been successfully completed, and the UE and the authenticator in the WLAN Access Network share keying material derived during that exchange.

7.2.3.2.2
Fast re-authentication 

In case of fast re-authentication the procedures as defined in clause 6.3 shall be used with the exception that the WLCP key is derived and handled similarly as in the clause 7.2.3.2.1.

7.2.3.2.3
WLCP key derivation

The WLCP key shall be derived from EMSK and TWAG control plane address as defined in Annex A,3.

7.2.3.2.4
Protection of WLCP signalling

DTLS with pre-shared key as defined in RFC 6347 [x1] shall be used to protect WLCP signalling between the UE and TWAG. The key for DTLS is the WLCP key derived in clause 7.2.3.2.3. 

The UE shall establish a DTLS connection with the TWAG after successful authentication in case of multi-connection mode. 

In case of full or fast re-authentication the new WLCP key is taken into use using the Change Cipher Spec protocol for DTLS.
7.2.3.2.5
DTLS profile

The UE and the TWAG shall support DTLS as defined RFC 6347 [x1] and according to the TLS profile for pre-shared key cipher suites given in TS 33.310 [x2], Annex E.

***
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***
Annex A (normative):
Key derivation functions

A.1
KDF interface and input parameter construction

All key derivations (including input parameter encoding) shall be performed using the key derivation function (KDF) specified in TS 33.220 [8]. This clause specifies how to construct the input string, S, to the KDF (which is input together with the relevant key). For each of the distinct usages of the KDF, the input parameters S are specified below.

The FC number space used is controlled by TS 33.220 [8], FC values allocated for this specification are in range of 0x20 – 0x2F.

A.2
Function  for the derivation of CK’, IK’ from CK, IK

When deriving CK’, IK’ from CK, IK and the access network identity as defined in clause 6 of this specification , the following parameters shall be used to form the input S to the KDF.

-
FC = 0x20,

-
P0 = value of access network identity, as defined in 3GPP TS 24.302 [22],

-
L0 = length of value of access network identity (variable, depending on access network type),

-    P1 = SQN ( AK

 -   L1 = length of SQN ( AK (i.e. 0x00 0x06) 

If AK is not used, AK shall be treated in accordance with TS 33.102, i.e. as 000…0.

The access network identity is defined separately for each access network type. For each access network type, the access network identity is documented in TS 24.302 [22] to ensure that UE and HSS use the same access network identities as input for key derivation.

The input key shall be the concatenation CK || IK of CK and IK.

The KDF returns a 256-bit output, where the 128 most significant bits are identified with CK' and the 128 least significant bits are identified with IK'.

A.3
Function for the derivation of WLCP key from EMSK

When deriving WLCP key from EMSK and TWAG control plane address as defined in clause 7.2.3 of this specification , the following parameters shall be used to form the input S to the KDF.

-
FC = 0x21,

-
P0 = TWAG control plane address, as defined in 3GPP TS 24.302 [22],
-
L0 = Length of TWAG control plane address.
The input key shall be the EMSK.
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