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*** BEGIN FIRST CHANGE ***
N.1.2
GCSE MBMS Delivery specific security requirements

-
 Mutual authentication between two directly communicating entities in the security domains, in which BM-SC and GCS AS respectively reside, shall be supported
-
The signalling messages between the BM-SC and the GCSE AS shall be integrity and confidentiality protected.

-
The signalling messages between the BM-SC and the GCSE AS shall be replay protected.

-
The BM-SC may apply access control on the messages initiated by the GCS AS. 

-
Similarly the GCS AS may apply access control on the messages initiated by the BM-SC.
NOTE 1: MBMS security may or may not be used independent of GCSE.
Editor's Note: The formulation of a requirement along the line "Ensure that user plane messages originated from the GCS AS are integrity protected" in order to mitigate DoS attacks is ffs.

NOTE 2: the assumption of Rel-12 specification work in 3GPP is that application layer security in the sense of end to end security between UE and UE or UE and GCS AS is supported by a third party. Thus, the security of MB2-U is out of scope in Rel-12.
*** END OF FIRST CHANGE ***
*** BEGIN SECOND CHANGE ***
N.2
Security solution for MB2-C interface
N.2.X
Security profiles
GCSE security requirements are listed in Clause N.1.2. Most of them are not resulting in the need of specifying new GCSE security solutions. Only the MB2 interface between GCS AS and BM-SC needs to be protected and therefore specified in the following. 

While it is assumed that user data are protected on MB2-U by using application layer security between UE and UE or between UE and GCS AS, signalling data on MB2-C need to be taken care of. 

The Diameter security mechanisms as specified in IETF RFC 3588 [35] shall apply to MB2-C reference point. 
Editor’s note: It has to be clarified whether IETF RFC 3588 [35] or IETF RFC 6733 [36] are to be used. 

TLS/TCP and DTLS/SCTP shall be mandatory for implementation on MB2-C. IKE/IPsec is optional for implementation on MB2-C. The profiles for TLS and IKE/IPsec shall be identical to the ones defined in TS 29.368 [XZ], clause 6.3.3, for the Tsp interface. 

Editor’s note: DTLS is not mentioned in 3GPP TS 29.368 [XZ], clause 6.3.3. The profile for DTLS therefore remains to be defined for DTLS, in close alignment with that of TLS. 


TLS or IKE and IPsec may be used to protect MB2-C. 

If IKE and IPsec are used then the profiles for IPsec ESP and IKE described in 3GPP TS 33.210 [14] and for certificates described in 3GPP TS 33.310 [31] shall be used to provide protection for all signalling messages transferred via the MB2 reference point. The GCS AS is merely perceived of as a third party application server by each serving PLMN according to 3GPP TS 23.468 [33]. 

If the operator does not use these mechanisms from 3GPP TS 33.210 [14] and 3GPP TS 33.310 [31], then other adequate security measures shall be taken to ensure security on that interface.

NOTE 1:
In case control plane interfaces are trusted (e.g. physically protected), there is no need to use (D)TLS or IKE/IPsec .
N.2.X
Mutual authentication
The present document covers only MB2-C interface security procedures for deployments where a DIAMETER message on the MB2-C interface between BM-SC and GCS AS shall pass through at most one DIAMETER agent in the security domain, in which the BM-SC resides (called ‘BM-SC-side agent’ in the sequel), and one DIAMETER agent in the security domain, in which the GCS AS resides (called ‘GCS AS-side agent’ in the sequel).

Mutual authentication between a node in the security domain, in which the BM-SC resides, and a node in the security domain, in which the GCS AS resides, shall be performed using TLS/DTLS or IPsec as specified in IETF RFC 6733 [36], with the exception that the security profiles specified in clause N.2.1 of the present document shall apply.

The following rules shall apply:

-
There shall be no intermediate DIAMETER agent in a third security domain between the security domain of the BM-SC and the security domain of the GCS AS.

-
In the security domain of the BM-SC, the node performing the MB2-C-related mutual authentication shall be the BM-SC-side agent, if present and the BM-SC otherwise.

-
In the security domain of the GCS AS, the node performing the MB2-C-related mutual authentication shall be the GCS AS -side agent, if present, and the GCS AS otherwise.

-
The peers shall verify the peer identity received in CER/CEA messages against the identity (e.g. name in the certificate) authenticated by means of TLS/DTLS or IPsec.

-
Domain authorization check: a suitable node in the security domain receiving a MB2-C-related DIAMETER message shall check that the originator of this message, i.e the GCS AS (or BM-SC respectively), as identified at the application layer, is indeed authorized to send this message via the peer whose identity was verified in the previous step. This check may be performed through suitable local tables associating GCS ASs (or BM-SCs respectively) with nodes in the originating security domain whose identities can be verified by the receiving domain. The node performing this domain authorization check shall be either the BM-SC or the BM-SC-side agent for messages destined to the BM-SC and either the GCS AS or the GCS AS-side agent for messages destined to the GCS AS.

NOTE:
The BM-SC can perform the domain authorization check even in the presence of a BM-SC-side agent as the latter includes the verified peer identity in the Record-Route AVP. (Analogously for the SCS -side) 

-
The BM-SC-side agent (the GCS AS-side agent respectively) shall perform egress filtering in that it only forwards (MB2-C-related) DIAMETER messages originating from BM-SCs (GCS ASs respectively) in its own security domain.
*** END OF SECOND CHANGE ***

