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1 Introduction
SA3#75 discussed WLCP security and made some agreements that WLCP security needs to be studied. Current security mechanism is not enough. This contribution aims to figure out how to solve this. 
2 WLCP security threats
There are three threats which were discussed in the meeting. 
1. Spoofing of identities at both WLCP layer and MAC layer

This threat exists. UE can be compromised.  The scenario is that UE2 uses UE1’s MAC1 address to send PDN release request. Then the network releases the connection and returns the response to UE1. However, the AP should also be compromised that this threat can be realized.  Because AP will receive WLCP message in a MAC packet in MAC layer. And UE1’s MAC1 address is in MAC packet. If AP is genuine, AP will find UE1’s security context of MAC layer to decipher MAC packet. Then it will fail since UE2 uses its own security context to cipher MAC packet. Only if AP is compromised, that UE2 and AP has some agreement, e.g. no ciphering in MAC layer. And then AP can directly send WLCP message with MAC1 address to TWAG. 

So this threat will cause WLCP damage and needs to be solved.     
2. Compromise of an AP at the WLAN AN

This threat exists. If AP is compromised, all the WLCP messages can be fake. So this threat will cause WLCP damage and needs to be solved.      
3. Compromised WLCP termination point at the UE

This threat exists. Some unauthorized termination point(e.g. app) can use WLCP’s UDP port to establish/release PDN connection to intentionally establish/stop PDN connection and waste network resource.
In summary, all these three threats needs to find a solution to solve. 
3 WLCP security requirements
To solve the above threats, the following security requirement needs to be met:
1. The source of sending WLCP message shall be verified. 
To protect WLCP messages and avoid UE and AP side compromised, the following security requirement needs to be met:
2. WLCP messages shall be confidentiality and integrity protected. 
4 WLCP security solutions
To meet the first security requirement, token mechanism proposed in S3-140776 in SA3#75 can do it. 
To meet the second security requirement, a security protocol can be used for WLCP. There are two ways. One is from S3-140853 in SA3#75 which is proposed to use DTLS. The other way is to do security directly in WLCP layer, i.e. WLCP layer security protocol.  This protocol can be similar to NAS protocol in TS24.301. However, it will be simplified, such as to simplify security header type if there is only integrity protected and ciphered status. WLCP stage 3 specification is in TS24.244. It can be referred to security part of TS24.301. There is no much work load for this WLCP layer security protocol. 
The benefits of WLCP layer security protocol is that 

· it can meet both the above security requirements at the same time
· SA2 and CT1 do not have to add a new protocol layer just for security reason and simplify protocol stack of WLCP
3 Proposal
It is proposed to discuss the following two ways in SA3 for WLCP security and choose one for WLCP security:  

1.  Use Token mechanism(S3-140776) and DTLS security layer (S3-140853) for WLCP security 
2.  Use WLCP layer security protocol for WLCP security
It is kindly proposed to add the following PCR to TS33.402 or TS23.402.
***********************************Start the First Change****************************************

For the first proposal: 1. Use Token mechanism(S3-140776) and DTLS security layer (S3-140853) for WLCP security, It can be discussed offline in SA3#76 meeting merging the previous contribution S3-140776 and S3-140853.
*********************************End of the First change****************************************

For the second proposal: 2. Use WLCP layer security protocol for WLCP security
***********************************Start the Second Change************************************

X WLCP layer security protocol 
X.1 Protection of WLCP signalling
WLCP security is initiated defaultly when UE sends WLCP request to TWAN. So there is only one state for WLCP messages, i.e. ciphering and integrity protected. There is no need to define several options for security header type. The details will be in TS24.244.
WLCP signalling confidentiality protection shall be done at WLCP layer. 

WLCP signalling integrity protection shall be done at WLCP layer. 
    Editor’s note: It is FFS if there is other security requirement for WLCP.
X.2 WLCP Key derivation

WLCP ciphering key and integrity key is derived from MSK in EAP-AKA’ procedure cf clause 6.2 of TS33.402.AAA sends MSK to TWAN in step 19 in EAP-AKA’ procedure. UE also derives WLCP ciphering key and integrity key using the same security parameters. TWAP uses security parameters and MSK to derive WLCP ciphering key and integrity key. Then TWAP sends ciphering key and integrity key to TWAG. When TWAG gets the derived WLCP ciphering key and integrity key, UE and TWAG use these keys to protect WLCP signalling. 
  Editor’s note: It is FFS what security parameters plus MSK are needed for WLCP key derivation.
X.3 Algorithm Negotiation
WLCP ciphering and integrity algorithm is chosen by AAA. AAA receives UE’s supporting algorithm and TWAG’s supporting algorithm in EAP-AKA’ procedure cf clause 6.2 of TS33.402. UE sends UE’s supporting algorithm in step 16 EAP-RSP/AKA’ challenge of EAP-AKA’ procedure. TWAG sends its supporting algorithm in step 17 DIAMETER of EAP-AKA’ procedure. AAA chooses WLCP ciphering and integrity algorithm according to the received algorithms. WLCP ciphering and integrity algorithm will be the same algorithm which UE and TWAG both support. Then AAA sends the WLCP ciphering and integrity algorithm ID to TWAG and UE. 
   Editor’s note: It is FFS of algorithm ID values.
*********************************End of the First change****************************************

