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Abstract of the contribution: This contribution provides analysis on requirements of user identities, and propose two test cases.
1 Introduction
This contribution analyzed test cases for requirements of user identities and proposes six test cases for this requirement.
2 Analysis
RX-1: The user identities stored in MME include IMSI, IMEI, MSISDN, IP address of UE. These user identities shall be protected when they are stored, transferred and processed in the MME.
This requirement could be verified by gathering data containing user identities and check whether these user identities are protected.
RX-2: When mobility Management data containing user identities are for operating/maintenance analysis, the included user identities shall be anonymized to the vendor maintenance pensonnel.
This requirement could be verified by gathering mobility management data by user account with proper privilege.
3 Proposal
It is kindly proposed to add the following PCR into the TR33.806.
***********************************Start the First Change****************************************

6.9 
Rx Requirements of user identities
-
Requirement name: Protection of User Identities 
-
Requirement reference: Mobility Management Data
-
Requirement Description: 
1)
RX-1: The user identities stored in MME include IMSI, IMEI, MSISDN, IP address of UE. 
These user identities shall be protected when they are stored, transferred and processed in the MME.
2)
RX-2: When mobility Management data containing user identities are for operating/maintenance analysis, the included user identities shall be anonymized to the vendor maintenance pensonnel.
-
Security Objective references: PRIVACY.
-
Test case: 
1) Test case 1 for RX-1:

· Pre-conditions: The MME is powered on and user operations are on-going. The tester has privileges to gather data contain anonymized user identities like trace data with user identities anonymized.
· Steps taken to perform the test:

a) The tester logs in MME.
b) The tester starts gathering data, and check user identities parts.
· Expected results:
The user identities parts in gathered data are anonymized and the tester can not get the original user identity. To the same user identities, anonymized results shall not be same in different trace data.
2) Test case 2 for RX-2:

· Pre-conditions: The MME is powered on and the tester has maintenance privilege play vendor maintenance personnel role.
· Steps taken to perform the test:
a) The test logs in MME, and confirm its maintenance privilege.

b) The test starts operating/maintenance analysis, and gets mobility Management data containing user identities.

c) The tester checks the data whether user identities are anonymized.
· Expected results:
The user identities shall be anonymized.
-
Requirement evidences: A document in free form describing: the data protection method used to protect the user identities.
Note:  these are detailed requirements. 
*********************************End of the First change****************************************

