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1. Introduction
This paper discusses two issues with the current requirements in TS 33.320. 

Issue 1:

The enrolment procedure for H(e)NB defined in section 8.5.2 of TS 33.320 is built upon section 9 – “Certificate Enrolment for Base Stations” of TS 33.310. Section 9.2 of TS 33.310 has a requirement that base station and SeGW share the same root certificate and that it be used to authenticate each other. The base station gets its operator root certificate either through provisioning or through CMPv2 enrolment procedure. The SEG will come pre-installed with the operator root certificate.
This requirement opens up a potential security issue in case of H(e)NBs which are by definition in a less secure environment compared to the SeGWs and are more vulnerable to hackers.
Issue 2:

The enrolment procedure for H(e)NB defined in section 8.5.2 of TS 33.320 has a restriction that H(e)NB shall be pre-provisioned with the operator root CA certificate before the start of the procedure specified in clause 9 of TS 33.310 [7].

This is overly restrictive and not required. From the procedure point of view operator root CA certificate must be pre-provisioned in a H(e)NB before the certificate is used as a trust anchor (e.g. when attempting to set up a direct tunnel to another H(e)NB). 

2. Analysis
Issue 1: 

A H(e)NB is typically deployed in customer’s premises and is therefore in a less-trustworthy environment compared to a SeGW that resides in the trusted location inside the operator security domain. The risk of an attacker hacking into a H(e)NB is significantly more compared to a SeGW.
If both H(e)NB and SeGW operator device certificates trace back to the same root, it is theoretically possible for an attacker on H(e)NB to impersonate a SeGW and launch a man-in-the-middle attack on the network. This opens a whole lot of interfaces to attack.
Vulnerabilities in PKI caused by manipulating certificate contents are already well documented. For example, certificate Spoofing via subjectAltName dNSName entry or a null byte in subjectAltName or errors in parsing of certificates are some of the common ones that have been identified and fixed by PKI libraries. 
While this sort of attack cannot be prevented altogether, we reduce the risk of someone impersonating a SeGW by having a different root CA certificate in the SeGWs as compared to the H(e)NBs.
Issue 2: 

It is easy to understand why none of the certificates retrieved during enrolment (using CMPv2) should be implicitly trusted by the H(e)NB; They are coming from an unauthenticated RA/CA and therefore should not be used as a trust anchor when establishing a peer-to-peer tunnel . Hence the requirement to pre-provision H(e)NB with operator root CA certificates. 

But if the root CA certificate retrieved during enrolment is only used to authenticate the H(e)NB and not the SeGW, then requiring that it be provisioned even before enrolment is too restrictive and causes provisioning problems: it requires either that this root CA certificate is provisioned in the factory, or that the H(e)NB obtains provisioning information from the operator using the vendor certificates.
In the above circumstances, this certificate only needs to be trusted by the H(e)NB at the time of tunnel establishment between peer H(e)NBs. It should therefore suffice that this trusted CA certificate is provisioned at any time before peer tunnels are established.
3. Suggested change
*************************START OF CHANGES**********************************
8.5
Enrolment of H(e)NB to an Operator PKI

8.5.1
General

For certain use cases it is advantageous to authenticate the H(e)NB with a device identity and a device certificate issued by the operator. For such cases an automatic enrolment of H(e)NBs to an operator PKI is specified based on device authentication using a vendor device certificate.

Support and usage of enrolment of a H(e)NB to an operator PKI is optional.

If the establishment of direct links between H(e)NBs according to clause 4.3.4 is is supported, then support of enrolment according to the clause 8.5 is mandatory.

8.5.2
Enrolment Procedure

The enrolment procedure to an operator PKI shall follow clause 9 of TS 33.310 [7] with the following additions and exceptions:
-
The root CA certificate which is used to authenticate the SEG may be different to the one which is used to authenticate the H(e)NB.

-
The H(e)NB shall be pre-provisioned with the root CA certificate of the SeGW before the H(e)NB attempts to authenticate the SeGW at the end of the procedure specified in clause 9.2 of TS 33.310 [7].

NOTE 1:
The operator root CA certificate may be provisioned e.g. by pre-provisioning by the manufacturer/vendor or by a management procedure from an initial H(e)MS accessed using a vendor device certificate for authentication.

-
The H(e)NB shall be securely provisioned with the root CA certificate used by the operator for H(e)NB authentication, before it establishes a direct IPSec connection to the peer H(e)NBs by using the configured root CA certificate as the trust anchor to authenticate each other’s certificate chains.
-
The vendor device certificate used for enrolment (and the certificate chain up to the root certificate of the vendor certificate) shall either follow the rules given in clause 9.4 of TS 33.310 [7] or the rules given in clause 7.2.5.2 of the present document.

NOTE 2:
The enrolment procedure may take place with a RA/CA accessible on the public Internet or via a SeGW with a RA/CA accessible on the MNO Intranet. In the latter case the SeGW has to accept a vendor device certificate for enrolment connection, even though the operator device certificate is used later by the SeGW on establishment of the operational backhaul link.

******************************END OF CHANGES**********************************************
4. Conclusion
We kindly ask SA3 to review and agree to the conclusion in this discussion paper.
Companion CR to 3GPP TS 33.320 is proposed in contribution S3-14xxxx
