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*************CHANGE 1***************

6.6
Key issue: Communication between GCSE AS and BM-SC (MB2 interface)

6.6.1
Key issue details

3GPP TR 23.768 [3] concludes:

"GCSE_LTE applications interact with the BMSC to enable for specific GCSE_LTE groups the establishment of eMBMS bearers for specific distribution areas, and with specific QoS level for specific IP flows. 

The BMSC provides the applications with the eMBMS service information for the various GCSE_LTE groups using eMBMS. As such, in Rel-12 it is expected the MB2 interface shall be standardized."

MB2 is used to define the interaction between GCSE AS and BM-SC provided by the 3GPP EPS layer and needs to be protected. A functional split needs to be carefully evaluated and properly indicated via MB2 in order to avoid double encryption.

Editor's Note: SRTP over SRTP can most likely be ruled out, since the aim of Rel-12 is keep existing specifications as they are, if possible.

The security requirements for MB2 need to be considered.

6.6.2
Threats

As defined in 3GPP TS 23.468 [8], MB2 reference point exists between the GCS AS and the BM-SC.

The MB2 reference point provides the ability for the application to:

-
Request the allocation/deallocation of a set of TMGIs,

-
Request to activate, deactivate, and modify an MBMS bearer.

The MB2 reference point provides the ability for the BM-SC to:

-
Notify the application of the status of an MBMS bearer.
MB2-C interface is used for signalling messages and MB2-U interface for user plane messages. The precise information flow between GCS AS and BM-SC is fully specified in 3GPP TS 23.468 [8]. Stage 3 details are given in 3GP TS 29.468 [X0].
In “Activate MBMS Bearer” procedure, MBMS broadcast area is sent from GCS AS to BM-SC in Activate MBMS Bearer Request. TMGI and IP address(es)/port(s) of BM-SC is sent from BM-SC to GCS AS in Activate MBMS Bearer Response. 
If the information including TMGI and IP address(es)/port(s) sent from BM-SC to GCS AS is tampered by attackers, UEs can not receive correct eMBMS media packets. If MBMS Service area information from GCS AS to BM-SC is tampered by attackers, eMBMS media packets will be broadcasted in wrong area. In order to avoid above attacks, the signalling messages between the BM-SC and the GCS AS should be integrity protected.

If confidentiality protection is not provided to MB2-C interface, attackers can eavesdrop and obtain TMGI and MBMS broadcast area sent over MB2-C. According to MBMS broadcast area, the attacker can easily know where the public safety officers are and then launch an attack. After obtaining TMGI, the attacker can also monitor the MSI and receive the DL data on the MTCH corresponding to the TMGI. Thus it allows attackers to attack Group Communication. Based on above analysis, the signalling messages between the BM-SC and the GCS AS should be confidentiality protected.
The existing protocol stack at the MB2-U interface has been specified in 29.468 [X0] to, for instance, transport "IP/UDP/transparent user plane data", where the "transparent user plane data" are transmitted unmodified from the AS to the terminal and may be encrypted. For this data transfer, BM-SC and GCS AS need to open ports that allow the reception of broadcast data. This information has been provided in “Activate MBMS Bearer” procedure on MB2-C. However, when user plane data are transferred, the IP address(es)/port(s) of BM-SC is visible, if no additional protection is applied. An attacker/observer of the system could use this information to inject its forged data and flood the system and UEs with unwanted messages.

Based on this analysis, the user plane messages on MB2-U interface between an operator-owned BM-SC and a third party-owned GCS AS shall be integrity protected, if the operator requires protection, e.g. if not trusted or physically protected.
NOTE: If user plane data are sent in the clear via MB2-U, confidentiality of communication between GCS AS and the UEs involved in the group communication may be threaten. However, it is assumed that the GCS AS transparently applies confidentiality to user plane messages, if wanted. Thus, this threat is out of 3GPP focus in Rel-12.

6.6.3
Security requirements

The BM-SC and the GCS AS shall be able to mutually authenticate each other.
The signalling messages between the BM-SC and the GCS AS shall be integrity and confidentiality and replay protected.

Double encryption above the network layer should be avoided.
The user plane messages between BM-SC and the GCS AS shall be integrity protected.
NOTE: Integrity protection can also be provided by physical, instead of cryptographic protection.

6.6.4
Solutions

Editor's Note: Collecting solutions how to solve the key issue. Mark dependencies to other key issues and also any stage 2 solution that is part of.

NDS/IP mechanism can be used to provide protection to MB2 interface, which is an operator's option.  The GCS AS is merely perceived of as a third party application server by each serving PLMN according to 3GPP TS 23.468 [8].

If the operator does not use NDS/IP mechanism, then other adequate security measures shall be taken to ensure security on that interface.
MB2-C interface can be protected by Diameter (IETF RFC 3588 [12]) using (D)TLS or IKE/IPsec to achieve authentication, authorisation, confidentiality and replay protection.

MB2-U interface is protected if only authorised users can use the ports assigned by MB2-C for user data messages. Thus, a point to point security association between the GCS AS and the BM-SC is needed. IPsec and DTLS are candidate protocols for it. Thus, GCS AS and BM-SC need to agree in a secure way on the security to be used for MB2-U between GCS AS and BM-SC. For this, BM-SC needs to instruct GCS AS whether to establish a security association for the user plane and to provide a target IP address and possible UDP port as target for this security association.

However, the protection of the MB2-U interface is only required if the interface is transmitted using an untrusted network, i.e. it is up to the operator (the owner of the BM-SC) to decide whether the MB2-U interface is trusted or physically protected, or whether it needs protection by a cryptographic protocol. 

6.6.5 
Evaluation

Void.
************* Change 2 ************
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