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*********************************** Begin change 1 ****************************

E.2.2
Addition and modification of DRB in SeNB

When executing the SCG addition procedure (i.e. the initial offload of one or more radio bearers to the SeNB), or the SCG modification procedure requiring an update of S-KeNB, the MeNB shall derive an S-KeNB as defined in clause E.2.4, which results in a fresh S-KeNB,. The MeNB shall forward the generated S-KeNB to the SeNB during the SCG addition procedure or SCG modification procedure requiring key update.  

The SeNB shall derive a key KUPenc from the received S-KeNB as defined in clause E.2.4 of the present specification and use it for all radio bearers that were being added. 

At any point of time, the same KUPenc is used for encrypting all radio bearers between the SeNB and the UE. Once the KUPenc has been derived from the S-KeNB, the SeNB and UE may delete the S-KeNB.

The MeNB shall provide the value of the SCG Counter used in the derivation of the S-KeNB to the UE in the RRC procedure adding the radio bearer(s) in the UE. The UE shall derive the S-KeNB and KUPenc as described in clause E.2.4.

When executing the SCG modification procedure for adding subsequent radio bearer(s) to the same SeNB, the MeNB shall, for each new radio bearer, assign a radio bearer identity that has not previously been used since the last S-KeNB change. 
If the MeNB cannot allocate an unused radio bearer identity for a new radio bearer in the SeNB, due to radio bearer identity space exhaustion, the MeNB shall increment the SCG Counter and compute a fresh S-KeNB, and then shall perform a SCG modification procedure  to update the S-KeNB.  The MeNB may chose to update the S-KeNB instead of assigning a new radio bearer identity even when the latter would have been possible. The MeNB may instead release all radio bearers in the SeNB, and then perform an SCG addition procedure, adding all radio bearers just released as well as the new radio bearer to the SeNB. Since the procedure derived a fresh S-KeNB, radio bearer identities used before the last S-KeNB change can be re-used. 
Editor's note: According to the reply to question 2 and 3 in the LS from RAN2 in R2-141844, the working assumption in RAN2 is that rekeying is performed by releasing all radio bearers and then adding them again. Under this working assumption there can be no existing radio bearers active in the SeNB when the MeNB includes a new S-KeNB when adding a new SCG. It is FFS whether RAN2 changes the WA and hence the above statement needs updating to explain that a rekeying is performed at the same time as the addition. 

If the SeNB does not receive a new S-KeNB from the MeNB during the SCG modification procedure, the SeNB shall use the KUPenc derived from the current S-KeNB as encryption key also for the newly added radio bearer (s).

If the SeNB receives a new S-KeNB from the MeNB during the SCG modification procedure, the SeNB shall use the KUPenc derived from the new S-KeNB as encryption key for all the radio bearer (s).
When the last radio bearer on the SeNB is released, the SeNB Release procedure is performed; the SeNB and the UE shall delete the KUPenc. The SeNB and UE shall also delete the S‑KeNB, if it was not deleted earlier.

*********************************** End change 1 *************************************
*********************************** Begin change 2 ****************************************
E.2.5
S-KeNB update 
E.2.5.1
S-KeNB update triggers

The system supports update of the S-KeNB. The MeNB may update the S-KeNB for any reason by using the S-KeNB update procedure defined in clause E.2.5.2 of the current specification. 
The SeNB shall request the MeNB to update the S-KeNB over the X2-C, when uplink or downlink PDCP COUNTs are about to wrap around for any of the DRBs.

If the MeNB re-keys its currently active KeNB  in an AS security context the MeNB shall update any S-KeNB associated with that AS security context. This retains the two-hop security property for X2-handovers.
E.2.5.2
S-KeNB update procedure
If the MeNB receives a request for S-KeNB  update from the SeNB or decides on its own to perform S-KeNB  update (see clause E.2.5.1), the MeNB shall increment the SCG Counter and compute a fresh S-KeNB, as defined in clause E.2.4.  Then the MeNB shall perform a SCG modification procedure to deliver the fresh S-KeNB to the SeNB. If the MeNB doesn’t perform the previous procedure, the MeNB may instead  release all radio bearers in the SeNB, and then perform an SCG addition procedure, adding all radio bearers just released. 
The MeNB shall provide the value of the SCG Counter used in the derivation of the S-KeNB to the UE in an integrity protected RRC procedure. The UE shall derive the S-KeNB and KUPenc as described in clause E.2.4.
Whenever the UE or SeNB start using a fresh S-KeNB, they shall re-calculate the KUPenc from the fresh S-KeNB.

*********************************** End change 2 ********************************************
