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1
Introduction

In the 64th SA Plenary meeting, the release 13 work scope of Proximity based service was agreed for SA2 working group. The Security requirements and solutions have to be discussed for proper Proximity based service. Therefore, this contribution addresses security aspects for release 13 work of ProSe. 

2 
Proposal
The following is proposed for inclusion in the TR 33.833 to support security features for release 13 Proximity based Services.
3
PCR 

*** 1st Change ***
4
Proximity Services (ProSe)

4.1
Overview of Proximity Services (ProSe)

4.1.1
ProSe Discovery

ProSe Discovery is a process which determines that ProSe-enabled UEs are in proximity of each other. Its use shall be authorized by the operator, and the authorization can be on a "per UE" basis, or a "per UE per application" basis. Similarly, the operator may also provide configuration data, e.g. the proximity criteria, for the use of ProSe Discovery, to a ProSe-enabled UE. The network controls the use of E-UTRAN resources used for ProSe Discovery for a ProSe-enabled UE served by E-UTRAN. ProSe Discovery can be used as a standalone process (I.e. it is not necessarily followed by ProSe Communication) or as an enabler for other services.

There are two different types of Prose Discovery, namely open and restricted. In open discovery, a UE may be discovered without explicit permission, while restricted discovery only takes place with explicit permission from the UE that is being discovered. 

4.1.2
ProSe Communication

ProSe Communication enables establishment of new communication paths between two or more ProSe-enabled UEs. The use of ProSe Communication shall be authorized by the operator and it may take place over E-UTRA or WLAN. 

The network controls the use of E-UTRAN resources used for ProSe Communication for a ProSe-enabled UE served by E-UTRAN. In particular, according to policy a UE's communication path can be switched between an EPC path and a ProSe Communication path and a UE can also have concurrent EPC and ProSe Communication paths.

In addition there are several scenarios that only apply to Public Safety usage:

· ProSe Communication can start without the use of ProSe Discovery;

· Public Safety ProSe-enabled UEs establishing the communication path directly between them, regardless of whether the Public Safety ProSe-enabled UE is served by E-UTRAN; 

· Public Safety ProSe-enabled UEs may participate in ProSe Group Communication or ProSe Broadcast Communication. ProSe Communication is also facilitated by the use of a ProSe UE-to-Network Relay, which acts as a relay between E-UTRAN and UEs not served by E-UTRAN. The use of this relay function is controlled by the operator;

· ProSe Communication can also take place over a ProSe UE-to-Network Relay, which acts as a relay between 
E-UTRAN and UEs not served by E-UTRAN.

4.1.3
Scope of ProSe

The scope of ProSe in Rel-12 is as follows:

•
Configuration of ProSe-enabled UEs; 

•
Open ProSe Direct Discovery (in network coverage);

•
One-to-many communication for Public Safety UEs;

•
EPC-level ProSe Discovery; 

•
EPC support for WLAN Direct Communication.

The scope of ProSe in Rel-13 is as follows: 
•
Restricted ProSe Direct Discovery for non-Public Safety use;

•
Support for model B ProSe Direct Discovery;
•
ProSe UE-Network relays for Public Safety use; 

•
ProSe UE-UE relays for Public Safety use;

•
ProSe Direct Communication one-to-one for Public Safety use.
