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	Reason for change:
	Corrections and editorial modifications to existing text

- Editor’s note states “It has to be clarified whether IETF RFC 3588 [35] or IETF RFC 6733 [36] are to be used. ” can be resolved. Since CT3 has decided on RFC 3588 reference, this ed.note can be deleted. However, since this spec is following MTC Tsp interface, the same logic as for 29.368, i.e.referencing the RFC, but modifying some of the features is applied here. Modified ed.note is proposed to address this issue.
Since RFC 3588 does not know DTLS yet, a formulation is needed to allow protection, when SCTP is used.

The sentence: “If IKE and IPsec are used then the profiles for IPsec ESP and IKE described in 3GPP TS 33.210 [14] and for certificates described in 3GPP TS 33.310 [31] shall be used to provide protection for all signalling messages transferred via the MB2 reference point..” can be deleted, since it is already part of 29.368 section 6.3.3, which has been referenced before by saying “The security profiles for TLS and IKE/IPsec are identical to the ones defined in 3GPP TS 29.368 [36], clause 6.3.3, for the Tsp interface”.
- Ed.Note on DTLS security profile can be resolved by adding a Reference to 33.310 (Note, the sentence “The security profile of DTLS are identical to the TLS protocol profile as defined in 33.310 [31], clause E.” depends on approval of S3.142063 on 33.310).
- Missing reference to MTC Tsp spec was added
- additional references added

- sentence “The GCS AS is merely perceived of as a third party application server by each serving PLMN according to 3GPP TS 23.468 [33].” Deleted, because 23.468 is already referenced in the present specification and the sentence does not add to the security of MB2-C.



	
	

	Summary of change:
	Change 1: references added
Change 2: delete intro text in N.2; ed.notes on RFC and DTLS deleted, due to CT3 alignment (usage of RFC 3588); modified ed.note added; reference to 33.310 for DTLS security profile and alignment of text: if SCTP is supported, then DTLS shall be supported; mutual authentication text clarified and related ed.note deleted; topic of ed.note addressed in NOTE to better clarify the RFC old/new issue (and CT3 decision)
Revision 1: 

- proposed text on DTLS profile should reference “Annex” E.

- In “(D)TLS or IKE/IPsec may be used to protect MB2-C” ( use “should” instead of “may”. In addition, this sentence needs to be connected with the following to be clear that security shall be used. 
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*********Change 1

2
References

[36]
IETF RFC 6733: "Diameter Base Protocol".
[XZ]
3GPP TS 29.368: "Tsp interface protocol between the MTC Interworking Function (MTC-IWF) and Service Capability Server (SCS); Stage 3".
[ZZ]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[X4]
IETF RFC 6347: "Datagram Transport Layer Security Version 1.2".
[X6]
IETF RFC 5996: "Internet Key Exchange Protocol Version 2 (IKEv2)".
*********Change 2

N.2
Security solution for MB2-C interface


The Diameter mechanisms as specified in IETF RFC 3588 [35] shall apply to MB2-C reference point unless explicitly stated otherwise. 

TLS (IETF RFC 5246 [ZZ]) shall be mandatory for implementation on MB2-C. If SCTP is supported then DTLS shall be supported (IETF RFC 6347 [X4]). IKE/IPsec (IETF RFC 5996 [X6]) is optional for implementation on MB2-C. 
NOTE: The use of Diameter in the present specification is based on RFC 3588 [35].  Nevertheless, the security mechanism defined for MB2-C reference point rather aligns with the security mechanism in RFC 6733 [36]. The only difference to the security in RFC 6733 is that the support for DTLS is made conditional on the support of SCTP.
The security profiles for TLS and IKE/IPsec are identical to the ones defined in 3GPP TS 29.368 [XZ], clause 6.3.3, for the Tsp interface. The security profile of DTLS is defined in 33.310 [31], annex E.

Mutual authentication for the MB2-C interface shall be performed as defined in 3GPP TS 29.368 [XZ], clause 6.3.2, for the Tsp interface with MTC-IWF and SCS replaced by BM-SC and GCS AS respectively. In particular, the rules for Diameter deployments defined in TS 29.368 [XZ], clause 6.3.2, shall also apply to the MB2-C interface.
 

(D)TLS or IKE/IPsec should be used to protect MB2-C. 

If the operator does not use the mechanisms described in this clause, then other adequate security measures shall be taken to ensure security on that interface. It is up to the operator, i.e. the owner of the BM-SC, to decide whether the MB2-C interface is trusted or physically protected, or whether it needs protection by a cryptographic protocol as specified above.

******************* END of Changes ************

