3GPP TSG SA WG3 (Security) Meeting #76
S3-142265
25-29 August 2014 Sophia Antipolis (France)
revision of S3-142095
Source:
Huawei, HiSilicon
Title:
Test cases for Security requirements on MME user account and password management
Document for:
Approval 
Agenda Item:
SCAS
Work Item / Release:
R-13
Abstract of the contribution: This contribution provides analysis on test cases for Security requirements on user account and password management, and propose six test cases..
1 Introduction
This contribution analyzed test cases for security requirements on MME user account and password management and proposes six test cases for this requirement.
2 Analysis
R7-1: Consistent security policy should be adopted for user account and password management on MME. Consistent security policy includes password management policy, user account freeze policy and rejecting repeat login policy.
This requirement is summary of all specific requirements. All test cases for specific requirements below will verify this requirement.
R7-2: Password management policy: a) Password modification shall be performed by force after initial login.

One new created user account on MME perform initial login will verify this requirement.
R7-2: Password management policy: b) Password strength shall be configurable. Passwords shall consist of uppercase, lowercase, numeric and special characters. The number of characters in the passwords shall be configurable.
This requirement could be verified by modifying configuration of password strength.
R7-2: Password management policy: c) Password shall be modified based on password management policy. Historical passwords shall not be allowed up to a certain number. The number of disallowed historical passwords shall be configurable.
This requirement could be verified by modifying configuration of historical password, and try to change password with historical password.
R7-2: Password management policy: d) Password storage shall support one-way hash algorithm with salt value.

This requirement could be verified by checking storage form and change password with same content twice.
R7-3: User account lock-out policy: a) The maximum number of user account login attempts should be configurable.

R7-3: User account lock-out policy: b) There shall be a delay in allowing a user attempt to login again when login attempt numbers exceeds the maximum number. This delay should be configurable.
These two requirements could be verified by modifying configuration of lock-out and attempting login with wrong password for lock-out times.
R7-3: User account lock-out policy: c) The system shall enforce password expiry, and account lockout after failure to renew the password, according to configurable timers.
Lock-out is one of the mechanisms to stop brute force. Every lock-out event will be logged. It is not necessary to renew the password.
3 Proposal
It is kindly proposed to add the following PCR into the TR33.806.
***********************************Start the First Change****************************************

6.8 
Security requirements on MME user account and password management
-
Requirement name: Security requirements on MME user account and password management 
-
Requirement reference: to be done later
-
Requirement Description: 
1)
R 7-1: Consistent security policy should be adopted for user account and password management on MME. Consistent security policy includes password management policy, user account freeze policy and rejecting repeat login policy.
2)
R 7-2: Password management policy:
a)
Password modification shall be performed by force after initial login.
b)
Password strength shall be configurable. 
Passwords shall consist of uppercase, lowercase, numeric and special characters. 
The number of characters in the passwords shall be configurable. 

c)
Password shall be modified based on password management policy. 
Historical passwords shall not be allowed up to a certain number. 
The number of disallowed historical passwords shall be configurable.
d)
Password storage shall support one-way hash algorithm with salt value.
3)
R 7-3: User account lock-out policy:
a)
The maximum number of user account login attempts should be configurable.
b)
There shall be a delay in allowing a user attempt to login again when login attempt numbers exceeds the maximum number. This delay should be configurable.

4)
R 7-4The system shall enforce password expiry.
-
Security Objective references: SECURE STORAGE.
-
Test case: 
1) Test case 1 for R7-2 a):
· Pre-conditions: The MME is powered on and the tester has privileges to create new user account.
· Steps taken to perform the test:

a) The tester performs login action on MME.
b) The tester creates a new user account A, which should change the password at the initial login.
c) The tester performs logout action, and then performs login action with user account A.
d) The tester gets prompt that user shall change password at initial login, otherwise the login action will be terminated.
· Expected results:

a) If password change is canceled / failed, the tester cannot login.

b) If password change is successes, the test can login.
2) Test case 2 for R7-2 b):

· Pre-conditions: The MME is powered on and the tester has privileges to modify password management policy.
· Steps taken to perform the test:
a) 
b) 

a)       The tester uses user account A logins, and modifies password management policy on MME.

b)       The user account A can modify configuration for password strength, including password consistent and character numbers.

c)     The tester logins as user account B.
d)       The tester uses user account B changes current user account password according to policy.

e)      The tester uses user account B changes current user account password to not match password policy.
· Expected results:
a) If the tester modify password comply with password management policy, the modification will successes.

b) If the tester modify password not comply with password management policy, the modification will fail.
3) Test case 3 for R7-2 c):

· Pre-conditions: The MME is powered on and the tester has privileges to modify password management policy.
· Steps taken to perform the test:

a) The tester logins with original user account password A on MME.
b) The tester modifies the number of disallowed historical passwords to N.
c) The tester modifies user account password with different passwords for N-1 times.
d) The tester modifies user account password with A.
· Expected results:

The tester fails in modifying password with A at N, and gets prompt that historical password shall not be used.

· 
· 
a) 
b) 
c) 
· 

5) Test case 5 for R7-3 a) & b):

· Pre-conditions: The MME is powered on and the tester has privileges to modify account lock-out policy.
· Steps taken to perform the test:

a) The tester logs in MME.
b) The tester modified user account lock-out policy with attempt numbers to N and delay time to T.
c) The tester logs out.
d) The tester performs login action with wrong password for N times.

· Expected results:
a) After the tester attempts N times with wrong password, the user account will be lock out, and can be attempted after T delay time.
b) After T delay time, the tester can login with proper password.
6) Test case 6 for R7-3 c):

· Pre-conditions: The MME is powered on and the tester has privilege to config user account password expiry time.
· Steps taken to perform the test:
a) The tester logs in MME.

b) The tester modifies the user account password expiry time to T.

c) After expriry time T, the tester logs in MME, and shall be forced to modify password.
· Expected results:
a) The tester can login after modify password successfully.

b) The tester cannot login if fail to modify password.

*********************************End of the First change****************************************

