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Abstract of the contribution:  This contribution addresses the issue of so-called group accounts (shared accounts) when defined by the manufacturer in the network product. It does not address the issue when or if such accounts are defined by the operator, for example when permitted by policy. 
Introduction  
For the context of Repudiation “threat category”, we address the topic of group accounts (shared accounts) for the MME SCAS. Usage of group accounts means that non-repudiation is essentially lost, at system level, which is serious especially for high privilege accounts.
We spell out the associated threat to the threat repository, referring to Repudiation threat category. A definition of ‘System Group Account’ is proposed, alongside with one requirement to restrict these, and a test case.

Analysis
Due to needs of traceability and non-repudiation, and for other security reasons, each system user account should be tied to a single user individual. For that reason, usage of so-called group accounts (shared accounts), for which one user account is shared between several users, is normally forbidden by policy in an organisation where a certain level of security applies. It may also be forbidden in local legislation, for example the enforcement of user traceability when a system user handles privacy sensitive data, see further below.
For system-technology reasons so called “system group accounts” may still exist in a network product. One example being the ‘root’ account in Unix/Linux based systems. It is by definition a group account since it user id is predefined and cannot be changed for different users of this account, for purposes of traceability and non-repudiation in the system. While at the same time, for operational reasons more than one individual needs to have access to this high-privilege account. It should also be noted that usage cannot be avoided, irrespective of security policy. Usage of this group account is forced upon, in the business.
There may or may not also exist also other system group accounts, beside ‘root’, in a system. This regrettable possibility forms the main basis for this contribution.
Theories are seen in communities or literature for how many individuals should be allowed to share an (unavoidable) high-privilege system group account. For the ‘root’ account, one such number seen is: 7. In the operational environment for an operator of a 3GPP network, this number-limit may be hard to fulfil, and to control. Irrespectively, in real operations the risk always exist that group accounts are used at too high an extent, due to operational ease, simplicity, time pressure, etc, compared to using a normal user account. It is not only the operator that can be held responsible for usage of group accounts, if the network product design permits or even encourages the usage.
Although security alone is the main motivation for this input – this comes from long time of concern -  regulatory aspects are sometimes taken into account in 3GPP SA3 [1,2]. From 2014-09-01, Swedish telecommunication regulation requires logging (and traceability) of administrator activity, when accessing e.g. traffic data [2]. And for those that sympathise with requirements as suggested by [3] we refer to requirements 3.01-16, 3.21-16, and 3.01-13, in that input.
One could argue that a 3GPP system should strive for all or some of the following princples:
1) Forbid all system group accounts in a 3GPP network product.
2) A system should be designed so that the operational need for usage of system group account is minimized. A system group account should, by system design, need as few users as possible and this restriction should not impose operational unease.
3) A system should be designed so that there are none or as few system group accounts as possible. Preferably, only the ‘root’ count should be allowed to exist, as a system group account, if any.
At least principles 2) and 3) could be inserted into suitable SECAM documentation. However here we make only the smallest effort and address only the point No. 3), namely that: no other system group accounts should exist beside ‘root’. 
For this we need to define the concept of system group account, from which the requirement can be formulated.
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[1]  Terms of Reference 3GPP SA3. See also e.g. 3GPP TR 33.849, Annex B, although Sweden was here not part of the listing.
[2]  With a translation tool see the brief § 7 and (§ 2) in “PTSFS 2014:1 - Post- och telestyrelsens föreskrifter och allmänna råd om skyddsåtgärder för behandlade uppgifter”, PTS, Sweden, 2014. 
[3] “Security Requirement Network Signalling Node en”, Deutsche Telekom Group, 3GPP SA3 contribution S3-142033.
Proposal
It is proposed to in TR 33806 add the below definition of ‘System Group Account’ and a requirement to restrict their existance on MME network product class. It is proposed to be classified as a hardening requirement, although we are open on that, i.e. whether to place it in clause 6 or clause 7 of 33.806. We also propose to add the an associated threat description, for SA3 consideration.
Note: The inclusion of word ‘system’ in the proposed concept, ‘system group account’, is meant to separate this concept from the more general ‘group account’ concept. That is, we here refer to a product technology constraint only, and not being dependent on operational policy or operator-policy compliance.
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***	BEGIN CHANGES	***
[bookmark: _Toc388959089][bookmark: _Toc391401442]3.1	Definitions
For the purposes of the present document, the terms and definitions given in TR 21.905 [1], TR 33.916 [5] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1] and TR 33.916 [5]. A term defined in TR 33.916 takes precedence over a term defined in TR 21.905.
example: text used to clarify abstract rules by applying them literally.
System group account: a predefined system account in the network product, usually with special privileges, which has a predefined user id and hence cannot be tied to a single user (individual) in a normal operating environment. One example is the ‘root’ account.
***	END OF CHANGES	***

***	BEGIN CHANGES	***
[bookmark: _Toc391401488][bookmark: _Toc381215950]5.4.2.xx		Threat from repudiation due to system group account usage 
-	Threat Name: Repudiation due to system group account usage
-	Threat Reference: to be done later
-	Threat Category: Repudiation
-	Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-	Threat Description: A system user, including a possible attacker, can maliciously or erroneously access and modify data in the MME system, without no or lesser possibility of the actions later being traceable to his/her user identity.
-	Threat relevance: Mitigate
NOTE: This is a high-level threat. It has a relation to other threats: ‘T1 Threat from the internal attacks’, ‘T8 Tampering’, ‘T10 Elevation of privilege’, It can be mapped to the security objectives: SECURE MME ADMINISTRATION, SYSTEM MONITORING.
***	END OF CHANGES	***

***	BEGIN CHANGES	***
[bookmark: _Toc391401523]7.x 	Requirements on system group accounts
-	Requirement name: System group account limitation 
-	Requirement reference: to de done later
-	Requirement Description: 
RX-1: No System Group Accounts beside ‘root’ shall exist in the network product. 
-	Threat references: ‘TX Repudiation due to system group account usage’, ‘T1 Threat from the internal attacks’, ‘T8 Tampering’, ‘T10 Elevation of privilege’.
-	Test case: Check that no system group accounts exist, beside the ‘root’ account.
-	Requirement evidences:1) Declaration from product manufacturer stating that the RX-1 is fulfilled, and 2) test report statement with reference to RX-1 from the independent test house. 
NOTE:  This is a high-level requirement. 

***	END OF CHANGES	***
 
