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Abstract of the contribution:  We have made a pCR to TR 33.806 in special sympathy to the high-level requirement 3.01-19 in Deutsche Telekom’s share of requirements in S3-142033.
Introduction  
 This input concerns the database, or the various databases, holding account information for system-user access to the MME, i.e. the maintenance access. Access-control security will depend on the complexity to maintain and administer these databases.

Analysis
It is very problematic for maintenance and operation if for one or several system areas there are multiple instances of databases with system user credentials to maintain. Implicitly, therefore, or perhaps even directly (as argued in [1]), it becomes a security risk.
If an operator procures an “MME system”, or an “LTE packet core”, for the network, it can, for example, consist of several physical network elements. It is therefore reasonable to require that the operator needs to maintain system accounts data in only one place. Typically this single database would be associated to the central management system. It is highly undesirable if also local (independent) credential databases need to be maintained. 
It can also happen, as another example, that web based management is used for managing a platform server, although the platform includes an element management system.  It can also happen that a platform includes more than one management system.  In such scenarios, there might be storage of user accounts or credentials on each platform server employing the web based management.  Better would be, if those management systems and/or network elements could merely act as e.g. RADIUS or LDAP clients in order to support a centralized storage of user credentials, in one place.   
For further motivation and alternative description of the problem, we can refer also to the outlay of Req. 3.01-19 in S3-142033 [1].
TR 33.806 is a SCAS for the MME only. The requirement of centralized security management would perhaps be more obvious to make for a system (farm) that consists of several (types) nodes or network elements. Again however, also an MME system in a real procurement would normally come in several physical network elements with different addresses. As a whole, we argue that also a SCAS for only the MME should be in consistance with this requirement.
References:
 [1] “Security Requirement Network Signalling Node en”, Deutsche Telekom Group, 3GPP SA3 contribution S3-142033.
Proposal
It is proposed to insert a threat that describes this maintenance-workload vulnerability.

pCR 

***	BEGIN CHANGES	***
[bookmark: _Toc391401488][bookmark: _Toc381215950]5.4.2.xx		TX Access-control threat due to complex administration and human error  
-	Threat Name:  Access-control threat due to complex administration and human error
-	Threat Reference: to be done later
-	Threat Category: Unauthorized access
-	Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-	Threat Description: The risk of user accounts being forgotten during change or deletion, or other slips in their handlings caused by maintenance workload. This could more easily give a user wrong system rights, or unintentionally continued access to a system. The threat is especially relevant when numerous, independent account databases, instead of a single centralized one, need to be managed and maintaned.In addition, credentials and accounts are sensitive data, which become more vulnerable as a whole if stored in many places. 
-	Threat relevance: Mitigate
NOTE: This is a high-level threat. It has a relation to other threats: ‘T1 Threat from the internal attacks’, ‘T5 Security threats on MME management and maintenance interfaces’, ‘T6 Security threats on MME user account and password management’, ‘T10 Elevation of privilege’. It can be mapped to the security objectives: SECURE STORAGE, SECURE MME ADMINISTRATION.
***	END OF CHANGES	***

***	BEGIN CHANGES	***
[bookmark: _Toc391401523]6.x 	Requirements on centralized security management
-	Requirement name: Centralized security management 
-	Requirement reference: to de done later
-	Requirement Description: 
RX-1:  For access control, the system must use only one central database containing account data and credentials.
RX-2: No local independent databases, beside the centralized database, shall exist that stores account data and credentials, used for access control to the system.
-	Threat references: ‘TX Access-control threat due to complex administration and human error’, ‘T1 Threat from the internal attacks’, ‘T5 Security threats on MME management and maintenance interfaces’, ‘T6 Security threats on MME user account and password management’, ‘T10 Elevation of privilege’.
-	Test case: To be determined / Not applicable.
-	Requirement evidences: Declaration from product manufacturer stating that the RX-1 and RX-2 are fulfilled. 
NOTE:  This is a high-level requirement. 

***	END OF CHANGES	***
 
