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**** START OF CHANGES ****

6.2.3.2
Identities

The PGKs are specific to a particular group and hence have a Group Identity associated with them. In addition each PGK associated with a group has 8-bit PGK Identity (PGK ID) to identify it. This allows several PGKs for a group to be held simultaneously as each can be uniquely identified. This means that the combination of Group Identity and PGK Identity uniquely identifies a PGK. The Group Identity is the Layer 2 destination identity of the group.

Each member of a group has a unique Group Members Identity. This is used a part of the PTK derivation to ensure each user generates unique PTKs for protecting the data that they send. The Group Members Identity is the Layer 2 source address when the UE sends data.



A PTK is uniquely identified by the combination of Group Identity, PGK Identity, Group Member Identity of the sending UE and a 16-bit PTK identity (PTK ID). The PTK Identity is used as part of the derivation of PTK to ensure that all PTKs are unique. Under a particular PGK, the PTK identities are used in order starting with 0.
A 16-bit Counter is used under a particular PTK to ensure keystream freshness and in the same way that the PDCP Counter or NAS Counters are used in regular LTE, i.e. each Counter value shall be used only once with a particular PTK. The Counter starts at zero for each PTK.
NOTE_X: The Counter fulfils the same role as the PDCP sequence number in the legacy PDC protocol in that it ensure keystream freshness while using a fixed key.

For each groups that the UE is a member of, the shall store needs a value of PTK ID and Counter in either the USIM or non-volatile memory on the ME to prevent the re-use of the same values under a PGK in case the UE unexpectedly power down. The UE shall store them on the USIM if the USIM supports such storage or in non-volatile memory in the ME otherwise. These stored vales shall be associated with the PGK that is being used to send the data.

After power on but before sending any one-to-many data, the ME shall read and reset this PTK ID and Counter from the USIM or non-volatile memory of the UE as follows. The ME shall copy the values PTK ID and Counter into volatile memory. If the USIM supports the storage of PTK ID and COUNTER, then it shall also increase the PTK ID in the USIM by 3 if it is less than 2^16-4 or to 2^16 – 1 otherwise, and set the value of Counter to 2^16-1 (its maximum value). If storage in no-volatile memory of the ME is used, the ME shall keep the value of PTK ID in the non-volatile  the same and set the Counter to 2^16-1.
NOTE_Y: The PTK ID on the USIM is set higher than if it was held in non-volatile memory to reduce the number of writes to the USIM. It is not set to the maximal value in both cases as this would invalidate a PGK for a possibly out of coverage UE.  
The UE shall then use the PGK with the PTK ID and Counter in volatile memory to send data increasing the Counter for each protected packet sent. 
If a PGK that is used to send the data is changed, then if USIM storage is used, the UE set the PTK identity to 3 and associate the stored PTK identity and the Counter value in the USIM with the new PGK. For storage in non-volatile memory in the ME, it shall set the PTK identity to zero and associate it and the Counter value in non-volatile memory with the new PGK. The UE shall set both the PTK ID and Counter in volatile memory to zero. The UE shall then protect data using the new PGK. 
If the Counter is about to wrap around in the sending UE then a next PTK Identity shall be used and the Counter reset to zero.  The new PTK key shall be derived from the PGK key taking the new PTK Identity into use. Before sending any data protected with the new PGK, if USIM supports the storage of PTK ID, the UE shall increase the PTK ID stored on the USIM by  3 if it is less than 2^16-4 or to 2^16 otherwise if stored PTK would be less than the one about to be used. Otherwise it increases the PTK ID in non-volatile memory by one. A new PEK shall be derived from the new PTK key as well. The old PTK key shall be deleted together with the corresponding old PEK derived from the old PTK key.
At power down, if USIM supports storage of PTK ID, then the UE shall set the PTK ID and Counter values in the USIM equal to those held in the volatile memory of the UE (i.e. the values that would be used to protect the next packet). Otherwise the UE shall set the PTK ID and Counter values in the volatile memory equal to those held in the volatile memory of the UE
If the receiving UE receives a PDCP packet with a new PTK Identity that has not been previously used with the same PGK and PGK identity in the receiving UE, then the receiving UE shall delete any old PTK key kept for the same PGK and PGK identity and also delete the corresponding old PEK derived from the old PTK key.


**** END OF CHANGES **
