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1. [bookmark: page2]Why do we kick off the security work of management?
3GPP SA status: 
In the SA#63 meeting, Network Function Virtualization (NFV) has been concluded as an important topic. Although it has no consensus in SA#64 meeting whether to motivate or block, it has no objection to the previous conclusion that NFV is important. So that is why in last May SA3 meeting, China mobile proposed discussion paper on the NFV security; this was intended to draw your attention to the NFV. We have also shared our company study result there that NFV with features such as function virtualization, detachment of software from hardware, etc. will bring new security threats, like new threats due to combining virtualisation technology with networking [x]. So we think we should study on NFV security. 
1. SA5 status: Now we are noticed that SA5 has already approved this WID and endorsed in SA plenary meeting. So it is true that SA5 will kick off this management work study anyway. 
2. SA2 status: And in SA2#104 meeting, it was concluded that SA2 will not approve the NFV WID because there is no consensus in SA plenary. For architecture influence by NFV, only significant optimization will be dealt with under TEI-13 WI in SA2. We have noticed this kind of information. That discussion about the NFV framework should be decided first in SA2. We can study the general NFV security after SA2 has NFV framework. 
3. SA3 status: However, with the offline email discussion in SA3 with the mostly interested companies, we know they have some concerns on whole NFV security study at current stage. As a result, we have no any intention to propose to do the whole NFV security work NOW in SA3, because as we all know, in the last SA plenary meeting, it has caused a lot of hectic discussion about the NFV, some companies think it is early to do in R13. 
Then based on the 3GPP procedure, we SA3 should take our own responsibility to start the security work study to align with SA5. And also this is just a study item. So we do hope we need to kick off now. 
So we should touch the management security to align with SA5 this time now. As for the general NFV security, we can touch other aspect later, i.e. when SA2 has some progress.

NFV security study phases: 
Based on the 3GPP SA status, we propose to do the study in two phases: 
Phase 1: Study SA5 related management security since now it has already SA5 work in progress
Phase 2: Study general NFV security (which shall cover all of the security of SA5, SA1 and SA2) if SA1 and SA2 has approved WID also. 

In short, we can do the general NFV security study after the existing SA5 security since SA2 has no any WID, of course, we can merge the 2 phases together, but there is still some concern from some companies that there is no basis from SA2. 
For the phase 1, the detailed considerations are as following: 
What should SA3 do: 
Based on the SA5 work, since they will refer to much work from ETSI, but the reality of ETSI is
1. ETSI currently lacks the management security. 
2. And also ETSI only does the gap analysis. They don’t do any specs.
So we deduce 3GPP of course is required to take on this kind of responsibility. 
Time scale: August or Nov to kick off
People may argue that SA5 has nothing now, and we need to wait. Yes, it is right. But early start can help us to think more and enough so that we can have a good prepare on the security work. 
NFV management I believe is quite different from other traditional telecomm world management, you can see from the ETSI study. So at least we can start the analysis of the gap, the threats and the new issues. 5G, NFV and SDN will play very important role in the future. So we do need to prepare earlier since they are different from the traditional stuff and quite many new challenges. This shall be beneficial to both vendors and operators. 
How to do, working way: study item form or direct solution to SA5
Option1:  Study item format to align with SA5: 
a) SA3 set up a WID to kick of the security study of network management of virtualized network
b) include the security solutions into SA3 own specs
Note: this means we have our own NFV security management specs

Option2:  Communicate with SA5 through LS by providing SA5 security solutions or comments directly without study item
a) SA3 communicates with SA5 through LS security solutions, proposes security solutions to SA5 through LS. 
b) Make CRs to modify related documents directly under TEI-13 WI, rather than to setup a dedicated NFV security WI
[bookmark: _GoBack]Note: this means we don’t have our SA3 own NFV security management specs in R13

In the next part, we will share with you our some rough analysis to show you it is indeed required. We do think it is needed, not just WID driven or sth. 
2. What shall we do basically in SA3 to align with SA5
Background of SA5 work
SA5 is studying the following things
1. The network management scenarios according to the ETSI NFV ISG architectural framework (i.e. in fully virtualized networks and in mixed network). 
2. Identifying the potential impacts on the existing 3GPP Management reference model
3.  Proposing enhancements or extensions to the 3GPP Management reference model, if an impact is foreseen etc.  
Possible Security issues
The following diagram describes the ETSI NFV ISG architectural framework.
[image: ]
In the above diagram, we can find the following security threats of the network management of virtualized network:
1. Fake OSS/BSS: an attacker can utilize a fake OSS/BSS to pose a legal OSS/BSS to communicate with NFV management and orchestration (NFV MANO). 
2. Fake NFV MANO: an attacker can utilize a fake NFV MANO to pose a legal NFV MANO to communicate with OSS/BSS.
3. Fake management entity in NFV MANO: an attacker can utilize a fake management entity in NFV MANO to pose a legal management entity to communicate with other management entities in NFV MANO or NFVI etc.
4. Interface threats: an attacker can intercept, tamper and/or fake the data in interfaces (e.g. Or-Vnfm, Or-Vi, Vi-Vnfm etc.)
Of course, these rough analyses on the threats are very initial and they can be polished later.

3 Summary 
Point 1：For the NFV security study, we propose to do the general study on NFV security with following phases:
Phase 1: Study SA5 related management security since now it has already SA5 work in progress
Phase 2: Study general NFV security (which shall cover all of the security of SA5, SA1 and SA2) if SA1 and SA2 have approved WID also. 
Point2: Furthermore, for the phase 1, which way to go here?
Point 2.1
1. Alignment with SA5: 
a) Option 1: through a study item WID
c)  Option 2: make CRs to modify related documents directly under TEI-13 WI by directly communicate with SA5 through LS to provide security solutions. rather than to setup a dedicated NFV security WI, 
Point 2.2, what time to go? 
2. Timescale, August or Nov to kick off this study item if it is WID format. 
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