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Abstract of the contribution: this contribution aims to solve remaining editor’s notes in clause x.2.3.3 of 3GPP TS 33.203
1. Introduction
This contributions aims to solve Editor’s Notes remaining in clause X.2.3.3 of 3GPP TS 33.203 that specifies the use of IMS AKA for WebRTC IMS Client authentication. 
2. Analysis 

This section addresses the Editor’s Notes associated to the WIC authentication with the use of IMS AKA described in clause X.2.3.3 of 3GPP TS 33.203. 
2.1 
New Algorithm string

The clause X.2.3.3 states that:
“After successful execution of the AUTHENTICATE command, the ME securily derives the HTTP Digest password as described in RFC 4169 [xx] using as pseudo-random function (PRF) the key derivation function (KDF) specified in Annex B of 3GPP TS 33.220 [yy]. The WebRTC IMS Client uses this HTTP Digest password to provide the authentication response in the SIP Register message. The WIC shall not have access to the keys CK and IK.” 

With following Editor’s Note:

Editor’s note: A new algorithm string needs to be defined for the 3GPP KDF in HTTP Digest.
Extract of RFC 4169 (HTTP Digest AKAv2)
“2.1.  Password Generation

   The client shall use base64 encoded [1] parameters PRF(RES||IK||CK,

   "http-digest-akav2-password") as a "password" when calculating the

   HTTP Digest response directive for AKAv2.

   The server shall use base64 encoded [1] parameters PRF(XRES||IK||CK,

   "http-digest-akav2-password") as a "password" when checking the HTTP

   Digest response or when calculating the "response-auth" of the

   "Authentication-Info" header.

   The pseudo-random function (PRF) used to construct the HTTP Digest

   password is equal to HMAC [2] using the hash algorithm that is used

   in producing the digest and the checksum.  For example, if the

   algorithm is AKAv2-MD5, then the PRF is HMAC_MD5.
   The string "http-digest-akav2-password" included in the key

   derivation is case sensitive.”
Extract of RFC 3310 (HTTP Digest AKAv1)

“3.1 Algorithm Directive

   In order to direct the client into using AKA for authentication

   instead of the standard password system, the RFC 2617 defined

   algorithm directive is overloaded in Digest AKA:

           algorithm           =  "algorithm" EQUAL ( aka-namespace

                                  / algorithm-value )
           aka-namespace       =  aka-version "-" algorithm-value

           aka-version         =  "AKAv" 1*DIGIT

           algorithm-value     =  ( "MD5" / "MD5-sess" / token )”
….

    “Example:

            algorithm=AKAv1-MD5”
Since the Key Derivation Function (KDF) defined in Annex B of 3GPP TS 33.220 corresponds to HMAC-SHA-256 ( Key , S), the algorithm = AKAv2-SHA-256 should be used with RFC 4169 to cover the case of PRF with HMAC-SHA-256, as specified in clause X.2.3.3 of 3GPP TS 33.203. This implies that the algorithm value = SHA-256 should be used in RFC 3310.

The SHA-256 algorithm is already registered in IANA as HTTP Digest Algorith Value: 

https://www.iana.org/assignments/http-dig-alg/http-dig-alg.xhtml#http-dig-alg-1
Associated RFC is RFC 5843, which adds SHA-256 as new digest algorithm. 

Conclusion:

It is proposed to clarify within clause X.2.3.3 of 3GPP TS 33.203 that the use of KDF as PRF implies that the algorithm equals "AKAv2-SHA-256" in RFC 4169 and the algorithm value equals "SHA-256" in RFC 3310. 

With this clarification the corresponding Editor’s Note in clause X.2.3.3 can be removed. 
2.1 
Security properties
Editor's Note: The security properties of solution using IMS AKA without IPsec and relying on TLS tunnel set up for WebSocket is ffs.

The use of HTTP Digest AKAv2 (RFC 4169) instead of HTTP Digest AKA (RFC 3310) was agreed by SA3 during SA3#75 May meeting in Sapporo. The use of HTTP Digest AKAv2 enables:
· To have a specific authentication response that could not be re-used for UMTS or regular IMS authentication. The keys CK and IK, resulting form IMS AKA authentication are not sent to the WeRTC IMS Client.
· To prevent from known attacks.
For the WIC authentication with IMS AKA, there is no longer set-up of IPsec Security Associations compared to regular IMS AKA. In regular IMS AKA, the REGISTER request carries a Security Client header and uses a security mechanism "ipsec-3gpp" specified in Appendix A of RFC 3329. The use of the Security Client header and "ipsec-3gpp" security mechanism for regular IMS is described in 3GPP TS 24.229 (CT1 specification). It is proposed to define an additional security mechanism "webrtc-3gpp" that would be specific to WebRTC IMS Client authentification. The use of "webrtc-3gpp" security mechanism for WebRTC IMS Client authentication will be described in 3GPP CT specifications (e.g. 3GPP TS 24.371). 

This security mechanism "webrtc-3gpp" could also be defined via IANA registration in similar way that "ipsec-3gpp" was defined in Appendix A of RFC 3329. 
Extract of RFC 3329 (Security Mechanism Agreement for the Session Initiation Protocol (SIP) :

6.1 Registration Information

   IANA registers new mechanism-names at

   http://www.iana.org/assignments/sip-parameters under "Security

   Mechanism Names". 
Conclusion:
The information provided above enable to remove the Editor’s Note asking for information on the security properties of the solution described within clause X.2.3.3 of 3GPP TS 33.203 on WIC authentication with the use of IMS AKA. 

3. Proposals

We kindly ask SA3 to review the companion contributions:
·  S3-142165: CR to 3GPP TS 33.203, which implements the proposals mentioned above
· S3-14xxxz: CR to 3GPP TR 33.871, which proposes an alignment of 3GPP TR 33.871 with clause X.2.3.3 of 3GPP TS 33.203. 
IANA registration for "webrtc-3gpp" security mechanism could be performed. [image: image1.png]



