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In the current requirement template, there is a bullet “requirement evidences”. At present, it is not fully clear what the exact meaning of the “requirement evidences” is. In the existing TR 33.916 and 33.806 are various definitions of “requirement evidences”, while TR 33.916 is already stipulates what needs to be documented by Security Compliance testers. In practice, the item has been filled with redundant information for all requirements so far created. So we propose to remove the “requirement evidences” from the requirement template altogether.
Introduction and analysis
In clause 5.2.3.3 of the current TR 33.916 of the template of requirements, it says
-
Requirement evidences: the type of evidence that must be achieved, that is the expected test results

In clause 6.x of the current TR 33.806, under the editor note, it says
· Requirement Evidences: the expected test results
So, here the requirement evidence is the expected test results, while those are naturally already included in the Requirement Description and in the Test Case.
On the other hand, 

Paragraph5.2.3.3 of TR 33.916 also gives examples how the “requirement evidences” should look like
-
Requirement evidences: A document in free form describing which events were generated, the output from the log-reader.(requirement evidence for the Security audit data generation)
-
Requirements evidences: A document in free form describing: the services listening on each physically accessible port and the type of credential required for access and the output from the different scanning tools.( requirement evidence for Unauthenticated services binding)
It seems the “Requirement evidences” is not the expected results in the example; it is rather the test output in which the test results are included.
One needs to be taken into account that TR 33.916, clause 7.2.3.2 already gives guidance that SCT testers must deliver certain documentation. Amongst others this includes the following three bullets:

-
the test tools and vectors used for the tests;

-
a rationale which demonstrates that the tests cover the SCAS test cases;
-
the test procedure followed in practice (following SCAS test cases) and results (following SCAS output format indications).
In order to avoid redundancy, it should be avoided that each individual security compliance requirement repeats this guidance.
Meanwhile, it seems the “requirement evidences” under specified requirements in paragraph 6 and 7 of TR 33.806 provide redundant information. This is either a standard sentence – or a repetition of the Test Case. They are summarized below:
	Requirement
	According “requirement evidences”

	6.3 R1 security requirement for T1: Internal attacks prevention
	A document in free form describing: the personnel management, the deployment environment of MME which events were generated, and the output from the log reader.

	6.4 R2 security requirement for T2: Sensitive information storage security
	A document in free form describing: the storage method of the sensitive information.

	6.5 R3 security requirement for T3: Resource exhaustion attacks prevention
	Requirement Evidences: A document in free form describing: the signalling congestion method and compromized or misbehaving UE detection method.

	6.6 Security requirements on MME console interface
	Requirement evidences: A document in free form describing: the MME console interface authentication and authorization method, the log of access to console interface were generated.

	6.7 Security requirements on MME Management and Maintenance interfaces
	A document in free form describing: MME support mechanisms to provide confidentiality and integrity protection of the communication between itself and the OAM network, test/debug ports disabled and physically removed from vendor, and there is no local programming interface on the MME.
A document in free form describing: the MME Management and Maintenance interface in which how authentication, confidentiality, and integrity protection is performed and between which network element and the MME.

	6.8 Security requirements on MME user account and password management
	Requirement evidences: to be done later

	6.9 Rx Requirements of user identities
	Requirement evidences: A document in free form describing: the data protection method used to protect the user identities.

	6.11 Security requirement for booting only from intended memory devices
	Requirement evidences: A document in free form describing: the measures ensuring that the MME can boot only from the internal memory.

	6.12 Rx Requirements of Logs Protection and Management
	Requirement evidences: to be done later

	6.13
Security requirements on MME software package integrity
	Requirement evidences: A document in free form describing technology method is provided to guarantee the integrity of software package.

	6.14 Rx Requirements of personal privacy related features and functions
	Requirement evidences: to be done later


You can see that most of the above “requirement evidences” are neither “expected test result” nor “test output”, they describe how the requirements are realized by the vendor on the network product. Some are like the “supporting documentations” which are provided by the vendor to the test lab to help them verify whether the security mechanism stated in the supporting documentations have been realized in the evaluated product. Some others are nothing more than what the evaluator will anyway include when documenting test procedure – aligned to the test case – and the obtained results. Also, one should note that the output format indication is always “free form”.
We can conclude that the “Requirement evidences” is an artifact from the early days of SECAM development, proven to be unneeded in practice. We therefore propose to remove it from the requirement template altogether. If ever needed, any output format indication can be included in the Requirement Description or the Test Case parts of the requirement.
Proposal
We propose SA3 to remove the “requirement evidences” item from the requirements template altogether. Also, the requirements listed already in chapter .6x of TR 33.806 should be aligned to the updated template. As all the information included in the currently existing “Requirement Evidences” is redundant information, this can be done by simply removing them.
We also propose that companies who bring the requirements in to TR 33.806 recheck the according “requirement evidences” and update them if needed. If newly proposed “Requirement Evidences” would include non-redundant information, it is proposed to integrate this either to the Requirement Description or the Test Case parts of the requirement. 
PCR

***
BEGIN CHANGES
***
5.2.3.3
Handling of security requirements 

A SECAM Catalogue of SRs is used as input for Security Requirements and test case definition task. The SECAM Catalogue of SRs has been introduced because it is likely that several network product classes will share very similar if not identical security requirements for some aspects. In order to maximize the reuse of already written requirements, it might be interesting in the normative phase to collect all security requirements written by SA3 into a single "catalogue" document. It would then be possible for the individual SCASs of different network product classes to refer to it directly. This approach matches the requirement that a SCAS will have to be developed in a modular fashion such that an individual module is generic enough to be applied to more than one network product class. This approach can help to prevent from writing the same security requirements from scratch several times in different network product class SCAS (see clause 4 of the present document).

It is important to underline that the SA3 catalogue shall be constructed from existing SCASs, and the intention is not to first create the catalogue and then write the first SCAS based on it. No requirements shall be included in the catalogue before it has been included in a SCAS. This prevents the catalogue from accumulating "good-to-have" requirements that are never used in real SCASs. Consequently, the way to build the proposed catalogue is an iterative process that counts the following steps:

1)
Start the normative phase for a specific Network Product Class (e.g. MME).

2)
Select from the identified sources (for example, CC2, NDPP, OSPP) the proper security requirements that meet the needs of the security objectives and adapt them to SECAM.

3) Add this adapted requirements in the SECAM catalogue in order to reuse if possible during the normative phase of other Network Product Classes.

4)
Start the normative phase of another Network Product Class (e.g. eNB) and refer to the security requirements already available in the SECAM catalogue if possible otherwise select the new ones from the agreed sources (e.g. CC2, NDPP, OSPP) and update the Catalogue.

Usage of CC structure for requirements (class, family, components)

CC part 2 [3] groups security requirements in class, family and components as shown in the picture below:
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A class is a collection of security requirements assessing security risks or defined as a countermeasure to eliminate security vulnerabilities inherent to a given feature/capability. As an example the class "Security Management" covers the security risks the product administration introduces: sensitive information that normally is not transmitted across a network, such as product identifying information, configuration information, and other sensitive management information such as user names and passwords can be transmitted. The security requirements the network product shall be compliant to ensure that management does not expose this sensitive data to someone sniffing or eavesdropping on the network.

CC part 2 [3] contains the following classes:

-
Security Audit: Security auditing involves recognising, recording, storing, and analysing information related to security relevant activities.

-
Communication: This class provides two families specifically concerned with assuring the identity of a party participating in a data exchange (proof or origin, proof of receipt…).

-
Cryptographic support: Cryptographic functionalities can be required to satisfy several high-level security objectives. These latter include (but are not limited to): identification and authentication, non-repudiation, trusted path, trusted channel and data separation. So this class provides mainly requirements on cryptographic operation and key management

-
User data protection: This class provides requirements related to user data protection. -


-
Identification and authentication: This class addresses address the requirements for functions to establish and verify a claimed user identity. Identification and Authentication are required to ensure that users are associated with the proper security attributes (e.g. identity, groups, roles, security or integrity levels). 

-
Security management: This class is intended to specify the management of several aspects of the TOE Security Functions: security attributes, data and functions. The different management roles and their interaction, such as capability, can be specified. 

-
Privacy: This class contains privacy requirements. These requirements provide a user protection against discovery and misuse of identity by other users.

-
Protection of the TOE Security Functions: This class contains families of functional requirements related to the integrity of the mechanisms that constitute the TOE Security Functions and to the integrity of its own specific data. 

-
Resource utilisation: This class provides three families that support the availability of required resources such as processing capability and/or storage capacity. 

-
Resource Allocation provides limits on the use of available resources, therefore preventing users from monopolising the resources.

-
TOE access: This class provides the functional requirements for controlling the establishment of a user's session

-
Trusted path: This class defines the requirements to establish and maintain trusted communication to or from users and the TOE Security Functions.

During SCAS writing SA3 may use these classes and grouping as guidance in order to ensure that no area of the network product class was missed.

SCASs may be developed in a modular fashion such that an individual module is generic enough to be applied to more than one network product class. The final choice of classes for this requirement catalogue is a normative phase activity. Whether SA3 choice will map the CC categories or not will depend on the number of requirements per classes and can only be decided when most of these requirements are already written.

Security requirements are expected to follow a template similar to the one described hereafter:

Template for a Security Requirement Description

Editor's note It is ffs whether it would useful to introduce in an SCAS the concept of conditional requirements. If a function that is optional for a given network product class is present, then security requirements, made conditional on the presence of this function, will apply, otherwise not. 

Statements of security requirements are intended to be clear, concise and unambiguous. A template for this purpose may follow the structure reported in this clause. In particular, each security requirement shall include:

-
Requirement name: each security requirement is assigned a unique name. The name indicates the topics covered by the requirement

-
Requirement reference: a unique short form of the security requirement is provided as a primary means for referencing the class. The convention adopted is: < requirement class reference> - <the first two letter of requirement name> or similar convention
-
Requirement Description: a detailed description for the security requirements identified by SA3 to reduce/counteract the risks outlined by the threat analysis.

-
Security Objective references:a list ofthe short identifiers assigned to the Security Objectives achieved through fulfilling this requirement
-
Test case: a description of the test case that defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.


NOTE 1:
The level of abstraction that should be chosen for test cases should allow implementation specific solution as long as they comply with the SCAS intention. This level of details is likely to be variable depending on the test. This work is to be done during the normative phase.

NOTE 2:
Tests can consist of different types of activities. It could for example consist in reviewing documentation provided by the vendor for a given security requirement but also be of a more technical nature that will imply interaction and stimulation of the network product with a protocol testing tool for example. The concrete test activities will be defined in the normative phase.

Example of derivation of a security requirement from a CC part 2 requirement:

Even if the generic functional requirements are taken from CC Part 2, they have to be instantiated and refined, at least to the extent that they are meaningful to fulfil and still remain applicable to all network products of the network product class. 

Dependent requirements are not required to be included and can be skipped if a short rationale is provided for why it is acceptable to do so. It will be determined in the normative phase in which document rationales will be captured.

An example of audit generation FAU_GEN.1.1 taken from the OSPP v3.9 and NDPP v1.1:
	This is the requirement as specified in CC3.1R4 Part 2
	FAU_GEN.1.1

The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the [selection, choose one of: minimum, basic, detailed, not specified] level of audit; and

c) [assignment: other specifically defined auditable events].

	This is how it is instantiated in OSPP v3.9
	FAU_GEN.1.1

The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of audit; and

c) all modifications to the set of events being audited;

d) all user authentication attempts;

e) all denied accesses to objects for which the access control policy defined in the OSPP base applies;

f) explicit modifications of access rights to objects covered by the access control policies; and

g) other specifically defined auditable events as defined in the table in FAU_GEN.1.2.

	This is how it is instantiated in NDPP v1.1. 

Note that the dependent requirement FPT_STM.1 is include and that the additional requirement FIA_UIA_EXT.1 shows additional events that shall be logged.
	FAU_GEN.1.1

The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up of the audit functions;

b) All auditable events for the not specified level of audit; and

c) All administrative actions;
d) Specifically defined auditable events listed in Table 1.

Table 1 – Auditable events and audit record content:

FIA_UIA_EXT.1
All use of the identification and authentication mechanism. (Provided user identity, origin of the attempt, e.g., IP address).

FPT_STM.1
Changes to the time. (The old and new values for the time. Origin of the attempt, e.g., IP address).
[…]


The SCAS may add explicit tests to these requirements. For example, the test whether "Start-up and shutdown of the audit functions;" is performed by the network product, the product can be started and then stopped and the log can be examined if these events get properly logged.

Here is a concrete example of an instantiation of FAU_GEN.1.1 in the Template for a Security Requirement Description:

· Requirement name: Security audit data generation

-
Requirement reference: FAU_GEN.1.1 (or something else if it becomes necessary to use a different nomenclature to point out that there may be differences compared to CC).

-
Requirement Description: The TSF shall be able to generate an audit record of the following auditable events:

-
Start-up of the audit functions;

-
All auditable events for the not specified level of audit; and

-
All administrative actions;

-
Specifically defined auditable events listed in Table 1.

-
Table 1 – Auditable events and audit record content:

-
FIA_UIA_EXT.1
 All use of the identification and authentication mechanism. (Provided user identity, origin of the attempt, e.g., IP address).

-
FPT_STM.1 Changes to the time. (The old and new values for the time. Origin of the attempt, e.g., IP address).

-
[…]

-
Security Objective references:  SO-1, SO-2, SO-3
-
Test case: Start node and examine if log contains start up event. Login as administrator and examine if log contains the login attempt. Expected tools include log-reader. The skills required by the tester are ability to generate the events and using the log-reader.

Example of an "hardening type" security requirement:

Hardening requirements can also help to make the software/hardware of a network product more robust against un-authorized remote or physical access and can be tested as shown in the following example. 

-
Requirement name: Unauthenticated services binding

-
Requirement reference: HARDENING_BINDING.1.1

-
Requirement Description: No unauthenticated services shall be bound to physically accessible ports of the network product. Unauthenticated service running on the network product and bound to physically accessible ports, even if not security related, can be used by an attacker to gain connectivity on the network product. The attacker could then try to escalate their privileges to further compromise the network product. No unauthenticated service shall be bound to physically accessible ports.

-
Security Objective references: SO-1, SO-2, SO-3;

-
Test case:

-
Review the documentation provided by the vendor describing the physically accessible ports and the services bound to them

-
Document in the report the services listening on each physically accessible port and the type of credential required for access.

-
Connect to all documented services and check that authentication is required.

-
Connect on each physically accessible port and run an appropriate scan to detect listening services on all relevant OSI layers and check whether non documented services are listening and accessible.


- or where remote scanning results are not meaningful like e.g. in case of UDP, use appropriate in-host tools to verify that only documented services are listening and accessible on the physically accessible port


Applicability of a hardening requirement may depend on the OS or application running on the network product. E.g. in case the hardening requires removal of all non-public-key based authentication:
-
Vendor A has implemented this by running the COTS component OpenSSH. Hardening for this authentication function includes e.g. disabling password based login.

-
Vendor B implements this by a proprietary protocol with public and private keys, i.e. a non-COTS component. Hardening for this authentication function includes e.g. ensuring that password based authentication is not implemented or disabled

What ultimately matters for the SECAM evaluation (compliance and vulnerability) is that the network products fulfil the security requirement (functional and hardening) and pass the related test cases, not what method was applied by the vendor to do so.
NOTE 3: 
To fulfil the test cases, implementation and documentation of functional requirements may also include implementation and documentation of some of the hardening requirements
***
END CHANGES
***
