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Abstract of the contribution:

We add a definition of “evaluation report” in TR 33.916, also propose some changes to make it clear that the evalution report/SCT report, BVT report, EVA report is the final output for specific testing. Some editorial changes are also included in.
Introduction and analysis
There is no definition of “evaluation report”, Security compliance testing report, Basic Vulnerability Testing report and Enahanced Vulnerability Anlysis report in TR 33.916. Some times the “testing output” also appears which make the definition confused. So we propose to add a definition of “evalution report” and also propose some changes to make the whole document consistent. Some editorial changes are also included in this contribution.
Proposal
In the first change, we propose to:
· Add a definition of the “evaluation report” and clarify its relathionship with security compliance testing report, basic vulnerability test report, and enhanced vulnerability analysis report.
In the second change, we propose to

· Add some editorial changes to the sentences to make it clear what should be included in the SCT report, BVT report, EVA report.

· In 7.2.3.3 change three small paragraphs into a whole paragraph.

· Delete one repeated praragraph which may a editorial issue in the past.

In the third change, we propose to 

· Replace the “test procedure, test results” with SCT report, BVT report, EVA report respectively.
· Replace  the “SCT, BVT, EVA output document” with SCT report, BVT report, EVA report respectively
PCR
*****************************begin of first change*****************************
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. 
A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1]. 
Security Assurance Specification (SCAS): The SCAS for a given network product class provides a description of the security requirements (which are including test cases) pertaining to that network product class.
3GPP Security Assurance Methodology (SECAM): SECAM is a process used to measure the security features of 3GPP network products studied and described in the present document.

Accreditation: Formal recognition by an accreditation body that a testing laboratory is impartial and competent to carry out specific tests or types of assessments. In the context of SECAM, it would be recognition that a testing laboratory is competent to assess the 3GPP network product against the requirements from the 3GPP SCAS and to produce an evaluation report.


Self-declaration: Self-declaration is a declaration of the claims made on the network product by the vendor. 
It means that a vendor provides a self-declaration of its network product based on the evaluation report required by SECAM to the operator without any review of a certification authority of these reports before.

Self-evaluation: Self-evaluation is an assessment of the network product by the vendor. It means that the vendor has an accredited evaluation lab in its organization that performs the evaluation of the network product. The evaluation lab assesses the network product against defined criteria and produces an evaluation report according to a formalized and standardized procedure.

Third-party evaluation: Third-party-evaluation is an assessment of the network product by an independent third-party. It means that a third-party has an accredited evaluation lab that performs the evaluation of the network product. 
The evaluation lab assesses the network product against defined criteria and produces an evaluation report according to a formalized and standardized procedure. Third-party evaluation is similar to self-evaluation. The only difference is that the party performing the evaluation is different from the vendor.

Certification: Certification is the confirmation by an independent Certification Authority (CA) that the evaluation has been properly carried out. That is, a confirmation that the evaluation criteria, evaluation methods and other procedures have been correctly applied and that the conclusions of the evaluation report are consistent with the evidence adduced. 
The CA does not test the network product or verify the security functionality of the network product. The CA examines the evaluation report. If the CA finds the evaluation report satisfactory, it issues a certificate stating this fact.

Editor's Note: the definition of certification is ffs in order to align with GSMA understanding, as well as the need for definition of Certification and Certificate is fss. 

Certificate: The certificate is the official document attesting that the evaluation of the 3GPP network product against the 3GPP Security Assurance Specifications (SAS) was conducted correctly and was successful. This document is provided by the third-party certification authority. The certificate provides the value that an operator that trusts the Certification Authority (CA) can feel more assured about that the network product fulfils the claimed security level.

Evaluator: evaluates the network product and produces an evaluation report. The vendor, the operator, GSMA, NVIOT, 3GPP, GCF or some other party, could take the evaluator role. 

Accreditation Body: the entity responsible for the accreditation process.

Assurance: is the confidence that a network product meets its specific security objectives. Assurance is usually verified by performing an evaluation. 

Assurance level: is related to evaluation effort in terms of scope, depth and rigor. For higher assurance level, more information with more details is typically required, and this information will be analysed more rigorously.

NOTE 2: 
At this point the "3GPP Assurance Levels" have nothing to do with "Evaluated Assurance Levels" used in Common Criteria. It is for further study how and even if the two map.

Hardening: contributes to the security baseline of a network product, achieved for example by configurations, settings, and protocol restrictions, to decrease the attack surface for a network product. The difference in hardening is one aspect that influences the security baseline of a network product.
Security baseline: The security baseline of an evaluated network product is a set of security requirements and environmental assumptions defining its capacity to resist a given attack potential. 

NOTE 3: 
It is for further study if and how "3GPP Security baselines" take account of and map to those used in other schemes for example the Basic, Medium, and High "Robustness Levels" in NSA NIST.

Vulnerability: An exploitable issue in a network product rendering it unable to withstand attacks. Vulnerabilities create the risk of successful attacks.

Vulnerability Assessment (VA): The process of assessing the output of SCT or BVT activities to classify the found issues by severity in order to identify those which are relevant vulnerabilities.
Security Compliance Testing (SCT): Evaluation process step used to describe activities for checking the compliance of a network product with applicable Security Assurance Specifications (SAS).

Basic Vulnerability Testing (BVT): The process of running security tools against a network product. 
BVT is defined by the use of Free and Open Source Software (FOSS) and Commercial off-the-shelf (COTS) security testing tools on the external interfaces of the network product. Details on these tools can be found in Clause 7.2.4.
Enhanced Vulnerability Testing (EVA): Evaluation process step used in Methodology 2 and described in Clause 7.2.5. This activity takes the output of the earlier Security Compliance Testing (SCT) and Basic Vulnerability Testing (BVT) into account.
Evalution report: the output document delieved by the evaluator for its evalution task, in which the test procedures, the test results and other related information may include. For three specific tasks defined in SECAM (SCT, BVT, EVA), the according output document is SCT report, BVT report, EVA report respectively.
************************** end of first changes*********************************

****************************begin of second change*******************************
7.2.3
Security Compliance testing

7.2.3.1
Inputs

The test bed configured according to the documentation that was produced in step 3 of clause 7.2.2.3.

7.2.3.2
Outputs

In the end of Security Compliance tests, the tester shall deliver a Security Compliance Testing report which includes:

-
A declaration about who carried out the tests; 

-
Network products/features tested and reasons for not testing where applicable 

-
in particular, copies of other Security Compliance related third party certificates and test reports of previous evaluation (internal and/or third party), if appropriate and available;

NOTE:
Whether SECAM recognizes the results of other evaluation schemes, the Security Compliance tester should avoid re-testing previously evaluated items will be decided in the normative phase requirement per requirement. For example, if there is a requirement to implement AES-256 encryption for a component, SECAM might accept a FIPS evaluation of the cryptographic module as a valid test result and might not ask the Security Compliance tester to verify again (source code review, test vectors…) that AES-256 is indeed implemented.

-
a description of the testbed used for the tests, which shall be

-
accurate, 

-
make the test bed reproducible (non ambiguous),

-
representative of real-life network product deployment;

-
the test tools and vectors used for the tests;

-
a rationale which demonstrates that the tests cover the SCAS test cases
-
the test procedure followed in practice (following SCAS test cases) and results (following SCAS output format indications);

7.2.3.3
Activities

The security compliance of a network product is its compliance to a defined set of security requirements. The security requirements set will be provided in the SCAS. The test case describes the validation technique to be used by the Security Compliance Testing laboratories as well as the expected outputs to provide in the evaluation report. It is worth noting that, at least a test case is defined for every security requirement, since every security requirement should lead to

-
positive tests (the network product performs as expected when operated correctly with correct inputs)

-
negative tests (the network product correctly handles error cases such as incorrect usage or incorrect inputs)

3GPP SCAS specifications provide guidelines for the type of tools to be used for the validation of these tests
. 

Security compliance testing laboratories execute the tests contained in the 3GPP SCAS for the evaluated network product as described in the test cases, collect evaluation evidences and include them in the final security compliance testing report (see clause 7.2.3.2 above for details of outputs). 

NOTE:
The test results and data may be collected from test execution instance run by the vendor test team as part of its product development cycle.

7.2.4
Basic Vulnerability Testing

Basic Vulnerability Testing activities consist of requirements for running automated Free and Open Source Software (FOSS) and Commercial off-the-shelf (COTS) security testing tools against the external interfaces of a Network Product. Such tools or equivalent alternatives are likely available to all kind of attackers.

NOTE 1: 
As Basic Vulnerability Testing is universally applicable for all Network Product Classes, the requirements for this testing category are specified as a general SCAS module. This general SCAS module will then be linked and potentially amended by SCASs for individual Network Product Classes.

NOTE 2: 
The requirements in this testing category are kept general, the wildcard (protocol) indicates a placeholder for the actual protocol relevant as it is implemented in the Network Product and made available on external interfaces. The protocols for which the individual Basic Vulnerability Testing activities will be required are to be selected during the normative phase.

NOTE 3: 
The individual tools used for Basic Vulnerability Testing are selected by the Security Compliance Testing laboratories. The SECAM accreditation body will ensure during laboratory accreditation that the testers are able to utilize adequate tools.

NOTE 4:
To avoid creating a monopoly for security testing tool vendors the usage of a security testing tool having specific capabilities should only be mandatory if there are at least two alternatives by different vendors available for use in most world regions.

This activity covers at least three aspects: Port Scanning, Vulnerability Scanner by the use of Vulnerability scanners and robustness/fuzz testing. The tester shall deliever a Basic vulnerability Testing report which includes:
-
the test procedures (following SCAS)

-
the test results (following SCAS output format indications)

7.2.5
Enhanced Vulnerability Analysis task

NOTE 1: Threat assessment data and description of key assets of network products provided by the vendors will help the evaluator in understanding the product under evaluation. It is FFS which documents are needed to fulfil this need. This will be subject of a dedicated future Study Item on EVA.

NOTE 2:
Enhanced Vulnerability Analysis will be done based on SCAS scope

NOTE 3:
As for how to do the Enhanced Vulnerability Analysis the SCAS document may provide a test description and an indication of the tools and test methods to be used (see 7.2.5.3 Activities). 

NOTE 4: 
In the current version of the TR it is not clear in which document and by whom the set of tools and methods to be used for this task will be defined. This must be clarified. This will be subject of a dedicated future Study Item on EVA.
7.2.5.1
Inputs

The test bed configured according to the documentation produced in step 3 (see 7.2.2.3)
7.2.5.2
Outputs

Enhanced Vulnerability Analysis laboratories execute the tests for the evaluated network product, collect evaluation evidences and shall deliever a Enhanced Vulnerability Anlysis report which includes at least (following a document "Test Methodology and skills requirements" :

-
Declaration about who carried out the tests (e.g. self-evaluation or third party Evaluators).
-
the test procedure, including
-
the attack paths and vectors used for the tests;

-
Vulnerability library to which this test refers to 
-
The reference model/method/testing tool used for Enhanced vulnerability analysis.

-
Network products/features tested and reasons for not testing where applicable.
-
The test results (following SCAS output format indications) containing
-
Vulnerabilities that were to be tested and correctly addressed by the product,

-
Residual vulnerabilities not addressed by the product;

-
A list of these residual vulnerabilities prioritized by their e.g. CVSS score, with the associated risks to which the operator can be exposed to. The impact assessment about exploitable vulnerabilities in the network product are based on the deployment assumptions listed in the SCAS, e.g. the possibility that vulnerability can be used for attacking, e.g. remote attacking, how serious damage can be made through this vulnerability, etc.

Editor note: It is FFS which ones of these elements should be archived in tester premises (for confidentiality reasons); included in the evaluation report; included in the instantiated SCAS.
NOTE:
The EVA report should not be issued to the public, it can only be kept between the party generating the report and the party receiving the report.
7.2.5.3
Activities

EVA of a network product could e.g. consist in exploiting vulnerabilities for a given attacker model for EVA. 
An attacker model for EVA consists in a scale of attacker type and levels; levels could be determined by a list of criteria such as expertise or time available for the attack. This attacker model for EVA could be defined in the SCAS. 
This definition could be used for two different activities: 

- 
the accreditation of testing laboratories (verification by the SECAM Accreditation Body that the testing laboratories have the skills)

-
during the evaluation itself. The accredited tester only performs attacks (time, material…) that are in line with the model defined in the SCAS

Testers could use:

- Publicly available information on vulnerabilities coming from a range of known vulnerabilities documented in some vulnerability library, e.g. CVE (Common Vulnerabilities and Exposures, "a publicly available and free to use list or dictionary of standardized identifiers for common computer vulnerabilities and exposures" by the MITRE Corporation, an US not-for-profit organization. http://cve.mitre.org/), CWE (Common Weakness Enumeration, "a community-developed dictionary of software weakness types" also by the MITRE Corporation. http://cwe.mitre.org/) , and other FIRST (Forum for Incident Response and Security Teams, "brings together computer security incident response teams from government, commercial, and educational organizations", http://www.first.org/), TCG (Trusted Computing Group, "a not-for-profit organization formed to develop, define and promote open, vendor-neutral, global industry standards, supportive of a hardware-based root of trust, for interoperable trusted computing platforms.", www.trustedcomputinggroup.org) identified vulnerabilities etc.
- Attack paths definition

- More advanced tools than those used for Basic Vulnerability Testing

Editor's note: Clarification on what "Attack path" means, in which document this will be defined and by which entity (SA3 or SECAM Accreditation Body) is needed. This will be subject of a dedicated future Study Item on EVA.

7.3
Self-declaration

After the evaluation process is finished, the vendors review all the evaluation results of the product and give a declaration of their product. In the self-declaration, vendors should 

· give a short summary and conclusion of all the evaluation reports

· declare all tests conducted by the vendors are correctly carried out and all the documents provided by the vendors are authentic without intentional deception.

Editor's note: Further details could be provided.
7.4
Partial compliance and use of SECAM requirements in network product development cycle

The vendor is likely to integrate SECAM requirements and test cases in its continuous development process process. During this phase, a given network product might fail fully or partially some of the SECAM compliance and/or vulnerability test. The process of how and when vendor choose to fix or not to fix this network product before the final evaluation is under vendor’s responsibility and is outside of SECAM scope. 

SECAM scheme describes the final evaluation for the final network product version expected to be bought by operators. SECAM encourages vendors to aim at a full compliance of all SECAM requirements which should represent a minimum baseline. However, the final network product might still only partially fulfil SECAM requirements. This partial compliance will be documented in the test results in evaluation report. The final security acceptance decision is under operators’ control which might accept partially compliant products. This choice is under operators’ responsibility and is outside of SECAM scope.

********************************** end of second change******************************************
********************************begin of third change********************************

Annex A:
Summary of SECAM documents
	Phase
	Sub-phase
	Deliverable
	Published by

	Methodology building
	
	Consensus on threats [temporary document]
	3GPP

	
	
	Security Assurance process
	

	
	
	Security Assurance Specifications
	

	
	
	Test methodology and skills requirements
	

	
	
	Testing laboratories accreditation and monitoring rules
	SECAM Accreditation Body / GSMA

	
	
	Network product development and network product lifecycle management Process Assurance requirements
	

	Accreditation 
	Methodology Accreditation
	Accreditation report
	Accreditor

	
	Audit and accreditation
	Evidence of successful accreditation of  vendor network product development and network product lifecycle management process 

Evidence of successful accreditation of  Security Compliance testing laboratories 

Evidence of successful accreditation of  Basic Vulnerability Testing laboratories 

Evidence of successful accreditation of  Enhanced Vulnerability Testing laboratories 
	SECAM Accreditation Body / GSMA

	Evaluation
	SCAS instantiation
	Instantiation of SCAS
	Vendor

	
	Vendors Development process compliance
	For the accreditation:

Design documentation [free-form]

Operational guidance [free-form]

Version and configuration management plan [free-form]

Flaw remediation documentation [free-form]

Process to ensure code quality documentation [free-form]

Vendor's development sites protection [free form]

Before any network product evaluation:

Network Product Development and network product lifecycle management process self-evaluation report providing evidences that the network product was developed under the accredited process [free-form]
	

	
	Security compliance testing
	
Security Compliance Testing report
	Vendor or third-party



	
	Basic Vulnerability Testing
	
Basic Vulnerability Testing report
	

	
	Enhanced Vulnerability Analysis
	
Enhanced Vulnerability Anlysis report
	

	Self-declaration
	Self-declaration
	Self-declaration
	Vendor

	Monitoring, dispute resolution
	
	Informal guidance document. Accreditation revocation list
	SECAM Accreditation Body / GSMA

	Dispute resolution
	 -
	Operator claims
	


Annex B:
Summary of actors involved in SECAM

	Actor
	Tasks and Responsibilities

	3GPP SA3
	Describe SECAM in the security assurance process documentation (i.e. this document)

Provide SCASes for for individual Network Product Classes:

· Describe and model the network product class: Compile a complete list of features/capabilities considered relevant for evaluation

· Define the security problem: Identify which assets in the model of the network product class require protection and how these assets can be exploited by an attacker. The security problem definition also contains the security objectives of the network product class under analysis (i.e., which assets require what type of protection), and defines an attacker potential the network product class is supposed to resist. Also, undertaking of a threat analysis

· Identify the security requirements and test cases: Detail security requirements to reduce/counteract the risks outlined by the threat analysis as well as a description of the test cases and where possible with expected test results. Or, detail environment assumptions to countermeasure to mitigate the risks.

· Verify the Security Requirements: Once the security requirements have been identified it is verified that the security objectives are met by these security requirements, and that every security requirement contributes to defending an identified security objective.

Define the expected skills and tools for security compliance testing laboratories based on the Security Functional Requirements in the SCASes.

Specify general Basic Vulnerability Testing requirements as a SCAS module. This general SCAS module will then be linked and potentially amended by SCASs for individual Network Product Classes. This SCAS module does not specify individual tools but rather BVT categories and the conditions under which the usage of suitable tools are required.

	SECAM Accreditation Body
	Describe the rules for accreditation and monitoring of development and test laboratories.

Develop Vendor network product development and network product lifecycle management process assurance requirements as well as related evaluation activities generic to all network product classes in a dedicated document.

Assess the skills of the evaluator in conducting an evaluation for conformance to 3GPP SCAS requirements for a given network product class or range of classes; This includes assessing the evaluator’s skill in selecting tools for performing the evaluation. 

Assess the evaluator’s ability to comply with the test methodology (for security compliance Testing, Basic Vulnerability Testing and Enhanced vulnerability Analysis laboratories).

Administer the evaluation of the security relevant part of the Vendor network product development and network product lifecycle management process during an initial accreditation.

Provide a process to resolve conflicts.

	(Accredited) Vendor
	Ensure Vendor network product development and network product lifecycle management process assurance compliance.

Provide SCAS instantiation document.

Provide self-declaration after evaluation:

· give a short summary and conclusion of all the evaluation reports

· declare all tests conducted by the vendors are correctly carried out and all the documents provided by the vendors are authentic without intentional deception.

	(Accredited) Vendor or (accredited) third-party Evaluator
	All Evaluators:

· Assess that the vendor documentation and processes are complete sufficiently defined to begin the evaluation

· Validate the elements (scope of evaluation, instantiated assets…) which must not be modified during the evaluation
Special for Security compliance testing Evaluators:
· Check whether an SCAS instantiation written by a vendor is a correct instantiation of the SCAS of the network product class and whether it is a good basis for evaluating the network product.

· Confirm that the SCAS being instantiated for a given 3GPP network product and the network product for evaluation are consistent.
· Do Security Compliance Testing according to SCAS instantiation.
· Deliver Security Compliance Testing report
Editor's note: Insert a cross-reference to the section derived from TR 33.805's 5.2.4.4 detailing the expected output documents for SCT.

For Basic Vulnerability Testing Evaluators:
· Do Basic Vulnerability Testing.
· Deliver Basic Vulnerability Testing report
Editor's note: Insert a cross-reference to the section derived from TR 33.805's 5.2.4.4 detailing the expected output documents for BVT.

For Enhanced Vulnerability Analysis Evaluators:
· Do Enhanced Vulnerability Analysis.
· Deliver Enhanced Vulnerability Analysis report
Editor's note: Insert a cross-reference to the section derived from TR 33.805's 5.2.4.5.2 (note that it is by mistake "5.3.4.4.2" in version 12.0.0) detailing the exected output documents for BVT.

	Operator
	Operator security acceptance decision: Examines the network product, the compliance reports and the testing laboratories accreditation published by the SECAM Accreditation Body and decides if the results are sufficient according to its internal policies.


********************************end of third change***************************************
�to be deleted, since accreditation will be handled by GSMA NESAG


�we don’t need several small paragraphs here. 


�the same sentence appears above, so we need to delete one.





