3GPP TSG SA WG3 (Security) Meeting #76
S3-142151
25 – 29 August 2014 Sophia Antipolis (France)
Source:
China Unicom, Huawei, HiSilicon, ZTE Coporation
Title:
Reference addition
Document for:
Discussion and Approval
Agenda Item:
8.4
Work Item / Release:
SPI/R12

Abstract of the contribution:

This contribution proposes to add a quoted reference into the Reference chapter.
1 Introduction 
In currently TR33.849, a reference TS 33.102 that quoted in the section 6.4.2 (see follows) but missed in the section 2 Reference. We propose to add the details of TS 33.102 into the reference chapter.
6.4.2 Use case
Take UMTS authentication procedure (TS 33.102 [x]) design as an example of anonymity application:
We kindly propose SA3 to agree the following pCR.

2 pCR 

***
BEGIN FIRST CHANGE
***
2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2] RFC 6973 "Privacy Considerations for Internet Protocols", http://www.rfc-editor.org/authors/rfc6973.txt
[3] OECD privacy principles
http://www.oecd.org/internet/ieconomy/oecdguidelinesontheprotectionofprivacyandtransborderflowsofpersonaldata.htm#guidelines
[4] 3GPP TR 22.949: “Study on a generalized privacy capability”
     [5] The 7 foundational principles for Privacy by Design                http://www.privacybydesign.ca
     [6] GSMA Privacy Principles         http://www.gsma.com/publicpolicy/mobile-privacy-principles
[7] 3GPP TS 33.102 “3G security; Security architecture”
***
END OF FIRST CHANGE
***
***
BEGIN SECOND CHANGE
***
6.4.2 Use case

Take UMTS authentication procedure (TS 33.102 [7]) design as an example of anonymity application:

1) Analysis of authentication process may expose the identity and location of the user;

2) Identify sequence number as an identifying attribute which brings about the risk possible personal identification;
3) Use Anonymity Keyin the Authentication Token to conceal (blind) the sequence number as the latter may expose the identity and thus the location of the user.

***
END OF SECOND CHANGE
***
