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Abstract of the contribution: This contribution brings SA3's attention to the privacy work done in NIST on Privacy Engineering. It can be useful for SA3 to adopt some of the ideas from that work. 
1 Introduction
NIST is working on principles for sound privacy engineering. On September 15-16, 2014 they will hold the second Privacy Engineering Workshop (http://www.nist.gov/itl/csd/privacy-engineering-workshop-september-15-16-2014.cfm). The input material for discussion to this workshop is available from the same link. The input contains a slide set that provides a good overview of the status of their work so far. 
Some components included are a definition of what Privacy Engineering is, a description of how to perform structured privacy engineering, a set of privacy engineering objectives and a system privacy risk model.

2 Privacy problem classification
The focus is on mitigating privacy problems that stem from normal system behaviour. That is, privacy issues related to an adversary attacking the system to break privacy, e.g., by breaking an encryption algorithm to eavesdrop on traffic, are not the main focus. Clearly, there is not a clear cut line between the two types. However, NIST reasons that the latter type can be mitigated using normal security controls.
The division of privacy issues in these two types has the benefit that double work can be avoided. An example from SA3's TR 33.849 is that a proposed mitigation technique is Access Control. The purpose of Access Control in TR 33.849 is to prevent unauthorized access to personal information. Although there is no doubt that Access Control to protect personal information is important, Access Control in general will surely also be a part of the SECAM work. By using a similar separation between active attackers breaking a system and unintentional privacy leaks during normal system operation, SA3 could be more focused and avoid overlap between work items.
This classification of privacy problems is orthogonal to the classification currently used in TR 33.849 where issues related to system operation, e.g., mobility information required to be stored in an MME, and issues related to accumulation of personal information in databases for analytics.

3 Privacy engineering and privacy risk modelling
NIST investigates a structured process for bringing privacy into the systems engineering process. They go further than FS_SPI, and define two models: a system privacy risk model and a model for privacy engineering. These models are intended to be used during system engineering.
The system privacy risk model starts in a policy description (containing input from regulations, laws, threat analysis etc). Following the policy description privacy risks are determined, which leads to requirements on the system. Finally an evaluation is performed.

The privacy engineering model contains the following components: determining the objectives, risk model, privacy controls to mitigate the risks that are deemed too high, and metrics.
As is common, the processes are described in a linear fashion, but in reality it will turn into an iterative behaviour.

4 Conclusion

NIST have started a study on structured and what seems practical privacy engineering processes. The slides describing their work so far, linked to in the introduction, are well worth to read and SA3 delegates interested in privacy are recommended to investigate and discuss whether some parts would be useful also for FS_SPI.
