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	Reason for change:
	An editor’s note still exists in section N.1.2, which is “The formulation of a requirement along the line "Ensure that user plane messages originated from the GCS AS are integrity protected" in order to mitigate DoS attacks is FFS”. If there is no security mechanism on MB2-U interface, especially the integrity protection of user plane data, BM-SC can not check whether the GCS ASs are authorized to send the related service data, and this would cause several security problems.So it proposes to implement integrity protection onMB2-U interface.
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	1. Delete the editor’s note “The formulation of a requirement along the line "Ensure that user plane messages originated from the GCS AS are integrity protected” in section N.1.2. 

2. Integrity protection shall be provided on MB2-U interface. So add the MB2-U security requirment “The user plane messages between the BM-SC and the GCSE AS shall be integrity protected” into section N.1.2.
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	Editor note still exists in TS33.246. And security threats can not be solved:
1. If attackers maliciously send a lot of fake data requests to BM-SC, BM-SC need to map these data into the proper MBMS bearers and send them to UEs, and this would cost resources of BM-SC and radio interface. This leads to the result that BM-SC can not process the service datas from authorized GCS ASs and send them to the destined UEs. As a result, DoS attack on the BM-SC may occur.

2. Another issue is that BM-SC need to multicast or broadcast the data received via MB2-U interface to large amounts of UEs. If the data received via MB2-U interface is fake, all the UEs would receive fake data. As the application security is used between UE and GCS AS, the received fake data can not be integrity checked and/or deciphered, and UE would drop these data. So this causes a lot of UEs being busy and wasting UEs’ electricity.
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***********************************Start the First Change****************************************
N.1.2
GCSE MBMS Delivery specific security requirements

-
The BM-SC and the GCSE AS shall mutually authenticate each other.

-
The signalling messages between the BM-SC and the GCSE AS shall be integrity and confidentiality protected.

-
The signalling messages between the BM-SC and the GCSE AS shall be replay protected.
 -
The user plane messages between the BM-SC and the GCSE AS shall be integrity protected.
-
The BM-SC may apply access control on the messages initiated by the GCS AS. 

-
Similarly the GCS AS may apply access control on the messages initiated by the BM-SC.
NOTE 1: MBMS security may or may not be used independent of GCSE.

NOTE 2: the assumption of Rel-12 specification work in 3GPP is that application layer security in the sense of end to end security between UE and UE or UE and GCS AS is supported by a third party. Thus, the security of MB2-U is out of scope in Rel-12.
************************************End the First Change****************************************
