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*** BEGIN FIRST CHANGE ***
A.15
Derivation of S-KeNB for dual connectivity

This input string is used when the MeNB and UE derive S-KeNB from KeNB during dual connectivity. The following input parameters shall be used:

-
FC = 0x1C

-
P0 = Value of the Small Cell Counter as a non-negative integer

-
L0 = length of the Small Cell Counter value (i.e. 0x00 0x02)


The input key shall be KeNB of the MeNB.

*** END OF FIRST CHANGE ***
*** BEGIN SECOND CHANGE ***
E.2.4.1
Small Cell Counter maintenance

The MeNB shall associate a 16-bit counter, Small Cell Counter (SCC), with the AS SC security context. 


The SCC is used when computing the S-KeNB. The UE and the MeNB shall treat the SCC as a fresh input to S-KeNB derivation. That is, the UE assumes that the MeNB provides a fresh SCC each time and does not need to verify the freshness of the SCC.

NOTE: An attacker cannot, over the air modify the SCC and force re-use of the same SCC. The reason for this is that the SCC is delivered over the RRC connection between the MeNB and the UE, and this connection is both integrity protected and protected from replay. 
The MeNB that supports the DRB offload shall set the SCC to ‘0’ when the KeNB in the associated AS security context is established. The MeNB shall set the SCC to ‘1’ after the first calculated S-KeNB, and monotonically increment it for each additional calculated S-KeNB. The SCC value '0' is hence used to calculate the first S-KeNB. 

If the MeNB decides to turn off the offload connection and later decides to re-start the offloading to the same SeNB, the SCC value shall keep increasing, thus keeping the computed S-KeNB fresh.

Editor’s Note: Any dependency on RAN2/RAN3 for this functionality is FFS.

The MeNB shall refresh the KeNB of the AS security context associated with the SCC before the SCC wraps around. Re‑freshing the KeNB is done using intra cell handover as described in clause 7.2.9.3 of the present specification. When this KeNB is refreshed, the SCC is reset to '0' as defined above. 
*** END OF SECOND CHANGE ***
