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1. Overall Description:

SA3 found that Diameter security mechanism on Tsp interface specified in TS 29.368 is inconsistent with RFC3588 but aligns with RFC 6733. 
Both RFC3588 and RFC 6733 define Diameter Base Protocol. RFC 3588 is obsoleted by RFC6733.  For Diameter security mechanism in RFC 3588, Diameter clients MUST support IPsec and MAY support TLS. Diameter servers MUST support TLS and IPsec. For Diameter security mechanism in RFC 6733, the Diameter base protocol messages SHOULD be secured by using TLS or DTLS/SCTP. Additional security mechanisms such as IPsec MAY also be deployed to secure connections between peers. 
The security mechanism on Tsp interface in TS 29.368 is described as bellow:

“The support of TLS on Tsp is mandatory. The support of IKE/IPsec is optional.”
SA3 would like to inform CT3 that Diameter security mechanism on Tsp interface aligns with RFC6733 but is inconsistent with RFC3588. 

2. Actions:

To CT3
ACTION: 
SA3 kindly asks CT3 to take the information into account.
3. Date of Next SA3 Meetings:
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