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Abstract of the contribution:  This contribution addresses the threats against the MME management and maintenance interfaces in terms of communications protocol security.It also proposes requirements to mitigate the threats. 
1 Introduction  
This contribution proposes to add three new threats against the MME OAM managewment and maintenance interfaces. In the analysis below the threats are explained. The analysis also points out that requirements already exist in the current draft of the TR33.806 (S3-141027) to mitigate most of the vulnerabilities relating to these threats. 
The analysis concludes that one new requirement is still needed to address the remaining threat. The contribution proposes additional threats to section 5.4 and an additional requirement for section 6.7
2 Analysis
All OAM management and maintenace interfaces to the MME are subject to threats and consequently must be afforded similar threatment in terms of mitigating vulnerabilities that may exist. In section 5.4.2.5 of TR 33.806 the unauthorised access threat has been identified and defined. In addition the MME OAM management and maintenace interfaces may be subjected to additional threats namely eavesdropping on the interface data, man-in-the-middle attacks and modification of information in transit.
An attacker may listen in or eavesdrop on management /maintence traffic on the MME management/maintenance interfaces. This may be possible if the MME design uses a weak cryptographic protocol or non-industry standard cryptographic algorithms which have not been publicly validated or if the communication protocol has been implemented incorrectly on the MME. A consequence of this threat being realised is that data/information on the management/maintence interface can be disclosed potentially leading to additional threats being realised e.g. unauthorised access, denial of service etc.

An attacker may conduct a man in the middle (MITM) attack on the management /maintence interfaces. Again this may be possible if the MME has used weak cryptographic protocols or non-industry standard cryptographic algorithms or if the communication protocol has been implemented incorrectly. A consequence of this threat being realised is that an attacker can modify commands, transactions or data on the management/maintence interface thus leading to unauthorised access to the MME.

The third threat which is similar to previous threat is modification of data in transit. The attacker gains access to the  management /maintence interface and modifies the data stream to/from the MME. This may be possible if the MME utilises weak cryptographic protocols or non-industry standard cryptographic algorithms or if the communication protocol has been implemented incorrectly on the MME. A consequence of this threat being realised is that an attacker may inhbit the control of the MME, change OAM data such as performance and fault management data thus leading to erroneous information being transferred to other management entities.
To mitigate vulnerabities relating to these threats the OAM interfaces to the MME must ensure that there’s mutual authentication between the MME and the management entiries and that the OAM protocols employ confidentiality and data integrity mechanisms. Section 6.7 of TR 33.806 already includes these requirements. However one requirement is missing and that is the need to use industry standard protocols and encryption and data integrity alogorithms.   This contribution proposes to add one additional requirement to cover this point
3 Proposal

It is proposed to add three new threats to TR 33.806 covering eavesdropping, man-in-the-middle attacks and modification of information in transit on the MME management and maintence interfaces. 

One new requirement is proposed to be added to section 6.7. 
4 pCR 

***
BEGINNING 1st CHANGE
***
5.4.2.xx

Threat of eavesdropping on MME management and maintence interface data 
-
Threat Name: eavesdropping on MME management and maintence interface data
-
Threat Reference: to be done later
-
Threat Category: Information Disclosure, Weak Cryptographic Algorithms
-
Threatened Asset: all critical assets of MME as listed in 5.2, 
-
Threat Description: The attacker listens in or eavedrops on management /maintence traffic on the MME management/maintenance interfaces. This may be possible if the MME utilises weak cryptographic protocols or non-industry standard cryptographic algorithms or if the communication protocol has been implemented incorrectly on the MME. A consequence of this threat being realised is that data/information on the management/maintence interface can be disclosed.
-
Threat relevance: Mitigate
NOTE: This is a high-level threat. It can be mapped to the security objectives: SECURE MME ADMINISTRATION.
***
END OF 1st CHANGE
***
***
BEGINNING of 2nd CHANGE
***
5.4.2.yy

Threat of man-in-the-middle attack on MME management and maintence interface 
-
Threat Name: MITM attack on MME management and maintence interface 
-
Threat Reference: to be done later
-
Threat Category: Unauthorised Access
-
Threatened Asset: all critical assets of MME as listed in 5.2, 
-
Threat Description: The attacker conducts a man in the middle (MITM) attack on the management /maintence interfaces. This may be possible if the MME utilises weak cryptographic protocols or non-industry standard cryptographic algorithms or if the communication protocol has been implemented incorrectly on the MME. A consequence of this threat being realised is that an attacker can modify commands, transactions or data on the management/maintence interface thus leading to unauthorised access to the MME.
-
Threat relevance: Mitigate
NOTE: This is a high-level threat. It can be mapped to the security objectives: SECURE MME ADMINISTRATION.
***
END OF 2nd CHANGE
***
***
BEGINNING OF 3rd CHANGE
***
5.4.2.zz

Threat of modification of information in transit on MME management and maintence interface 
-
Threat Name: Modification of information in transit on MME management and maintence interface 
-
Threat Reference: to be done later
-
Threat Category: Tampering 
-
Threatened Asset: all critical assets of MME as listed in 5.2, 
-
Threat Description: The attacker gains access to the  management /maintence interfaces and modifies the data stream to/from the MME. This may be possible if the MME utilises weak cryptographic protocols or non-industry standard cryptographic algorithms or if the communication protocol has been implemented incorrectly on the MME. A consequence of this threat being realised is that an attacker may inhbit the control of the MME, change OAM data such as performance and fault management data thus leading to erroneous information being transferred to management entities. 
-
Threat relevance: Mitigate
NOTE: This is a high-level threat. It can be mapped to the security objectives: SECURE MME ADMINISTRATION.
***
END OF 3rd CHANGE
***
***
BEGINNING  OF 4th CHANGE
***
6.7 Security requirements on MME Management and Maintenance interfaces

-
Requirement Name: MME Management and Maintenance interfaces 
-
Requirement reference: to be done later
-
Requirement Description: 
1) RX-1: The MME shall support mechanisms to provide confidentiality and integrity protection of the communication between itself and the OAM network. 
2)  RX-2: Test/debug ports should be disabled and physically removed from vendor, and they should not be left in place for servicing and there should be no local programming interface on the MME.
3) RX-3: The MME shall support mutual authentication between MME and specific management entities

Editor's Note: These management entities need to be further defined.
      4) RX-4: The secure communication mechanisms between the MME and it management entities shall use industry standard protocols and industry accepted algorithms and key lengths for encryption and data integrity.
-
Security Objective references: SECURE MME ADMINISTRATION
-
Threat References:  to be done later
-
Test Case: 

1)
Check if MME support mechanisms to provide confidentiality and integrity protection of the communication between itself and the OAM network;
2)
Check if test/debug ports disabled and physically removed from vendor, and there is no local programming interface on the MME.
3)
To be added.
-
Requirement evidences: 
A document in free form describing: MME support mechanisms to provide confidentiality and integrity protection of the communication between itself and the OAM network, test/debug ports disabled and physically removed from vendor, and there is no local programming interface on the MME.
A document in free form describing: the MME Management and Maintenance interface in which how authentication, confidentiality, and integrity protection is performed and between which network element and the MME.
NOTE: This is a detailed requirement.
***
END OF 4th CHANGE
***
