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Abstract of the contribution:  This contribution proposes some changes and additions to section 6.8 of TR33.806 - Security requirements on MME user account and password management. 
1 Introduction  
The propsoals in this contribution address issues with the “Security requirements on MME user account and password management” requirement in section 6.8 of TR 33.806 – MME SCAS.
2 Analysis
Requirement R7-1 in section 6.8 of TR 33.806 requests that a Consistent Security Policy should be adopted covering user account management and password management on the MME.  The text doesn’t explain what it means by ‘consistent’. And the subsequent requirements seem to address functional requirement related to what one might like to see in a security policy for those domains.  The contention in this contribution is that the security policy should drive the definition of the requirements which are already defined in R7-2 & R7-3 and also that a  security policy would be ‘tested’ by testing these referenced requirements. In addition its more likely that a security policy audit is within the scope of NESAG. So this contributiuon proposes that the requirement R7-1 be deleted.

The proposed additions in section 6.8, . 2c and in 3 cover missing requirements for the subject area – MME user account and password management. The proposed  changes are:
Add  2 c): “The MME shall not utilize blank, null, or default passwords”. This proposed addition is a basic password requirement that all systems should have.
Add 3 a):   “A user account shall be locked out after a finite number of consecuritve failed login attempts”. This is proposed  to be added as the subsequent  requirement hints at the function but only covers the configuration part of the function.
Add 3 e): “Only a user with the appropriate admin privileges is allowed to unlock an account or change/reset other user passwords”. This proposed addition is a basic account management  requirement that all systems should have. “
3 Proposal

 Refer to the changes in section 6.8. below.
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***
BEGIN CHANGES
***
6.8 
Security requirements on MME user account and password management
-
Requirement name: Security requirements on MME user account and password management 
-
Requirement reference: to be done later
-
Requirement Description: 
1)

2)
R 7-2: Password management policy:
a)
Password modification shall be performed by force after initial login.
b)
Password strength shall be configurable. 
Passwords shall consist of uppercase, lowercase, numeric and special characters. 
The number of characters in the passwords shall be configurable. 

c)
Password shall be modified based on password management policy. 
Historical passwords shall not be allowed up to a certain number. 
The number of disallowed historical passwords shall be configurable.

The MME shall not utilize blank, null, or default passwords
d)
Password storage shall support one-way hash algorithm with salt value.
3)
R 7-3: User account lock-out policy:
    a)   A user account shall be locked out after a finite number of consecuritve failed login attempts
b)
The maximum number of user account login attempts should be configurable.
c)
There shall be a delay in allowing a user attempt to login again when login attempt numbers exceeds the maximum number. This delay should be configurable.

d)
The system shall enforce password expiry, and account lockout after failure to renew the password, according to configurable timers.
e)  Only a user with the appropriate admin privileges is allowed to unlock an account or change/reset other user passwords
-
Security Objective references: SECURE STORAGE.
-
Test case: To be done later
-
Requirement evidences: to be done later
***
END OF CHANGES
***
