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6.2.4.3.3
UE to KMS connection security

To be provisioned, the Public Safety UE shall establish a secure connection to the KMS. The GBA bootstrapping procedure shall be used to establish a TLS-PSK connection between the UE and KMS unless a suitable security association already exists. A security association may already exist due to a previous GBA connection, a secure IMS tunnel or due to pre-provisioned keys or certificates. 

Where GBA is used, the KMS acts as a NAF and directs the UE to perform a GBA bootstrapping procedure as described in TS 33.220 [5] and depicted in figure 6.2.4.3.3-1. To achieve this, a BSF and the UE's HSS are used. 
As a result of this procedure the BSF and the UE have a shared key Ks. The KMS knows the identity of the UE and receives the shared key Ks_(ext)_NAF from the BSF. The Ks_(ext)_NAF which is NAF specific, is established between the KMS and UE. This is used to establish a TLS-PSK connection.
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Figure 6.2.4.3.3-1: Bootstrap architecture for KMS provisioning

Should the KMS require keys to be updated outside of the normal schedule, a GBA push procedure may be started by the KMS to establish a connection between the KMS and the UE for key transfer.

_1465126459.doc


UE







HSS







BSF







Ua







Ub







Zh







Zn







NAF







SLF







Dz







Generation of shared key Ks between BSF and UE







Provision over HTTPS using Ks_(ext)_NAF












