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Abstract of the contribution:

1. Introduction
The 3GPP TS 33.328 Annex M has defined a common profile for TLS and DTLS protocols as applicable to the IMS Media plane. It has also identified number of open issues as Editor Notes. This contribution aims to solve some of those Editor’s Notes.
Whenever we mention TLS in the present contribution we also imply DTLS unless stated otherwise. DTLS may be also used in 3GPP specifications other than 33.328. We therefore propose a CR to the general TLS profile in TS 33.310 to introduce DTLS there. 
2. Analysis of the Editor Notes
a. Editor's note: It is FFS whether the TLS extensions defined in the 3GPP TLS profile are applicable to IMS media plane security.
· There are six extensions defined in RFC 6066 – server_name, max_fragment_length, client_certificate_url, trusted_ca_keys, trusted_hmac, status_request
· These extensions are exchanged between the TLS stacks on the client and server. TLS clients and servers (may) implement these extensions in the TLS Handshake protocol. These extensions serve as an optimization in the TLS protocol. 
· Client Application decides to use these extensions by initializing the corresponding parameter in the TLS Client stack. For example, if the client application decides to use client certificate URLs during TLS Handshake instead of the normal way of sending the complete client certificate, it needs to provide the URL value to the TLS stack for further negotiation with the server (as per RFC 6066). 
· The extensions are designed to be backwards compatible, meaning that TLS clients that support the extensions can communicate with the TLS servers that do not support the extensions, and vice versa.
· No reason is seen to restrict the use of TLS extensions for IMS media plane security.
Conclusion: This Editor’s Note can be removed.
b. Editor's note: It is FFS whether there is a need for an operator to negotiate different TLS parameters (versions, cipher suites, keys, compression methods, certificates, supported TLS procedures, etc.) depending on the type of IMS access networks or e.g. inside the Core Network vs. towards the IMS access networks.
· For IMS media plane traffic that needs TLS protection (i.e. MSRP traffic), e2ae security is setup between the IMS UE and IMS-AGW. This is the only mode currently supported by 3GPP.The e2e protection using TLS is ffs. Here is the corresponding text in TS 33.328 with the Editor’s Note:
“TLS is used to protect MSRP based traffic. Key management for e2ae protection of MSRP relies on exchanging certificates and transmission of the fingerprints of these certificates over SDP. E2e protection can be achieved through the same KMS and ticket concept that is used for RTP traffic. The established key is used to setup a TLS-PSK tunnel between the two parties.

Editor´s Note: 
Using the certificate fingerprint mechanism to provide e2e protection is ffs”

· For e2ae protection, TLS parameters don’t depend on the access type between the IMS UE and IMS-AGW. TLS profile in Annex M is applicable for all access types.

Conclusion: This Editor’s Note can be removed.
c. Editor’s note: Support of TLS session resumption is FFS. If not required, IMS-AGW or MRFP will signal that the session is not resumable during the initial TLS handshake. 
· TLS session resumption is a nice-to-have optimization to reduce latency and computational costs on both sides of the TLS connection and improve TLS performance. 

· To establish a TLS connection, four messages (in two round trips) are exchanged between client and server. With a latency of ~50 ms, we have a 200 ms overhead to establish the connection (plus TCP handshake).
· With an abbreviated handshake in TLS session resumption, only three messages (in 1 round trip) are exchanged. This almost halves the startup latency. Plus computationally expensive public key cryptography to negotiate the shared secret key is avoided.
· There exists two distinct ways to achieve session reuse: session identifiers as described in RFC 5246 and session tickets as depicted in RFC 5077. Session tickets based mechanism is preferred - The main improvement is to avoid maintaining a server-side session cache since the whole session state is remembered by the client, not the server. A session cache can be costly in term of memory and difficult to share between multiple hosts when requests are load-balanced across servers.

· Client indicates support for this feature by including a new extension “SessionTicket” in the ClientHello message (first message in the TLS handshake). If the server cannot support this feature, it will initiate a full handshake (i.e. regular TLS handshake) with the client by not including “SessionTicket” extension in the ServerHello message.

· Most TLS implementations (client as well as server side) support session resumption (either Session Ticket or Session Id based). It is hidden at the application level. 
a. There are configuration commands to disable/enable session resumption (default - enabled)
Conclusion: Session Resumption should be supported in TLS client and server.
This editor note in the present session can be removed. Additionally, TS 33.310 Annex E should be updated with the above conclusion.
d. Editor's note: it is FFS whether the IMS-AGW (or MRFP) needs to support renegotiation of the security parameters for an existing TLS session. i.e. be able to initiate or respond to a renegotiation request.
· TLS (up to version 1.2) allows either the client or the server to initiate renegotiation -- a new handshake that establishes new cryptographic parameters (cipher suites, keys, possibly using new certificates).

· There is a current discussion on an IETF mailing list about whether the upcoming TLS 1.3 should still have the renegotiation feature, or whether it should be replaced by a rekeying facility. As part of this, the practical use cases of TLS renegotiation are also under discussion.  
Cf. http://www.ietf.org/mail-archive/web/tls/current/msg13176.html
· It became known in 2009 that TLS renegotiation is vulnerable to MITM attacks. Therefore, RFC 5746 was created to provide a mechanism for “secure” renegotiation that prevents the attacks. Support for RFC 5746 in TLS server implementations, e.g. OpenSSL, is now widespread.
· If both the client and server side of the TLS connection are compliant with RFC 5746 (through a security update), then we can have a secure TLS renegotiation without any threat from MITM attacks. In order to ensure the security of the 3GPP network it is sufficient to ensure that the server accepts client-initiated renegotiation only if secured according to RFC 5746 [xx]. 
· There is also some discussion that client-initiated renegotiation may make DoS attacks easier or at least harder to detect, but this discussion seems not sufficiently conclusive to derive requirements in a 3GPP specification from it. 
cf. http://www.educatedguesswork.org/cgi-bin/mt/mt-search.cgi?search=renegotiation&IncludeBlogs=1, and
https://community.qualys.com/blogs/securitylabs/2011/10/31/tls-renegotiation-and-denial-of-service-attacks
· We do not see sufficient justification from the discussion of use cases either for 3GPP to include in specs general requirements or recommendations that would regard e.g. disabling the support for client-initiated renegotiation in the server (which is often done in existing TLS server implementations) or enabling the support for server-initiated renegotiation, also because use cases for renegotiation are deployment-dependent. 
· Currently, only the TLS profile in TS 33.203 has text on TLS renegotiation, not the general TLS profile in TS 33.310. The text in TS 33.203 was written before the discovery of the MITM attack and the creation of RFC 5746 and has not yet been changed to take into account the latter. It could be updated in 33.203, but it would be better to update the general TLS profile in TS 33.310 with a requirement on using RFC 5746 in TLS renegotiations because the MITM attack applies generally to TLS implementations, and is not limited to the use of TLS in IMS. 
Conclusion: TLS servers and TLS clients should support RFC 5746 [xx]. The server shall accept client-initiated renegotiation only if secured according to RFC 5746 [xx].
This Editor’s Note in the present specification can be removed. Additionally, TS 33.310 Annex E should be updated with the above conclusion.
e. Editor's note: TS 33.203, O.2.1, defines a profile for the use of TLS in IMS access security by listing the additions/modifications wrt 33.310, Annex E. Maximum commonality between the TLS profiles in the UE for IMS media security and IMS access security is desirable, a cross-check between this clause, TS 33.203, O.2.1, and TS 33.310, Annex E, should therefore be performed.
· This cross-check has now been performed as demonstrated by the present discussion paper and the companion CRs in S3-142074 and S3-142075.
Conclusion: This Editor’s Note in the present specification can be removed.
3. Difference between TLS and DTLS profile
The DTLS profile should be the same as TLS profile except for one change – Cipher suites with RC4 stream cipher MUST not be used for DTLS (RFC 6347). The general 3GPP TLS profile in TS 33.310 Annex E has the following statement:

“Cipher suites with RC4 should not be used”

This works fine for TLS but for DTLS it is mandatory that RC4 is not used. 
Conclusion: 

TS 33.310, Annex E, should be updated accordingly. 

4. Conclusion
We kindly ask SA3 to review and agree to this contribution.
Companion CRs to 3GPP TS 33.328, TS 33.203 and 33.310 are proposed in contributions S3-142063, S3-142066, S3-142067, S3-142074, S3-142075, S3-142076 and S3-142077.
