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Abstract of the contribution:

This paper analyses the vulnerability of WLCP protocol in eSAMOG. 
1. Introduction

This paper examines potential vulnerability scenarios of access to the EPC through a TWAN. Impacts of identity spoofing from the UE are analyzed. We show that either enforcement of identity filtering, or utilisation of a WLCP Integrity and replay Protection with the Key (WIK) derived from MSK address these potential vulnerabilities.
2. WLAN Access- Authentication
TS 23.402 clause 16.8.1 specifies UE initiated PDN connectivity procedure from WLAN through S2a. A simplified authentication flow is given below, to show the UE identity used at different steps and the associations created and used by the TWAP and TWAN.
Note: 
To keep it simple, the steps for EAP-AKA’ challenge / answer to the challenge are not shown in the figure 2-1 below.
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Figure 2-1 Security of UE access to the EPC through TWAN.
Steps:
1. UE makes access to the WLAN AN (AP) and creates an 802.11 association. WLAN AN (AP) communicates the UE_MAC@ to the TWAP through an internal TWAN interface.
2. WLAN AN (TWAP) initiates the EAP-AKA’ procedure by sending the  EAP-REQ/ Identity to UE (identified by its UE_MAC@ ) 
3. UE sends EAP-RSP to TWAP with the AKA’ Identity in the form of NAI associated with UE subscription (Simplified flow). The TWAP creates a security context association (C1) containing (UE-MAC@, NAI).

4. TWAP forwards the EAP Identity, including the NAI and UE-MAC@, to the AAA for UE authentication. There is a known defined association between the NAI and IMSI that can be resolved by the AAA. The AAA may also retain the authorized binding association between the UE subsctiption (IMSI) and UE hardware identity (UE-MAC@), which optionally could be used to pre-authorize the use of particular UE device(s) with reported NAI/IMSI. 

In addition, the TWAP may also indicate to the AAA the TWAN capability and preference of either Identity filtering or WLCP Integrity protection verification (See sec.5).
The EAP-AKA’ challenge/ response take place (not detailed in the figure).  The preference of either Identity filtering or WLCP Integrity protection verification is communicated to the UE in the EAP-AKA’ Extension, enforcing the WLCP protection mode selected by the TWAN. At the end of EAP Authentication, AAA sends to the TWAP an authenticated IMSI of UE and the MSK computed for the session. The TWAP selects a first half of the MSK and forwards it to the TWAN AP to be used as the PSK for securing the 802.11 SWw air interface.
5. TWAP now updates the security context association (C2) containing (UE-MAC@, IMSI, Remaining half of MSK) and shares this information with the TWAG. The UE receives EAP SUCCESS and computes the MSK. The first half of MSK is used by the UE and the TWAN AP to finalize the 802.11 security procedure. 
From now on 
· the SWw air interface is ciphered (protected) and the AP accepts user plane flow from the UE.
· the UE and TWAG can derive the WLCP Integrity Key (WIK) from the MSK. The TWAG replaces the Remaining half of the MSK with the WIK in the security context association (C3)  to contain (UE-MAC@, IMSI, WIK).
6. UE sends a DHCP request to the TWAG, containing the UE_MAC@. This request is protected by 802.11 air security mechanisms.
7. The TWAG assigns UE an IP address if it recognises the UE as authenticated from its MAC@. The TWAG includes the assigned IP@ in the security context association C4. If TWAN uses WLCP Integrity protection, it removes no longer needed UE_MAC@ from the C4 contect, otherwise, if identity filtering is used, the UE-MAC@ is retained (UE-MAC@, IMSI, WIK, UE IP@). UE associates the assigned IP@ and an IP@ of the TWAG with the WIK.
8. UE sends a WLCP message requesting the PDN Connection. 
· If WLCP Integrity protection is used, the message is signed with the WLCP integrity key (WIK). TWAG locates the security context associated with the source IP@ of the WLCP message, retrieves the WIK and validates the WLCP message signature using the WIK associated with the IP @ of the UE in the UE security context.
· If Identity filtering is used, the TWAG verifies that the WLCP message is received from the UE-MAC@ as well as from the UE IP@ associated with authenticated security context C4.
9. TWAG sends to the PGW a Create session Request with (IMSI, session parameters e.g. as requested by the UE in the WLCP PDN Connection Request).
10. PGW responds back to TWAG with Create Session Response.

11. TWAG responds back to UE with WLCP PDN Connection Response. If the WLCP Integrity protection is used, the TWAG sends the message back to UE_IP@ signed with WLCP integrity key (WIK).
12. User data can now flow between UE and PGW trough the secure protected access.
3. TWAN Security Solution Requirements
Analyses show that to maintain expected trust of TWAN access to the EPC, the following additional security requirements have to apply to the TWAN:
1.  WLCP messages shall be protected from unauthorized source spoofing. 
2. WLCP messages shall be replay protected.

3. TWAG shall protect itself from WLCP DOS attacks received from legitimate users.

4. TWAN Protection Solutions
4.1 Identity filtering solution
In this solution both the TWAG and the UE maintain the reported MAC@ of each other in association with authenticated session and assigned IP addresses. Source of every WLCP message shall be verified by the receiver to having come from the correct combination of expected MAC@ and IP@, retained in the security context. Any message that violates this mapping shall be filtered out. 
As an example, the WLCP message received by the TWAG from the UE shall have the UE-IP@ associated with authenticated IMSI, and the UE-MAC@ included in the outer header of the message by the TWAN AP shall match the expected source UE according to the security context C4. Any message received from the wrong combination of both shall be filtered out and discarded. 
4.2 WLCP Integrity protection solution
In this solution each WLCP message is integrity protected by computing the message authentication code of the whole message, including its header, and adding this code to the transmitted message. The integrity protection signature is computed by using the secret key – WLCP Integrity Key (WIK) – generated from the MSK produced by the successful EAP-AKA’ authentication.
Any received WLCP message with invalid integrity signature shall be discarded. 
4.3. Selection of TWAN Protection Solution
Selection of the TWAN protection solution depends on TWAN Operator deployment preference, pending authorization by the EPC Operator. 
The TWAN Operator may indicate the support and preference for one or another solution to the EPC in the STa signalling associated with EAP-AKA’ procedure. Once the selected solution is authorized by the AAA, the AAA will convey it to the UE in the EAP-AKA’ extension. 
In order to be able to interact with any TWAN, the UE shall support both solutions, and invoke the one selected by the accessed TWAN, as indicated in the EAP-AKA’ extension signalling from the AAA.
The TWAN (TWAG) shall support at least one of the solutions in order to be allowed the Trusted non-3GPP access to the EPC through the S2a.
5. Attack Scenarios and Mitigation
5.1. Spoof UE_MAC@ at step 1: 
·  Any reported UE_MAC@ will be accepted at this point and will become a part of the security context (C1) created at step 3. As the UE_MAC@ reported in step 1 becomes a part of security context at the TWAG/TWAP, its potential subsequent spoofing will lead to either an integrity check failure, or will not pass Identity filtering, and will not yeld benefits to the attacker.
· In TWAN that employs the WLCP Integrity protection, the attacker with valid subscription could report a UE-MAC@ of an unsuspected victim’s UE, successfully authenticate and establish a session billed to an attacker’s subscription. When a victim tries to access the TWAN through the same AP, the access will be rejected due to the apparent UE-MAC@ collision, so a victim will be blocked from service. But if a victim accesses the same TWAN through a different AP, the access will proceed and will be allowed (pending successful authentication), because the UE-MAC@ will no longer be a part of the context C4. Thus benefits to the attacker will be limited to only temporary blocking a victim’s UE on the same TWAN AP.
· In TWAN that employs the Identity filtering, the attacker with valid subscription could report a UE-MAC@ of an unsuspected victim’s UE, successfully authenticate and establish a session billed to an attacker’s subscription. When a victim tries to access the TWAN through any AP of the TWAN, the access will be rejected due to the apparent UE-MAC@ collision, so a victim will be temporarily blocked from service on any AP of the TWAN.
5.2 Spoof UE MAC@ at step3 (EAP Identity): 
· If MAC@ is spoofed to that of another UE, and the context C1 for that UE_MAC@ does not exists, the TWAP will ignore the EAP Response as not associated with any current EAP session. 
· If MAC@ is spoofed to that of another UE engaged in existing EAP session, i.e. there is a C1 context with reported UE_MAC@, the TWAP associates the MAC@ and the NAI/IMSI included in the message and forwards to AAA. If AAA database contains association of a subscription identity (NAI, IMSI) with the authorized UE hardware identity (UE_MAC@), the UE_MAC@ reported in this step can be verified by the AAA in step 4, and be either allowed or rejected. 
· In the absence of AAA-based mapping of the UE-MAC@ to the NAI/IMSI, the reported NAI/IMSI will be authenticated. 
· At the end of EAP authentication, it is the authenticated IMSI of the UE that is given to TWAP by the AAA for the authenticated session. Hence spoofing UE_MAC@ at this step doesn’t yield any benefit to the attacker.
· For example, if during the authentication phase the UE_MAC@ is spoofed to that of another genuine UE (the UE of the hacker authenticates with its own credentials but using another UE_MAC@), the security context is created with an association of (another UE_MAC@, IMSI & MSK corresponding to the hacker user). When the UE then issues a DHCP request (using another UE_MAC@), an IP@ is allocated that corresponds to this security context (another UE_MAC@, IMSI & MSK corresponding to the hacker user). Thus any WLCP signalling sent later on will be understood as associated with the authenticated IMSI (of the hacker). The net result is that the hacker cannot issue WLCP signalling on behalf of another UE.
5.3 Spoof UE_NAI at step 3 (Subscription Identity): 
In the absence of proper AKA security credentials associated with reported NAI/IMSI, the EAP-AKA’ will fail, yelding no benefits to the attacker.

5.4 Spoof MAC@ at step 6 for DHCP Request: 
At the end of EAP authentication TWAG has the mapping of (UE-MAC@, NAI, IMSI) for each authenticated UE, and the WLAN AN has the mapping (UE-MAC@, ciphering material for the air interface associated with the MSK). If the DHCP request is not sent with a proper UE_MAC@, it cannot be properly transferred over the air as 802.11 security procedures would fail to properly transfer it (the air ciphering context is associated with the UE-MAC@).
5.5 Replay of valid WLCP message from unauthorized UE
If any intercepted WLCP message is replayed by the hacker, which uses already authenticated IP@ or UE_MAC@ of the victim, a replay will be recognized by the TWAG by examining the message sequence number for repetition during current session, and even though the message will pass the Integrity Check validation, it should be discarded.  
5.6 Spoofing Source IP address on WLCP messages
· A hacker UE may access the WLAN AN through its own authorized 802.11 air interface, then spoof the IP address assigned to a victim’s UE, and send WLCP messages trying to hijack the WLCP session, thus attempting to manage PDN connections associated with this WLCP instance. If WLCP Integrity protection is used, to alleviate this threat, the TWAG has to maintain an association of UE IP@, to WIK. Any WLCP message not matching expected signature of the UE has to be discarded. If Identity filtering is used, the TWAG has to maintain an association of UE IP@, UE-MAC@. Any WLCP message received from the wrong combination of mapped identities has to be discarded.
· A hacker may access a victim UE with the spoofed IP address of the TWAG, thus attempting to control the WLCP session on the UE. If WLCP Integrity protection is used, to alleviate this threat the UE must check security signature and source IP address for all received WLCP messages, and any received message with invalid signature has to be discarded. If Identity filtering is used, the UE has to maintain an association of TWAG IP@, TWAG-MAC@. Any WLCP message received from the wrong combination of mapped identities has to be discarded.
5.7 DoS attack on TWAG UDP Port for WLCP signalling

The TWAG may be a subjected to DoS attacks with malicious WLCP messages even from the legitimate properly authenticated UE. To manage this threat, TWAG needs to protect itself from frequent valid messages by discarding the messages based on regular overload overload protection mechanisms, implementation of queues, back-off timers, etc. Extraneous messages should be discarded. 

_1469623351.vsd
UE_MAC@


UE


AP


TWAP/
TWAG


PGW


AAA


HSS


1. 802.11 association


2. EAP-REQ Identity


AV Rq (IMSI)


Subscription data


5. EAP-SUCCESS


3. EAP-RSP/AKA Identity (UE-MAC@, NAI)


C1


C2


4. EAP-SUCCESS(IMSI, MSK)


6. DHC-Request (UE-MAC@)


7. DHCP-Ack (UE IP@)


C4


8. WLCP PDN Connection Request (UE IP@)


9. Create Session RQ (IMSI, UE IP@)


10.Create Session Rsp


11. WLCP PDN Connection Response (UE IP@)


EAP Authentication


4. EAP (AKA Identity, UE_MAC@)


PSK


802.11 Security


12. UP data


EAP-AKA’


C3



