3GPP TSG SA WG3 (Security) Meeting #76
S3-142049
25 Aug – 29 Aug, 2014; Sophia-Antipolis, FR
revision of 
Source:
Alcatel-Lucent, Ericsson
Title:
SCE section E.2.5
Document for:



Discussion











Agenda Item:
7.7.2 Small Cell Enhancement, i.e. Dual Connectivity for LTE
Work Item / Release:
LTE_SC_enh_dualC-Core / Rel-12
Abstract of the contribution:

This paper corrects reference in E.2.5 of TS 33.401. 
Discussion: Align with RAN3 on using SCG modification procedure for S-KeNB refresh. 
Based on RAN2 decision  MeNB shall update the S-KeNB whenever the KeNB is updated, so remove the conditional requirement on fresh NH or new KeNB from MME.
 Also referenced clause should be E.2.2 addition and modification of DRB in SeNB and not E.2.3 Activation of encryption/decryption.

Proposed text modification is presented in accompanying CR S3-142042 section E.2.5(change 7), and is also shown below.

Proposal: Accept modification of section E.2.5 (change 7) of the accompanying CR S3-142042.
*********************************** Begin changes ****************************

E.2.5
S-KeNB update triggers

The system supports update of the S-KeNB. The MeNB may update the S-KeNB for any reason by using the SCG modification procedure as defined in clause E.2.2 of the current specification. The MeNB may also instead update the S-KeNB for any reason byfirst using the SCG release procedure and then using the addition procedure defined in clause E.2.2 of the current specification. Whenever the UE or SeNB start using a fresh S-KeNB, they shall re-calculate the KUPenc from the fresh S-KeNB.

The SeNB shall request the MeNB to update the S-KeNB over the X2-C, when uplink or downlink PDCP COUNTs are about to wrap around for any of the DRBs.

If the MeNB re-keys its currently active KeNB  in an AS security context the MeNB shall update any S-KeNB associated with that AS security context. This retains the two-hop security property for X2-handovers.
******************************************** End changes *****************
