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*********************************** Begin change 1 ****************************

A.15
Derivation of S-KeNB for dual connectivity

This input string is used when the MeNB and UE derive S-KeNB from KeNB during dual connectivity. The following input parameters shall be used:

-
FC = 0x1C

-
P0 = Value of the Small Cell Counter as a non-negative integer

-
L0 = length of the Small Cell Counter value (i.e. 0x00 0x04)


The input key shall be KeNB of the MeNB.

************************************** End change 1 ***************************
*********************************** *** Begin change 2 ****************************

E

Dual connectivity

E.1
Introduction

This clause describes the security functions necessary to support a UE that is simultaneously connected to more than one eNB for the architectures 1A and 3C as described in TS 36.300 [30]. The security functions are described in the context of the functions controlling the dual connectivity.

For architecture 3C the security functions described for the single connectivity mode in this specification are sufficient. The reason for that they are sufficient, is that the end-point for the encryption remains in the MeNB. That is, from a security point of view, the PDCP packets are still processed in the same locations in the architecture; they have only travelled a different path via the SeNB.

The remainder of the present clause E deals with architecture 1A as shown in Figure E.1-1.
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Figure E.1-1 Offload architecture 1A

When the MeNB establishes security between an SeNB and the UE for the first time for a given AS security context shared between the MeNB and the UE, the MeNB generates the S-KeNB for the SeNB and sends it to the SeNB over the X2-C. To generate the S-KeNB, the MeNB associates a counter, called a Small Cell Counter (SCC), with the current AS security context. The SCC is used as freshness input into S-KeNB derivations as described in the clause X.2.4, and guarantees, together with the other provisions in the present clause X, that the KUPenc derived from the same S-KeNB is not re-used with the same input parameters as defined in Annex B of the present specification. The latter would result in key-stream re-use. The MeNB sends the value of the SCC to the UE over the RRC signalling path when it is required to generate a new S-KeNB. 

The communication established between the SeNB and the UE is protected at the PDCP layer using the AS Small Cell security context, or AS SC security context for short. The AS SC security context includes the same parameters as the AS security context described in clause 7 of the present specification, except that the S-KeNB replaces the KeNB. The UE and the SeNB derives the KUPenc from the S-KeNB as described in clause A.7, cf. also E.2.4.2.

The MeNB maintains the value of the counter SCC as described in clause E.2.4 for a duration of the current AS security context between UE and MeNB.

*********************************** End change 2 ******************************
*********************************** Begin  change  3 ****************************

E.2.2
Addition and modification of DRB in SeNB

When executing the SCG addition procedure (i.e. the initial offload of one or more radio bearers to the SeNB), or the SCG modification procedure requiring an update of S-KeNB, the MeNB shall derive an S-KeNB as defined in clause E.2.4, which results in a fresh S-KeNB,. The MeNB shall forward the generated S-KeNB to the SeNB during the SCG addition procedure or SCG modification procedure requiring key update.  

The SeNB shall derive a key KUPenc from the received S-KeNB as defined in clause E.2.4 of the present specification and use it for all radio bearers that were being added. 

At any point of time, the same KUPenc is used for encrypting all radio bearers between the SeNB and the UE. Once the KUPenc has been derived from the S-KeNB, the SeNB and UE may delete the S-KeNB.

The MeNB shall provide the value of the SCC used in the derivation of the S-KeNB to the UE in the RRC procedure adding the radio bearer(s) in the UE. The UE shall derive the S-KeNB and KUPenc as described in clause E.2.4.

When executing the SCG modification procedure for adding subsequent radio bearer(s) to the same SeNB, the MeNB shall, for each new radio bearer, assign a radio bearer identity that has not previously been used since the last S-KeNB change. 
If the MeNB cannot allocate an unused radio bearer identity for a new radio bearer in the SeNB, due to radio bearer identity space exhaustion, the MeNB shall increment the SCC and compute a fresh S-KeNB, and then shall perform a SCG modification procedure to update the S-KeNB. The MeNB may chose to update the S-KeNB instead of assigning a new radio bearer identity even when the latter would have been possible. The MeNB may instead release all radio bearers in the SeNB, and then perform an SCG addition procedure, adding all radio bearers just released as well as the new radio bearer to the SeNB. Since the procedure derived a fresh S-KeNB, radio bearer identities used before the last S-KeNB change can be re-used. 

If the SeNB does not receive a new S-KeNB from the MeNB during the SCG modification procedure, the SeNB shall use the KUPenc derived from the current S-KeNB as encryption key also for the newly added radio bearer (s).

If the SeNB receives a new S-KeNB from the MeNB during the SCG modification procedure, the SeNB shall use the KUPenc derived from the new S-KeNB as encryption key for all the radio bearer (s).
When the last radio bearer on the SeNB is released, the SeNB Release procedure is performed; the SeNB and the UE shall delete the KUPenc. The SeNB and UE shall also delete the S‑KeNB, if it was not deleted earlier.

If the MeNB receives a request for S-KeNB update from the SeNB or decides on its own to perform S-KeNB update (see clause E.2.5), the MeNB shall increment the SCC and compute a fresh S-KeNB, and then the MeNB shall perform a SCG modification procedure to deliver the fresh S-KeNB to the SeNB. The MeNB may instead  release all radio bearers in the SeNB, and then the MeNB may perform an SCG addition procedure, adding all radio bearers just released. The MeNB shall provide the value of the SCC used in the derivation of the S-KeNB to the UE in an RRC procedure. The UE shall derive the S-KeNB and KUPenc as described in clause E.2.4.
*********************************** End change 3 *************************************
*********************************** Begin change 4 ************************************
E.2.3
Activation of encryption/decryption


The DRB offload procedure with activation of encryption/decryption follows the steps outlined on the Figure E.2.3-1.
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Figure E.2.3-1. SeNB encryption/decryption activation 

1.
The UE and the MeNB establish the RRC connection.

2.
The MeNB decides to offload the DRB to the SeNB. The MeNB sends the request message for SCG Additionto the SeNB over the X2-C to negotiate the available resources, configuration, and algorithms at the SeNB. The MeNB computes and delivers the S-KeNB to the SeNB as necessary. UE EPS security capability and the encryption algorithm used on the signalling radio bearers should also be sent to SeNB.


3.
The SeNB allocates the necessary resources and chooses the ciphering algorithm which has the highest priority from its configured list and is also present in the UE EPS security capability.

4.
The SeNB sends the message for SCG Addition grant to the MeNB indicating availability of requested resources and the identifiers for the selected algorithm (should it differ from the one selected by the MeNB in 2)) to serve the requested DRB for the UE.

5.
The MeNB sends the RRC Reconfiguration Request to the UE instructing it to configure a new DRB for the SeNB. The MeNB shall include the SCC parameter to indicate that the UE shall compute the S-KeNB for the SeNB and the KUPenc associated with the assigned bearer. 

NOTE: Since the message is sent over the RRC connection between the MeNB and the UE, it is integrity protected using the KRRCint of the MeNB. Hence the SCC cannot be tampered with, and the UE can assume that it is fresh.

6.
The UE accepts the RRC reconfiguration command and shall compute the S-KeNB for the SeNB. The UE shall also compute the KUPenc for the associated assigned DRB on the SeNB. The UE sends the RRC Reconfiguration Complete to the MeNB. The UE activates encryption/decryption once S-KeNB and KUPenc are derived.
7. MeNB sends the completion message for SCG Addition  to the SeNB over the X2-C to inform SeNB configuration result. On receipt of this message, SeNB may activate encryption/decryption with UE. If SeNB does not activate encryption/decryption with the UE at this stage, SeNB shall activate encryption/decryption upon receiving the Random Access request from the UE.



*********************************** End change 4 ************************************
*********************************** Begin change 5 ***********************************
E.2.4.1
Small Cell Counter maintenance

The MeNB shall associate a 16-bit counter, Small Cell Counter (SCC), with the AS SC security context. 


The SCC is used when computing the S-KeNB. The UE and the MeNB shall treat the SCC as a fresh input to S-KeNB derivation. That is, the UE assumes that the MeNB provides a fresh SCC each time and does not need to verify the freshness of the SCC.

NOTE: An attacker cannot, over the air modify the SCC and force re-use of the same SCC. The reason for this is that the SCC is delivered over the RRC connection between the MeNB and the UE, and this connection is both integrity protected and protected from replay. 
The MeNB that supports the DRB offload shall set the SCC to ‘0’ when the KeNB in the associated AS security context is established. The MeNB shall set the SCC to ‘1’ after the first calculated S-KeNB, and monotonically increment it for each additional calculated S-KeNB. The SCC value '0' is hence used to calculate the first S-KeNB. 

If the MeNB decides to turn off the offload connection and later decides to re-start the offloading to the same SeNB, the SCC value shall keep increasing, thus keeping the computed S-KeNB fresh.


The MeNB shall refresh the KeNB of the AS security context associated with the SCC before the SCC wraps around. Re‑freshing the KeNB is done using intra cell handover as described in clause 7.2.9.3 of the present specification. When this KeNB is refreshed, the SCC is reset to '0' as defined above. 
*********************************** End  change 5 *****************************************
*********************************** Begin change 6 ****************************************
E.2.4.3
Negotiation of security algorithms

When establishing one or more DRBs for a UE at the SeNB, as shown on Figure E.2.3-1, the MeNB shall forward the UE EPS security capabilities associated with the UE and the identifier for the AS encryption algorithm the MeNB selected for the UE for the SRBs to the SeNB in the X2 request message for SCG SeNB Addition/Modification. 

Upon receipt of this message, the SeNB shall identify the AS encryption algorithm with highest priority in the locally configured priority list of AS encryption algorithms that is also present in the received UE EPS security capabilities.  If the so identified AS encryption algorithm is different from the one indicated in the received X2 request message for SCG Addition/Modification , the SeNB shall include an indicator for the locally identified AS encryption algorithm in the X2 response message for  SCG Addition/Modification  .
The MeNB shall forward the indication to the UE during the RRCConnectionReconfiguration procedure that establishes the SCG DRBs in the UE. If the UE does not receive any AS encryption algorithm indication in this RRCConnectionReconfiguration procedure, the UE shall use the same AS encryption algorithm for the SCG DRBs as it uses for the SRBs. Otherwise, the UE shall use the indicated encryption algorithm for the SCG DRBs.

*********************************** End change 6 *****************************************
*********************************** Begin change 7 ****************************************
E.2.5
S-KeNB update triggers

The system supports update of the S-KeNB. The MeNB may update the S-KeNB for any reason by using the SCG modification procedure as defined in clause E.2.2 of the current specification. The MeNB may also instead update the S-KeNB for any reason byfirst using the SCG release procedure and then using the addition procedure defined in clause E.2.2 of the current specification. Whenever the UE or SeNB start using a fresh S-KeNB, they shall re-calculate the KUPenc from the fresh S-KeNB.

The SeNB shall request the MeNB to update the S-KeNB over the X2-C, when uplink or downlink PDCP COUNTs are about to wrap around for any of the DRBs.

If the MeNB re-keys its currently active KeNB  in an AS security context the MeNB shall update any S-KeNB associated with that AS security context. This retains the two-hop security property for X2-handovers.
*********************************** End change 7 ********************************************
*********************************** Begin change 8 *******************************************
E.2.8 Radio link failure recovery

Since the MeNB holds the control plane functions even in dual connectivity, the UE runs the RRC re-establishment procedure with the MeNB as specified in clause 7.4.3 of the present specification. 


After the RRC re-establishment procedure is completed, if the MeNB still has offloaded radio bearers to the SeNB, then the MeNB shall update the S-KeNB in the SeNB and UE if the RRC re-establishment procedure derived a fresh KeNB.

******************************************** End change 8 ********************************
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