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Abstract of the contribution:

This contribution proposes to clarify threat description on MME management and maintencance interfaces.
1 Introduction 
The threat description in the current TR33.806 includes five bullets. For the first one, it means the unauthorized access through one of the MME management or maintenance interfaces while the second and the fourth bullets are its consequence to express the harm of unaurhorzed access.
To make the threat description more clear, we propose to revise the threat description part that change the second and fourth bullets to the explaination of the first bullet.
We kindly propose SA3 to agree the following pCR.

2 pCR 

***
BEGIN CHANGES
***
5.4.2.5 
T5 Security threats on MME management and maintenance interfaces
-
Threat name: MME management and maintenance interfaces
-
Threat Reference: to be done later
-
Threat Category:  to be done later

-
Threatened Asset:  all assets in MME are impacted
-
Threat Description: 
An attacker may gain unauthorized access through one of the management or maintenance interfaces to access MME, thereby e.g.
· - Gain control of the MME, resulting potentially in compromize of sensitive user data, system data, and management data.
·  Relay the access to also other Network Elements (Nes) such as HSS, S-GW and eNB (through S6a, S11 and S1 interfaces respectively), e.g. to further compromise the telecommunication system. The result can be devastating.  
An attacker may disrupt and disable normal system operations.  


Attackers may use test/debug ports to compromise MME.

NOTE: This is a detailed threat and maps to the security objective SECURE MME ADMINISTRATION.
Editor's Note: Threats need to be mapped back to which assets are under threat.

Editor's Note: Threats' relation to attacker model is FFS.

***
END OF CHANGES
***
