3GPP TSG SA WG3 (Security) Meeting #76

S3-142017
25-29 August 2014 Sophia Antipolis (France)



Source:
3GPP RAN2
Title:
Reply LS on Small Cell Counter (SCC) length and LS on SeNB Key Refresh and Counter Check procedures
Document for:
Information
3GPP TSG-RAN WG2 #86
Tdoc R2-142940
Seoul, South Korea, 19th – 23rd May 2014

Title:
Reply LS on Small Cell Counter (SCC) length and LS on SeNB Key Refresh and Counter Check procedures
Response to:
S3-140928/R3-141400
Release:
Rel-12
Work Item:
          LTE_SC_enh_dualC-Core

Source:
RAN2
To:
SA3/RAN3
CC:

Contact Person:


Name:
Riikka Susitaival
E-mail Address:
riikka.susitaival[at]ericsson.com
1. Overall Description:

RAN2 thanks SA3 and RAN3 for the LSs S3-140928 and R3-141400. Here RAN2 replies to the questions in the LSs as well as updates SA3 and RAN3 of recent agreements. 
For SA3: About the question of Small Cell Counter: RAN2 discussed length of SCC and agreed that this is 16 bits. This is included by the MeNB in the RRC message sent to the UE and not transferred to the SeNB.
For SA3 and RAN3: RAN2 further discussed RRC procedures for change of KeNB and S-KeNB. The following was agreed:
1. The procedure design should address the key update due to the change of KeNB (either rekeying initiated by MME or refresh initiated MeNB locally) and S-KeNB update initiated by the SeNB.
2. Towards the UE, there is one RRC message for SCG release/add that can be used to:
a. Update S-KeNB (as part of RRCConnectionReconfiguration). 
b. Update KeNB and S-KeNB (as part of intra-MeNB handover, i.e., RRCConnectionReconfiguration with mobilityControlInfo)

3. The SCG addition always implies provisioning of a new S-KeNB. Changing the K-eNB without changing the S-KeNB is not supported.

In addition, related to this, RAN2 also agreed the following RRC procedures
1. Allow intra-MeNB HO by triggering release and addition of cells of the same SeNB in a single RRC message. 
2. The UE behaviour with respect to the SCG is the same as for SCG Change where also addition and release is done by single RRC message. The UE does not need to determine whether it is an intra- or inter-MeNB handover. 
3. There is no necessarily the path switch procedure towards CN when the source and target SCG are the same.
It is expected that RAN3 will discuss of actual X2 procedures for key changes. RAN2 would like to inform RAN3 about the agreement that the SCG related signalling towards the CN could be suppressed when using one RRC message to release and add SCG within the same SCG.
The above agreements mean that the procedure where the SCG is released and added again with separate X2AP as well as RRC procedures (as indicated in LS R2-141844) is not required for the security key change.  
2. Actions:

To SA3 and RAN3 group.

ACTION: 

RAN2 respectfully ask SA3 and RAN3 to take above agreements and replies into account. 
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