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Abstract of the contribution:  This contribution introduces threats related to the superior rights that root/superuser type level access have, and provides a few such hardening requirements.
Introduction  
This contribution introduces threats related to the superior rights that root/superuser type level access have, and provides a few such hardening requirements. 
The contribution is based on S3-140464, postponed from SA3#74bis, and has benefitted from its commenting contribution in S3-140536. 
[bookmark: _GoBack]Most comments and modification suggestions from S3-140536 have been taken into account into this version. With one small content execption: we prefer to keep notion ‘root owned files’, instead of the notion ‘certain critical root owned files’ suggested by NSN. This is because we find it hard to understand, 1) how ‘certain critical’ will be defined, 2) how to adapt test cases with respect to this dependency, 3) avoidance of such circumvention vulnerability, as a general security principle. Also, the wording of RX-3 in S3-140464 is kept (if only an English language issue, we suggest such corrections to be made for next meeting, to ensure correctness consistently also in other inputs of similar type). All four requirements of S3-140464 have however been clarified with more clarified threats, and with dedicated threat-mappings.
Analysis
Root/superuser is the top of the role-based access right hierarchy. Root special privileges cause special threat types. This role can misused for ease-of-operation purposes. Also, the special rights intended for root shold not be accidentally given to normal users. Threat situation exist when system with respect to root level access is not securely configured. 
A file intended to be owned by root should not be modifyable by anyone else. Likewise, a file needed to be modifyable by a normal user should not be owned by root. In general, the system should encourage to not uneccessarily use root level access rights, for most operation types; fall into the the appeal that root level acces “makes operation simpler and faster”. 
Due to the high access rights at root/superuser level, the access form needs to be restricted. Root access should only be allowed via console. 
Attention to root level access type needs therefore to be given in the SAS for MME.
Proposal
It is proposed to add the below security threat and hardening requirements on MME in TR33.806. It is, in particular, proposed that root/superuser topics are handled in a separate subchapter under chapter 7 on Hardening. 
pCR 
***	BEGIN CHANGES	***

5.4.2.x Threat from root owned files being altered by other users
· Threat name: threat from root owned files being altered by other users
· Threat Reference: to be done later
· Threat Category: tampering with data
· Threat Description: If files owned by root can be changed by other system users they might severely alter the secure intended operation of the system.
· Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets
· Threat relevance: yesMitigate
NOTE: This is a detail-leveled threat. It can be mapped to the security objectives: SOFTWARE INTEGRITY, HARDENING.
5.4.2.y Threat from root accidentally executing a planted executable due to bad search path
· Threat name: threat from root accidentally executing a planted exectutable due to bad search path
· Threat Reference: to be done later
· Threat Category:elevation of privilege
· Threat Description: It is dangerous if root by mistake executes programs in the current directory as this could lead to accidentially executing malicious files placed by attackers into a directory where they have sufficient write permissions. The same applies for other directories where users other than root have write access.
· Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets 
· Threat relevance: yesMitigate
NOTE: This is a detail-leveled threat. It can be mapped to the security objective: HARDENING.

5.4.2.z Threat from unknown code to be be executed by mistake.
· Threat name: threat from unknown code to be executed by mistake.
· Threat Reference: to be done later
· Threat Category:elevation of privilege
· Threat Description: It is dangerous if there are root owned files that have write permissions for other system normal users. This means that unknown code can be executed by mistake.
· Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets 
· Threat relevance: yesMitigate
NOTE: This is a detail-level threat. It can be mapped to the security objective: HARDENING.


5.4.2.t Threat from root able to log on from the network
· Threat name: threat from root able to log on from the network
· Threat Reference: to be done later
· Threat Category: elevation of priviledge Unauthorized access
· Threat Description: An attacker fraudulently logs on to the system via the network, e.g. via a brute-force attack. An attacker could directly log on to the MME as root via the network.
· Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets
· Threat relevance: yesMitigate
NOTE: This is a detail-level threat. It can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING.


***	END OF CHANGES	***
***	BEGIN CHANGES	***
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***	END OF CHANGES	***
***	BEGIN CHANGES	***

1. Security Requirements related to Hardening 
Editor's note: An example is given in TR 33.805, clause 5.2.2.4.2.3.	
Editor's note: The description of Security Requirements related to Hardening shall follow the template given here, cf. TR 33.805, clause 5.2.2.4.2.3.3: 
7.x Root level access settings 

Editor's note: This subsection contains requirements and test cases that assume a Unix/Linux type of OS. It is for further study if this assumption needs to be highlighted better in this TR, and if there is a need for variants for also other OS types. It is also for further study whether these types of requirements, with test cases, shall be replaced by an external source.
· Requirement Name: root level access settings
· Requirement reference: to be done later 
· Requirement Description: 
· R-1: The umask for root is highly restricted.
· R-2: The ”.” does not exist in the search path for root. 
· RX-3: There are no root-owned files that have write permissions for normalother system users.
· R-4: Root is only allowed to log on via console, not by the network.

· 
· 
· 
· 
· Threat References:  RX-11 refer to ”threat from root owned files being altered by other users”, RX-2 refers to “threat from root accidentally executing a planted exectutable due to bad search path”, RX-3 refers to “threat from unknown code to be executed by mistake”. RX-4 refers to “threat from root able to log on from the network”
· Test Cases:
· Check the umask setting for root, and that it is at least set to 027.  (Referring to RX-1)
· Check, as root, ‘echo $PATH’; checking that “.” does not exist in search path. (Referring to RX-2)
· Check that no root-owned files have write permissions for normal users. (Referring to RX-3)
· This can be checked by the command: ‘find / -user root -a -type f -a \( -perm -2 \) -exec ls -la {} \;’
· Check that root is unable to log on by network, only via console. (Referring to RX-4)
· Requirement evidences: Documentation showing that the above test cases have been performed.
NOTE:  RX-1 is a high-level requirement. RX-2 - RX-4 are detail-leveled requirements. RX-1 – RX-4 can be mapped to the security objectives: SOFTWARE INTEGRITY, SECURE MME ADMINISTRATION, HARDENING.


***	END OF CHANGES	***
 
