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Abstract of the contribution: Look into the ENs in section 6.3.5.3 and try to solve them.

1. Analysis
There are several editor’s notes for section 6.3.5.3. This document will look into the ENs and try to solve them.
Editor’s Note: It is FFS whether the authentication between the UE and the ProSe function during configuration procedure is sufficient for the communication between the UEs.
The ProSe UE shall be authenticated by ProSe Function before being configured with security materials.This means only authencated UEs licitly have the security key for the communication. So it’s possible to trust the own of shared key as the credential of legal ProSe UE, just as the trust logic between eNB and UE in LTE. The security of the communication between ProSe UEs primarily depends on the safety of the group key stored in the ProSe UEs. If the group key is compromised it is easy for an attacker to get hold of a legal UE and eavesdrop the communication.
On the other hand, the communication group may have many group members. For adhoc mode one-to-many communication, any ProSe UE may be the initiator of the session. Explicit signaling exchange for mutual authentication between all members will consume many resources and bring performance reduction.

Editor’s Note: Storage and transmission of group key is for FFS.
The ProSe group key should be transmitted and stored together with the group ID, a group key identifier(GKI), encryption algorithm and a validity timer.
6.3.5.4 has described the solution for group key storage and transmission. The security context for one-to-many communication should be securely stored in ME or UICC. The group key is configured by ProSe Funtion to UE via the PC3 reference point.

2. Proposal
It is proposed to approve the pCR.

***************************************start first change*******************************************
[bookmark: _Toc384997139]6.3.5.3	Solution for ProSe UE direct communication
There is no signalling over PC5 control plane, so only protection for user data should be considered. For en/de-crypting the user data, ProSe UEs of the same group should share group ID, the group encryption key, the group key identifier, the encryption algorithm and a validity timer, all of which are configured to ProSe UE as group secret.share the encryption key, the encryption algorithm and group ID, all of which is configured to ProSe UE as group secret. 
The ProSe Function directly configures the ProSe UE with the group encryption key This means no derivation is performed for ProSe UE, and there is no need to synchronise parameter(s) for key derivation between ProSe UEs either. If the valid timer of the group encryption key expires, the ProSe Function reconfigures the updated group key to ProSe UEs. 
The ProSe UEs are authenticated by the ProSe Function during the configuration procedure. Only authenticated UEs are provided with the group secret. So the mutual authentication between UEs could be implicit by possessing the shared group secret. Then the ProSe UEs start communication protected by the configured key and algorithm.
Editor’s Note: It is FFS whether the authentication between the UE and the ProSe function during configuration procedure is sufficient for the communication between the UEs.

Editor’s Note: Storage and transmission of group key is for FFS.
***************************************end first change******************************************

