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1 Introduction
In current TR33.806, the attackers are divided to remote and local accessing, and there is no description to explain where is remote or local.So it suggests to give the explaintion in the texts.
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2 Proposal
It is kindly proposed to add the following PCR into the TR33.806.
***********************************Start the First Change****************************************
4.3.6 
Interfaces

There are two types of logical interfaces defined for the MME network product, remote logical interfaces and local logical interfaces. 

A remote logical interface is an interface which can be used to access the MME network product functionality from a remote location, i.e., from a location outside of the site the MME network product is located in.. The entire protocol stack that can be accessed remotely is considered to be part of the remote logical interface. A local logical interface is an interface that can be accessed only via physical access to the MME network product. That is, the access requires physical access to the MME network product site. The entire protocol stack and the physical parts of the interface can be accessed this way. 

This means that for both, local and remote logical interfaces, the MME NP model does not only cover the application layer protocol, for which an MME function terminates the interface (e.g. S1-MME), but also the protocols (e.g. SCTP, IP, Ethernet, USB) in the protocol stack below the application layer protocol. 
Local access: The access from Console interface, from local Console network, from LMT (Local Maintenance Terminal interface) or from MME local hardware interface. 
Remote access:  The access which is not Local access. This includes access from the EMS (Element management       system) network, and access that originates or passes through the internet.

There are some major differences between local and remote interfaces from security perspective:
· Attaching to a local interface may cause execution of complex internal procedures in the TOE, like loading USB device drivers, enumeration of attached devices, mounting file systems etc.
· Local OAM interfaces may have reduced security properties, when compared to remote interfaces. Local interfaces could allow privileged access or allow password override after certain events (reboot, button pressed)

·  Local OAM interfaces could offer additional services to ease attachment of management terminals, e.g. by hosting a DHCP server and a file server to download client software. Additional services may have additional vulnerabilities.
An MME network product hosts the following interfaces:

Remote logical interfaces:

-
S1-MME

-
S3

-
S6a

-
S10

-
S11

-
Remote OAM interface
-    EMS (Element management system) interface
Local logical interfaces:

-
OAM console
-    LMT (Local Maintenace Terminal) interface
-    MME local hardware interface
NOTE: There is some overlap between the present clause 4.3.5 and clauses 4.3.1 and 4.3.2 in as far as an MME function (e.g. S1-MME) is part of the termination point for a logical interface. 

Editor's note: This subclause is to include information about interfaces of the MME network product class. Title and content of this subclause are ffs. It is ffs whether the list of interfaces is complete.
Editor's note: It is ffs how the assets, as opposed to the critical assets in clause 5.2, should be reflected here. 
*********************************End of the First change****************************************
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